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ABSTRACT

[This User Guide describes how to use the available features of Aspera
Orchestrator 2.4.1. The Guide also gives examples of the API. Various
components such as Workflows, Work Orders and other Orchestrator
runtime elements respond to these APl requests.]
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INTRODUCTION

Aspera Orchestrator User Guide v2.4.1

The Orchestrator Admin guide provides documentation and usage procedure about Orchestrator
features. The version 2.4 of Admin guide contains information about features released with
Orchestrator version 2.4

Please contact the Aspera Orchestrator team or Aspera Support (support@asperasoft.com) for any
further questions and/or suggestions.

ORCHESTRATOR INSTALLATION DIRECTORIES

Operating Systems: RHEL 5.x, 6.x or CentOS 5.x, 6.X

o Installation Dir: /opt/aspera/orchestrator/

e Config Dir: /opt/aspera/var/config/orchestrator/

e Runtime Dir: /opt/aspera/var/run/orchestrator/

e Archive Dir: /opt/aspera/var/archive/orchestrator/

e LogDir: /opt/aspera/var/run/orchestrator/log/orchestrator.log

e License file locations: /opt/aspera/orchestrator/config/<client_id>-orchestrator.aspera-license
or /opt/aspera/var/config/orchestrator/licenses/<client_id>-orchestrator.aspera-license

Operating Systems: Windows 2003 Server, Windows 2008 R2 Standard and Windows 2012 Server

e Installation Dir: C:\Program Files (x86)\Aspera\Orchestrator\www

e Config Dir: C:\Program Files (x86)\Aspera\ Orchestrator\www\var\config\

e Runtime Dir: C:\Program Files (x86)\Aspera\Orchestrator\www\var\run\

e Archive Dir: C:\Program Files (x86)\Aspera\Orchestrator\www\var\archive\

e LogDir: C:\Program Files (x86)\Aspera\Orchestrator\www\var\run\log\orchestrator.log

e License file locations: C:\Program Files (x86)\Aspera\Orchestrator\www\config\ <client_id>-
orchestrator.aspera-license or
C:\Program Files (x86)\Aspera\Orchestrator\www\var\config\licenses\ <client_id>-
orchestrator.aspera-license

OPERATIONS

HOW TO START ORCHESTRATOR

Note: Orchestrator does not mount mapped drives being used in the workflows (if any). So before
you start Orchestrator please make sure all the required drives are mounted/mapped with a valid
username and password.

STEPS TO START FROM SERVICES MENU IN WINDOWS

1) Click the Start button for Windows
2) Navigate to Administrative Tools -> Services menu item or Search for “services.msc” or Locate
the Run command and type “services.msc” and press Enter command
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3) Locate the service Aspera Orchestrator and right click it
4) Select “Start” to start Orchestrator
a. Note that Aspera Orchestrator needs MySQL Server to be started

Aspera Orchestrator User Guide v2.4.1

File Action View Help

enmUo- Hz>enm

"+ Bervices (Local) £}, Services (Local)

Aspera Orchestrator Name | Description | Status | Startup Type | bogis & I
G4 Apache HTTPD Server (Aspera) Apache HTTPD Server {Aspera) Service Manual \svcAspera

Start the service 1 Aspera Orchestrator Aspera Orchestrator and Dependent P : pera
G4 MySQL Server (Aspera) MySQL Server {Aspera) Service JsvcAspera

Description: &4 Application Identity Determines and verifies the identity of an application. ... Sop Local Service

Aspera Orchestrator and Dependent ‘4 Application Layer Gateway Service  Provides support for 3rd party protocol plug-ins for Int... Rause Local Service

Processes (waw) {7, Base Filtering Engine The Base Filtering Engine (BFE) is 2 service that manag... & Pz Local Service
(4, COM+Event System Supports System Event Notification Service (SENS), whi... £ Pzt Local Service
%, DHCP Client Registers and updates IP addresses and DNS records f... S all Tasks » Local Service
£+, Diagnastic Palicy Service The Diagnostic Policy Service enables problem detectio... = F{D... Local Service
£4; Diagnostic Service Host The Diagnostic Service Host is used by the Diagnostic P... Refresh Local Service
{4 Function Discovery Provider Host  The FDPHOST service hosts the Function Discovery (FD... Properties Local Service
£ Function Discovery Resource Publ... Publishes this computer and resources attached to this ... —_— Local Service
L4 Link-Layer Topology Discovery Ma... Creates a Network Map, consisting of PC and device to... Help Local Service

STEPS TO START ORCHESTRATOR FROM WINDOWS COMMAND LINE
If Orchestrator needs to be started manually from the command line

1) Click the Start button for Windows

2) Locate the command line shortcut

3) Right click command line shortcut and start it as Administrator

4) Change directory to Orchestrator directory using the following command

# cd "C:\Program Files (x86)\Aspera\Orchestrator\www"

5) Check status of Orchestrator using the following command (if any processes are running, go to
Step 6, else Step 7)

# bin\orchestrator.bat status

6) Kill currently running processes using the following command (takes a couple of seconds to kill
all running instances)

# bin\orchestrator.bat all kill
7) Start Orchestrator using the following command

# bin\orchestrator.bat

STEPS TO START ORCHESTRATOR IN UNIX

1) Login into the UNIX machine that hosts Orchestrator with a user with privileges to start
Orchestrator.
2) Start Orchestrator using the following command(s)
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# asctl orchestrator:start
(Or)

# /fetc/init.d/AsperaOrchestrator start
(Or)

# service AsperaOrchestrator start

HOW TO STOP ORCHESTRATOR

Aspera Orchestrator User Guide v2.4.1

STEPS TO STOP ORCHESTRATOR IN UNIX

1) Login into the UNIX machine that hosts Orchestrator with a user with privileges to stop

Orchestrator.
2) Stop Orchestrator using the following command(s)

# asctl orchestrator:stop
(Or)

# /etc/init.d/AsperalOrchestrator stop
(Or)

# service AsperaOrchestrator stop

STEPS TO STOP ORCHESTRATOR IN WINDOWS
Method 1:

1) Click on Start button for Windows

2) Navigate to Administrative Tools -> Services menu item or Search for “services.msc” or Locate

the Run command and type “services.msc” and press Enter command
3) Locate the service Aspera Orchestrator and right click it
4) Select “Stop” to stop Orchestrator

File Action Vview Help

S IS =T T

| Startup Type

Jiog... » |

% Services (Local) £} Services (Local)

Aspera Orchestrator Name | Description | Status
£ Apache HTTPD Server (Aspera) Apache HTTPD Server {(Aspera) Service

Start the service *3 Aspera Orchestrator Aspera Orchestrator and Dependent Proces:
L& MySQL Server (Aspera) MySQL Server (Aspera) Service

Desaiption: &4 Application Identity Determines and verifies the identity of an application. ...

Aspera Orchestrator and Dependent (. Application Layer Gateway Service  Provides support for 3rd party protocol plug-ins for Int...

Processes (waw) (. Base Filtering Engine The Base Filtering Engine (BFE) is a service that manag...  Startec
54 COM+ Event System Supports System Event Notification Service (SENS), whi... Startec
£ DHCP Client Registers and updates IP addresses and DNS records f...  Startec

Method 2:

If Orchestrator needs to be stopped manually from command line

Manual

Start

Fause
Resume:
Restart

All Tasks

\svcAspera

Asvchspera
Local Service
Local Service
Local Service
Local Service
Local Service
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1) Click on Start button for Windows

2) Locate the command line shortcut

3) Right click command line shortcut and start it as Administrator

4) Change directory to Orchestrator directory using the following command

Aspera Orchestrator User Guide v2.4.1

# cd "C:\Program Files (x86)\Aspera\Orchestrator\www"

5) Check status of Orchestrator using the following command (if any processes are running go to
Step 6)

# bin\orchestrator.bat status

6) Kill currently running processes using the following command (takes a couple of seconds to kill
all running instances)

# bin\orchestrator.bat all kill

HOW TO RESTART ORCHESTRATOR

STEPS TO RESTART ORCHESTRATOR IN UNIX

1) Login into the UNIX machine that hosts Orchestrator with a user with privileges to restart
Orchestrator.
2) Restart Orchestrator using the following command

# asctl orchestrator:restart
(Or)

# /etc/init.d/AsperaOrchestrator restart
(Or)

# service AsperaOrchestrator restart

STEPS TO RESTART ORCHESTRATOR IN WINDOWS
Method 1:

1) Click on Start button for Windows

2) Navigate to Administrative Tools -> Services menu item or Search for “services.msc” or Locate
the Run command and type “services.msc” and press Enter command

3) Locate the service Aspera Orchestrator and right click it

4) Select “Restart” to restart Orchestrator

11
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File Action View Help

e E o= HE» o np

%, Services (Local)
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L} Services (Local)

Aspera Orchestrator Mame | Desciption Status I Startup Type I log... =

£ Apache HTTPD Server (Aspera) Apache HTTPD Server (Aspera) Service Manual \svcAspera

Start the service Aspera Orchestrator Aspera Orchestrator and Dependent Process Start
£ MySQL Server (Aspera) MySQL Server {Aspera) Service e JsvchAspera
Description: £ Application Identity Determines and verifies the identity of an application. ... i Local Service
Aspera Orchestrator and Dependent £, Application Layer Gateway Service  Provides support for 3rd party protocol plug-ins for Int... e Local Service
Processes (wwi) £, Base Filtering Engine The Base Filtering Engine (BFE) is a service thatmanag...  Startec Local Service
5+ COM+ Event System Supports System Event Notification Service (SENS), whi... Startec =—————| Local Service
£, DHCP Client Registers and updates IP addresses and DNS records f...  Startec All Tasks L3 Local Service

Method 2:
If Orchestrator needs to be restarted manually from command line

1) Click on Start button for Windows

2) Locate the command line shortcut

3) Right click command line shortcut and start it as Administrator
4) Change directory to Orchestrator directory by command

# cd "C:\Program Files (x86)\Aspera\Orchestrator\www"

5) Check status of Orchestrator (if any processes are running go to Step 6)
# bin\orchestrator.bat status

6) Kill currently running processes (takes a couple of seconds to kill all running instances)
# bin\orchestrator.bat all kill

7) Start Orchestrator

# bin\orchestrator.bat
TROUBLESHOOTING

The default location of Orchestrator log can be found under C:\Program Files
(x86)\Aspera\Orchestrator\www\var\run\log\orchestrator.log on Windows or
/opt/aspera/var/run/orchestrator/log/orchestrator.log on UNIX.

The log file is rotated each day to prevent it from growing too large.

Orchestrator relies on MySQL database functioning properly. If MySQL database is not started,
Orchestrator won'’t start.

1) MySQL database won't start if:
- Theuser doesn’t have permissions to run MySQL
- The disk drive is full
- IfMySQL (or the user with which MySQL was started)
0 Doesn’t have rights to write into mysql logs
0 Cannot write to the disk with temp files (PID files, SOCK files)

12
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2)

3)

Aspera Orchestrator User Guide v2.4.1

If Ruby executable or Ruby Installation under C:\Ruby have been deleted or the user doesn’t
have permissions to run Ruby

Ruby and other Ruby related executable(s) have been added to the PATH environment variable.
They have to remain added to the PATH variable on this machine.

Orchestrator also won'’t start if the license file is absent or if expired. Look for messages in the
log file that indicate this. The footer in the Orchestrator Ul also gives an indication of when a
license file expires.

13



X

HOW TO CONNECT TO ORCHESTRATOR UI

Aspera Orchestrator User Guide v2.4.1

Enter the following in a web browser (where <ip address> is the Orchestrator node IP address):

http://<ip address>/aspera/orchestrator

X aspera orchestrator

Login
Password

Log in

In the above window, for initial login use admin/admin

The window that appears after login is the work order page.

s aspera orchestrator Jashboard  Workflows  Work Orders

remote file watcher windows

wirng | Y 6 Complete, 1 In Frogress

A note to Administrators

Please reset the “admin” user password to a secure one or disable the user after creating a different
admin user.

Some Best Practice for Admin users:

e  Prefix user name with admin_
e An example for Nick’s admin user would be: admin_nick and his password

Note: With Orchestrator v2.4.1, strong password policies have been introduced. This is a switch-
based feature and can be made active if the ‘impose_strong_password’ parameter is set to ‘true’ in the
orchestrator.yml file. By default this value is false.

14
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If ‘impose_strong_password' is set to ‘true’, after three unsuccessful attempts to log in because of
incorrect password, the user account will become inactive and Administrator will have to make the
user as active from the GUI manually. The number of unsuccessful login attempts that can be allowed
for user comes from ‘allowed_logon_attempts’ parameter in orchestrator.yml. By default the value for
this parameter is set to three.

Aspera Orchestrator User Guide v2.4.1

USER ACCOUNTS

HOW TO CREATE A USER

Navigate to Accounts tab.

Users Groups Permissions Active Directory Setup

Listing users
New user
Login Hame Email Phone NS Tyipe Status
¥ admin admin admin.workflow @asperasoft.com Admin Active
- system system system workflow @asperasoft.com System Active
= chns. chns Orchestrator User Active

The New User button renders a page that allows user creation.

New user

First Name: |
Last Name: |
Login: |
Password:
Confirm Password: |

Email:
Phone: |

SMS:

Active: []

Create Cancel

15
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New user

Aspera Orchestrator User Guide v2.4.1

First Name: [Test
Last Name: [Test
Login: |Tests
Password: eseses
Confirm Password: seesss
Email: test@test.com
Phone:
SMS:

Active:

Create Cancel

Enter all the information on the above screen. Email, phone and SMS are optional fields. Click on the
Active check box once all information is entered and Click Create.

Password policies:

With Orchestrator v2.4.1, strong password policies have been introduced. This is a switch-based
feature and can be made active if the ‘impose_strong_password’ parameter is set to ‘true’ in the
orchestrator.yml file. By default this value is false.

With the impose_strong_password flag set to true, user needs to enter a strong password that should
satisfy the following criteria:

Should have minimum 8 character of length.

Should have at least one uppercase character

Should have at least one lowercase character

Should have at least one of these (@#$%"&+=) special characters.

B W=

These rules are defined in a regular expression that can be configured or changed if required. The
regular expression comes from ‘strong_password_regex’ parameter in orchestrator.yml. Modifying
parameters of orchestrator.yml is discussed in the later sections of this document.

16
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HOW TO ASSIGN A USER TO A GROUP

Method 1:

Aspera Orchestrator User Guide v2.4.1

Once the Create button is clicked on a User creation page, Orchestrator allows you to assign the user

to a group.

Kaspera OrChestrator Dashboard  Workflows  Work Orders  Accounts  Epgine

Users Groups Permissions Active Directory Setup

Modify user information
First name |Test
Last name |Test
Login [Tests
Password Set| Change password
Email
Phone
Sms

User Active?

Update User Information

Role / Group Memberships

- No group membership -

- Select Group - v| Add to group

In the drop-down -Select Group-, select a group to which the user needs to be added.
Role / Group Memberships

- No group membership -

| Administrator 4| Add te group

And Click Add to Group

Role / Group Memberships

Administrator: Orchestrator administrator with full system access. Revoke membership

- Select Group - +| Add to group

A user must be in the group “Developer” to see the “Workflows” tab in the Orchestrator bar, in the
group “System” to see the “engine” tab, in the group “Contributor” to see the “Operator” tab, in the
group “Scheduler” to see the “Queues” tab, in the group “Operator” to see the “Work Orders” and
“Monitor” tab. Only a user in the group “Admin” can destroy work orders.

Method 2:
Navigate to Accounts tab.

The down arrow beside each user allows more options for each user.

17
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Listing users

New user
Login Name
d admin admin
= system system
e pavan Pavan Mukthi
o st test test
- hnicolor L T
Edit Profile
Change Passward

Edit Permissions

Deactivate

Edit permissions takes you to a page which allows user’s groups to be edited.

Aspera Orchestrator User Guide v2.4.1

Ermall Phone SMS
admin.workflowasperasalt.com
gystem workflowasperasoft.com

pavanidasperasoft.com 5202047008 5202047008

Technicolor@Technicolor.com

Type

Admin

System

Admin
Orchestrator User

Admin

In the drop-down -Select Group-, select a group to which the user needs to be added.

Role / Group Memberships

- No group membership -

Administrator +] Add to group

And Click Add to Group

Role / Group Memberships

Administrator:

| - Select Group - || Add to group

Orchestrator administrator with full system access.

Sratus
Active
Active
Active
Active

Active

Revoke membership

Find that in the User preferences the new group is added to the list of the user’s group.

HOW TO CHECK THE USER PREFERENCES

Navigate to Accounts tab.

The down arrow beside each user allows more options for each user.

Listing users

Mew user
Login Name
*  admin admin
= system system
= pavan Pavan Mukthi
*  test test test
- hnicolor i T
Edit Profile
Change Passward

Edit Permissions

Deactivate

Emall Phone SMS
adrmin workflowasperasoft com
system workflowasperasoft.com

pavanidasperasoft.com 5202047008 5202047008

Technicolor@Technicolor.com

Edit Profile take you to a page to update User profile

Type

Admin

System

Admin
Orchestrator User

Admin

Status
Active
Active
Active
Active

Active
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HOW TO RESET THE PASSWORD

Aspera Orchestrator User Guide v2.4.1

Navigate to Accounts tab.

The down arrow beside each user allows more options for each user.

Listing users
Mew user
Login Mame Email Phone SMS Type Status
- admin admin admin.workflowasperasoft.com Admin Active
x System Fystem !\«'s:em.Mrlr_flowasoerasoﬂ.:o!‘" System Active
v pavan Pavan Mukthi pavanidasperasoft.com 5202047008 5202047008 Admin Active
w test st test Orchestrator User Active
x technicolor Technicolor Technicolor Technicolor@Technicolor.com Admin Active
Edit Profile
Change Password
Edit Permissions
Deactivate
Click change password and provide data in all the fields
X aspera OrChestrator Dashboard Workflows  Waork Orders  Accounts  Enpgine

Users Groups Permissions Active Directory Setup
Change Password for User: 'chris’
Current password
New password

Confirm password

Change Password

Password policies:

As discussed in the user creation section, with Orchestrator v2.4.1, strong password policies have
been introduced. This is a switch-based feature and can be made active if the
‘impose_strong_password’ parameter is set to ‘true’ in the orchestrator.yml file. By default this value is
false.

With the impose_strong_password flag set to true, user needs to enter a strong password that should
satisfy the following criteria:

Should have minimum 8 character of length.

Should have at least one uppercase character

Should have at least one lowercase character

Should have at least one of these (@#$%"&+=) special characters.

B oW =

These rules are defined in a regular expression that can be configured or changed if required. The
regular expression comes from ‘strong_password_regex’ parameter in orchestrator.yml. Modifying
parameters of orchestrator.yml is discussed in the later sections of this document.

As part of the v2.4.1, if the ‘impose_strong_password’ is set to true, users cannot set the new password
as any of the previous three passwords.
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HOW TO CONFIGURE THE LDAP ACCESS
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With Orchestrator 2.3.5 and newer releases Orchestrator supports configuration for Multiple Active
Directory / LDAP servers to be configured.

Navigate to Accounts tab.

Click on Active Directory Setup tab. Click on the ‘New Active Directory’ button.

Users Groups Permissions Active Directory Setup

Listing Active Directories

New Active Directory

Name Description
PS AD Aspera PS AD Services
AD 2008 Aspera Active Directiry 2008

That will navigate to the below screen.

X asper‘a Dr'[:hestr'ator' Dashboard Workflows Work Orders  Accounis  Engine  Monitor
Users Groups Permissions Actlve Directory Setup
Active Directory Service Details

Namae:

Description:

Enable Directory Service:
Use Secure Mode (TLS):
Server:

Port: 389
Treebase:

Fliter: sAMAccountMame
Typically 'sAMAccountName’ for AD and 'uid' for other LDAP

Login Method: | Login

AD Admin: Typically a distinguished name (DN}

Password:

Save

Enter the Name and Description for the new Active Directory.
Click on “Enable Directory Service” to enable the LDAP service.

Enter the LDAP server fully qualified name or IP address in “Server”. Enter the LDAP service port in
“Port”.

Enter the base Distinguished Name in “Treebase”. Enter the filter as “uid” for LDAP or
“sAMAccountName” for Windows Active Directory service (LDAP based).

Select a login method as anonymous (no login/password required) or login (login/password
required).
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Click on “Save” to validate the settings against the LDAP server (LDAP bind done with Server, Port
and Login credentials). If successful, this message appears: “Saved successfully. Connection OK”".

Next, login to Orchestrator with an LDAP username and password (without creating the user in
Orchestrator GUI). A user with type “Active Directory User” is created automatically by Orchestrator
the first time this login is successful (check in Users tab).

Upon login with loginname/password, Orchestrator performs a combination of LDAP binding and
search. First, it connects and binds to the LDAP server via the login credentials as configured in the
window above. Then it searches the LDAP server for an entry corresponding to the filter specified
above (e.g. uid=loginname). If the entry exists, it re-binds as that user with the supplied password.

Following operations can be done on all the Active Directory Users that are added on Orchestrator

1. Change password.
2. Update user information
3. Delete User

All the above operations will be performed if ‘perform_ad_operation’ flag in the orchestrator.yml is
set to ‘true’.

Following points should be noted for each operation that is performed.

Create User on AD:

- This operation will be performed only if the AD server is SSL enabled (port 636)

- Provide valid CN (‘CN=‘ followed by first name, OU (‘OU=" followed ou value) and dn of the Active
Directory)

Change password:

- This operation will be performed only if the AD server is SSL enabled (port 636)

- No action on Orchestrator database will be performed, as Orchestrator does not store AD password
on Orchestrator DB.

Update user information:
- If the ‘perform_ad_operation’ flag is false no action on Orchestrator database will be performed, as

updating user information on Orchestrator DB will make them inconsistent with that on AD.

Delete User:

If the ‘perform_ad_operation’ flag is false, user will be deleted from Orchestrator DB. (User is still
active on AD, so can be created again on Orchestrator by logging in with valid credentials).
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The Permissions page displays list of permissions for various parts of Orchestrator. The permissions
can be listed:

1. By Users
2. By Groups
3. By Types.

A new permission can also be defined from this page.

K aspera DrChestrator Dashboard Workflows

Users Groups Permissions Active Directory Setup

Manage Permissions
Define New Permission View Permissions: By Type By User By Group

Types
Action

ActiveAssignment

Designer

HOW TO SEARCH AND GRANT PERMISSIONS

By default, the permissions are listed by Type.

1. The Left pane displays a list of all Types in the Orchestrator
2. Select the type to view all permissions under it.

Users Groups Permissions Active Directory Setup

Manage Permissions

Define New Permission View Permissions: By Type By User By Group
Types Permissions
Action Aspera:Orchestrator:Action:view
ActiveAssignment Aspera:Orchestrator: Action: edit
Designer
Engine
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3. Select the permission to view permission details and also to grant that permission to a user or a
group.
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Greues [ —— Active Ditecioey Sates

Manage Permissions

Define New Permission | \View Permissions: 8y Type By User By Growp
Types Permissions for "Aspera:Orchestrator-Action:view'
Action

Crant Pemissis

Activessignment

User Permétsian type
Desigrer
Engirs Groups
Developer Beeshe
ManagedQueue Administratce from "Aspara:Dechastrator
Maonitor

Similarly, permissions can be searched and granted by user and by group.

HOW TO DEFINE NEW PERMISSION

1. Click the “Define New Permissions” button above the Left pane.

& asp ra Drchestrator Dashboard Workflows  Work Orders  Accounts  Engine  Monitor

Users Groups Permissions Active Directory Setup

Manage Permissions

Define New Permission View Permissions: By Type By User By Group
Types MNew Permission
Action Principal  Aspera:Orchastrator Workfawvew B

Enter new principal
ActiveAssignment

Group/role or uSer | - Seiect Liser or Group - ﬁ
Designer
Create Cancel
Engine
ManagedQueus
Monitor
MonitorWorkflow

2. Select the principal for the new permission or enter a new principal. Principal is a unique string
to identify permissions. E.g.:
e The Principal ‘Aspera:Orchestrator’ can be used to set permissions for the entire
application.
e The Principal ‘Aspera:Orchestrator:Workflow’ for all Workflows in the application
e The Principal ‘Aspera:Orchestrator:Workflow:view’ for only view permissions for all
Workflows.

3. Select the User or group for the new permission.
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WORKFLOW DESIGNER

HOW TO CREATE A WORKFLOW

Navigate to Workflows tab.

X aspera DrChestrator Dashboard Workflows  Work Orders  Accounts Engine  Monitor
Workflow Designs Workflow Actions Remote Nodes
Define New Workflow Import Workflow Create New Folder Search Workflows Published only (] Draft only [
O ~ Workflow Definitions Status Created by
O v @l folderl admin
O * @l folder2 admin

Click on “Define New Workflow” to find the pop up with text fields

New Workflow Definition

Name: |demo

Comments:

Created by: admin
Run instances as | SYSTEM =
Purge after (days) |- defaulted to system-wide setting: 20-
Clean up after (days) |- defauited to system-wide setting: 20-
Throttle |- gefaulted to 0 (unlimited)-

| Create |

Once the name and comments and other fields are entered/chosen clicking on Create will take you to
the designer screen.

By default, a workflow is created in the root folder (the one you reach when you click on the
“Workflows” tab). The workflow can be created in a specific workflow folder rather than in the root
folder. Go into the folder where you want to create the workflow, and then click on “Define New
Workflow”.

The workflow can also be moved manually to a specific folder by selecting the “Move to folder”
option after clicking on the down arrow next to the workflow name.
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The purge after and clean up after fields allow users to input personalized number of days for the
respective activity instead of the system level setting. For example, test workflows and sample
workflows can have low value for purge after and clean up after days but production workflows can
have higher values for purge after and clean up after days.

Aspera Orchestrator User Guide v2.4.1

HOW TO CREATE A WORKFLOW FOLDER

Navigate to Workflows tab. Go into the workflow folder where you want the new folder to be
inserted in.

x aspera O]"Chest]"ator Dashboard Workflows  Work Orders  Accounts Engine  Monitor
Workflow Designs Workflow Actions Remote Nodes
Define New Workflow Import Workflow Create New Folder Search Workflows Published only Draft only
- ¥ Workflow Definitions Status Created by
v il folderl admin
v il folder2 admin

Click on “Create New Folder”.

x
New Workflow Folder
Folder name: |demos2
Comments: ||
Created by: admin
Create
Type in the folder name and click on “Create”
x aspera Ol"CheStl"atOl" Dashboard Worktlows  Work Orders  Accounts Engine  Monitor
Workflow Designs Workflow Actions Remote Nodes
Define New Workflow Import Workflow Create New Folder Search Workflows Published only Draft only
(] ¥ Workflow Definitions Status Created by
~ @l demos2 admin
~ @l folderl admin
v gl folder2 admin
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The new folder appears in alphabetical order within the list of folders.
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HOW TO DELETE A WORKFLOW FOLDER

Navigate to Workflows tab. Click on the down arrow beside each folder icon. Select “Delete”. Confirm
the deletion.

Note: If there are any workflows inside the folder, they will be assigned the parent directory.

¥ @ Elemental admin
Open
admin
Edit folder description
Move to folder admin
Delete
-— admin

Are you sure you want to delete 'Elemental'?

| cancel || OK I

Pressing on OK will bring up another popup asking about the contents of the folder.

Are you sure you wanna delete the workflows present inside the folder?(Press Ok == Yes, Cancel == No)

|| Prevent this page from creating additional dialogs

| Cancel || OK

HOW TO MOVE A WORKFLOW FOLDER

Navigate to Workflows tab. Click on the down arrow beside each folder icon. Select “Move to Folder”

* @ Elemental admin
Open
admin
Edit folder description
Mowve to folder admin
Delete
— admin
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In the popup that appears, select the folder you want to move this folder into from the “Move to”
dropdown. The selected folder appears beside the Move to text.
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Click Move to Folder to complete the move.

Move folder

Folder Elemental
Comments

Created By admin

ar

Move to | Plugin Test

Move to folder

HOW TO EXPORT A WORKFLOW

Navigate to Workflows tab. Go into the folder where is located the workflow to export.

v # ffmpeg (ID: 84) Published
Open
Published
Duplicate
View revision history Published
Edit descriptions
Published
Set permissions
Move to folder Published
Export
7 Published
Get Aspera call URL
Generate printable documentation Published
Lot Published
Delete
Frrernes T AR Puhlichad
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Click on the down arrow next to the workflow name. Select “Export”.

Export workflow
workflow file watcher fan out(74)
Dependencies Workflow (id=>59)
Export with []

dependencies

Export

Check the “Export with dependencies” box if the workflow has dependent workflows and you want
them exported together. Click on “Export”. The workflow(s) are exported in a single file on your local

disk.

HOW TO IMPORT A WORKFLOW

Navigate to Workflows tab. Go into the workflow folder where you want the imported workflow to be

inserted in.

& aspera orchestrator

Workflow Designs Workflow Actions Remote Nodes

Define New Workflow Import Workflow

Workflow Definitions
¥ [ -> mytests
~ @l faspex
¥ gl resource management
~ gl scheduler

v gl watcher

v # custom trigger (ID: 72)
v # DBaquery (ID: 71)

v # ffmpeg (ID: 84)

Click on “Import Workflow” button

Create New Folder

Workflows Work Orders

Search Workflows

Created by

admin
admin
admin
admin
admin
admin

admin
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X
Upload a workflow file for import
Select File to Upload Browse.. | No file selected.
Add as revision to |-New workflow- ¥

Upload

Select the file to be imported from your local disk.

Link to Existing Sub-Workflows? - This check box is added to avoid duplicates while importing the
workflows. If you have a sub-workflow that is used by multiple workflows or called multiple times in
the same workflow then by checking this option, it checks if the sub-workflow is present already. If
yes, it maps the workflow to the existing one, if not it creates 1 single copy and refers the rest to the
same.

If you have Journals set-up in the workflow being imported, then the JournalBook would get
automatically created and activated if its not already present.

Select a workflow in “Add as revision to” if you want the imported workflow to be added as the latest
revision of an existing workflow. Click on “Upload”.

29



X

X aspera orchestrator Hestboard | Workiiows

Workflow Designs Workflow Actions Remote Nodes

Aspera Orchestrator User Guide v2.4.1

Waorkflow 'ffmpeg’ successfully imported from file 'Workflow_generate_file_ 394.yml'
Edit workflow description

Workflow ID 84
Name ffmpeg

Description

Comments Revision 8 imported from file fopt/aspera A
Jvar/runforchestrator/workflows/import v
/Workflow_generate_file__394.yml

Created by admin

Run instances as | OPERATOR v

Update Core Parameters

Add a description or comments if necessary. Click on “Update Core Parameters” to take into account
the updated information.

Kaspera orchestrator Dashboard ~ Workflows  work Qrders

Workflow Designs Workflow Actions Remote Nodes

Workflow was successfully updated.

Define New Workflow Import Workflow Create New Folder Search Workflows

‘Workflow Definitions Status Created by

> [ -> mytests

v gl faspex admin
v g resource management admin
v gl scheduler admin
~ gl watcher admin
v _0\ custom trigger (ID: 72) Published admin
~ # DBauery (ID: 71) Published admin
v _&\ ffmpeg (ID: 84) (Published, Latest) Published admin

Above, the imported workflow has been added as a revision of the ffmpeg workflow. Click on “Latest”
next to the workflow name to view the imported workflow.
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HOW TO DUPLICATE A WORKFLOW
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Click on the down arrow next to the workflow name. Select “Duplicate”.

Create new workflow from a revision

New Workflow Name [ffmpeg dup
Deep copy? O

Comments Created from revision #7 from workflow
'‘ffmpeg’

Create in folder | mytests ¥

Run instances as | QPERATOR ~

Created by admin

Create Cancel

Give a new workflow name and the folder where the workflow will be placed. Click on “Deep copy”
to create copies of templates used within the workflow. The templates become configurations in the
duplicated workflow.

HOW TO MANAGE WORKFLOW REVISIONS

Click on the down arrow next to the workflow name. Select “View revision history”.

Saved versions of Workflow: 'ffmpeg’ (ID: 84)

Clean up non-generatable version

Revision # Revision log Creatid AL By Publishwed?
* 7 Wed Apr 09 19:38:01 +0200 2014 admin Yes
- 5 FriApr 04 18:13:25 +0200 2014 admin
- 3 FriApr 04 17:04:51 40200 2014 admin
8 1 Fri Apr 04 16:58:41 +0200 2014 admin

Select the workflow revision you are interested in by clicking in the down arrow next to the revision
number.
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Revision # Revision log

v 7
v 5
= 3

Visualize

Edit XML

Duplicate

Delete

Select “Visualize” to view and edit the workflow revision. After publishing this revision, it will
become the “Published” (executable) version of the workflow.

Select “Edit XML” to view and edit the XML code associated to the workflow revision.
Select “Duplicate” to duplicate the workflow revision.
Select “Delete” to delete the workflow revision.

Note that the templates/configurations are not under revision control. Only the Ilatest
template/configuration version is visible in any workflow revision.

HOW TO MOVE A WORKFLOW IN A FOLDER

Click on the down arrow next to the workflow name. Select “Move to folder”

Move workflow into a folder

Workflow ID 84
Name ffmpeg
Comments
Created By admin

Move to | mytests v

Move to folder

Select the folder name where the workflow must be moved to. Click on “Move to folder”.
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HOW TO SET THE WORKFLOW PERMISSIONS
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Click on the down arrow next to the workflow name. Select “Set permissions”.

Set Permissions for 'ffmpeg'
Group Level Permissions

Group / Role name Access Permission Type
Administrator Full inherited
Allow Group - Select Group - v All v

User Level Permissions

User login D Access Permission Type
revoke admin edit direct
revoke admin view direct
Allow User - Select User - v All v

For group level permissions, select the group and permissions (all, view, edit, run). Click on “Allow
Group” to add it. Click on “revoke” to remove a group level permission.

For user level permissions, select the user and permissions (all, view, edit, run). Click on “Allow User”
to add it. Click on “revoke” to remove a user level permission.

On each workflow you want to monitor in your user dashboard (e.g. workflow stats and step stats),
set run permissions at the group or user level.
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HOW TO CHANGE THE WORKFLOW DESCRIPTION
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Click on the down arrow next to the workflow name. Select “Edit descriptions”.

Edit workflow description

Workflow ID 84

Name ffmpeg

Description

Comments

Created by admin

Run instances as | QPERATOR v

Update Core Parameters

Change the workflow name if necessary. Change the description and/or comments if necessary. Click
on “Update Core Parameters” to apply the changes.

34



X

HOW TO GENERATE A WORKFLOW CALL URL
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Click on the down arrow next to the workflow name. Select “Get Aspera call URL".

D Ingest and Transcode (ID: 35)
Open
Duplicate
View revision history an (ID: 254)

Edit descriptions
Set permissions
Move to folder D: 257)
Export

r-Cet Aspera call URL |

Generate printable documentation

New API (ID:...

on - New APT ...

Launch

Delete

|_calls/validate/35

Use the generated URL to call the workflow within an ASCP transfer. For example, anti-virus
workflow logic could be called inline during a FASP transfer with transfer cancellation if a virus is
detected.
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HOW TO PRINT A WORKFLOW
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Click on the down arrow next to the workflow name. Select “Generate printable documentation”.

An HTML page is generated with the workflow graphical steps, input/outputs, configuration,
comments, and revision history. Print the HTML page with your browser print utility.

HOW TO LAUNCH A WORKFLOW

Click on the down arrow next to the workflow name. Select “Launch”.

Are you sure you launch 'ffmpeg'?

Click on OK to launch the workflow. Navigate to the Work Orders tab to visualize the workflow
execution.

The same workflow can also be started from the Work Orders tab. Refer to the HOW TO CREATE A
WORK ORDER section under Work Orders.

HOW TO DELETE A WORKFLOW

Click on the down arrow next to the workflow name. Select “Delete”.

Are you sure you want to delete 'ffmpeg'?

Click on OK to delete the workflow.
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WORKFLOW ACTIONS
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HOW TO CREATE A TEMPLATE

Select workflow menu, then click the Workflow Actions sub menu to see a list of different
plugins/actions on the left hand side of the page. Select any of the Action to see its corresponding
action templates. If a plugin is not to be found in the list, navigate to Engine -> Plugins to see if it is
enabled.

Next, click “New <Action name>" button for the popup asking for information to create a new action
template.

Configure a new Hello world template

Name

Comments |

Vall

val2 |

Save Cancel Help

Enter necessary information and click Save. Some of the typical fields in the action template are
template name, IP address, source and destination paths,

HOW TO EDIT A TEMPLATE

Click on the “Edit” button that is displayed for every template instance. This will open a dialogue box
that will help with editing the template.
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x|

Edit Hello world template 'test’ |
Name |test
Comments |test

Vall test

Val2 |test

Update Cancel Help

We can also edit a template by clicking on the template; this will open a dialogue box. Then click the
“Modify Template” button.

Edit Hello world template 'Copy of HelloWorld Default'
Name |Copy of HelloWorld Default
Comments |Imported on 2013-04-16T17:43:38-07:00 by ust
Vall |Copy of HelloWorld Default
Val2 |copy of HelloWorld Default

Update Cancel Help

HOW TO DUPLICATE A TEMPLATE

To duplicate a template, click on the “Duplicate” button and a new template with the following name
will be created, “Copy of <template name>".

Imported on 2013-04-16T17:43:38-07:00 by

Copy of HelloWorld Default user: admin

Edit Duplicate Test Export Remove Use
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HOW TO EXPORT A TEMPLATE
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To export a template, click the “Export” button for a given template record. This will open a browser
download dialogue box asking for options to save/open the file.

IS ™ O Opening HelloWorld_Default_action_template.yml|

i You have chosen to open:

“ Helloworld_Default_action_template.yml

which is: yml File (260 bytes)
from: http://192.168.10.41:3000

What should Firefox do with this file?

() Open with | Choose... |

(*)Save File

[ | Do this automatically for files like this from now on.

| Cancel I[ 0K |

HOW TO IMPORT A TEMPLATE

Click the “Import Template” button that will open a dialogue box with import options such as Browse
from file system.

Upload a action template for import

Select Action Template File

| Browse... | Mo file selected.

Upload Cancel

HOW TO REMOVE A TEMPLATE

Click the “Remove” button seen on the template rows to delete or remove a template instance. This
will ask the user for confirmation to remove this instance.
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Are you sure?
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Cancel | |

OK

REMOTE NODES

Importance of creating remote nodes:

A remote node consists of information to connect via a FASP Session, ASCMD, SSH or TCP to a remote
server. All plugins provide a dropdown to select this remote node for their plugin operations.

Without a remote node users will have to input IP address or Hostnames, user id and password at

multiple places in their workflows. If this information changes users are tasked with changing the
information in multiple places.

If instead, a user uses a remote node concept and populates the information there, the only place the
information changes in that node.

Types of Remote Nodes:

There are 4 types of remote nodes

Node type Description
Aspera FASP Use this option when the remote node has one of the following installed
a) Aspera P2P
b) Aspera Enterprise server
c) Aspera Connect server
d) Aspera On-Demand server
SSH Use this option when the remote node accepts SSH connections (*NIX
machines accept SSH connections by default, on Windows usually when
software like Open SSH installed.)
IP Use this option when the remote node is neither of the above (example a
Transcoding server, Quality check server)
Aspera Orchestrator | Use this option when the remote node is also an Aspera Orchestrator server.
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HOW TO CREATE A REMOTE NODE
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Navigate to Workflows tab. Click the Remote Nodes secondary tab. Click the New Remote Node
button to find a popup requesting the information about the node you want to create.

i TeEmImsassmsumse mmsmye oo o ;spim isassumie waynoee o 8|

=
\!JII localhost:3001 /aspera/orchestrator/remote_nodes /list/null#

X aspera orchestrator Dashboard  Workflows  Work

Workflow Designs Workflow Actions

Manage Remote Node

New Remote Node F——

Configure Remote Node

Name (optional, id
used if not provided)

Node id

Comments

Address
Secondary addresses

(optional as a comma
separated list)

Nede type | -Select node type-  *
Ssh port

Tcp port (optional as a
comma separated list)

Login

Password
Re-enter password
Certificate location
Aspera dir

Orchestrator dir

Create

HOW TO EDIT A REMOTE NODE

After creating a remote node, just hover over the created nodes in the left pane until the node name
becomes grey. Click it to find the details populated in the right pane.
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Workflow Designs. Warkflow Actions

Manage Remote Node

New Remaote Node

‘J OrchestratorDemoServer
W ocainode

‘J wisnode

| 7 e—

‘7 Testi

‘J Test2

U WindowsVCenter
ﬂ Amazon node
‘] node_10

W eemental

ﬂ AsperaNodeApl

‘] Cent 05 - McAlee

0‘ TestP1

Remote Hodes

‘localnode’ Remote Node Details

FASH S5H

Node ID: iocalhost

Comments: locainost (MAC)
Address (S5H Port]: localhost{33001)
Address configuration: Primary: localhost, Secondary:

Node Type: Aspera FASP

Aspera Orchestrator User Guide v2.4.1

Remave node Brawse

05: osx (Darwin 11.4.2 Darwin Kemel Version 11.4.2: Thu Aug 23 16:25:46 POT 2012; root:xnu=-1699.32.7~1/RELEASE_X86_54)

Login: PavanMukthi

Passweord: -Provided-

Certificate location:

Aspera directory:

Orchestrator directory:

Click Edit node information button to find a popup with the existing information. Make your changes
and click Update button located at the bottom of the popup for the new information to be saved.

Modify Remote Node Configuration

Name (optional, id
used if not provided)

Node id

Comments

Address
Secondary addresses

(optional as a comma
separated list)

Node type

Node os

Ssh port

Tcp port (optional as a
comma separated list)

Login

Password

Re-enter password

Certificate location

|localnode

|localhost

localhost (MAC)

|localhost

| Aspera FASP v

| osx :]

/33001

| PavanMukthi

Update

%X
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HOW TO TEST A REMOTE NODE
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Orchestrator provides functionality to immediately test your remote node settings once created.
After creating a remote node, just hover over the created nodes in the left pane until the node name
becomes grey. Click it to find the remote node details populated in the right pane.

Workflow Designs. Workflow Actions Remote Nodes

Manage Remote Node

‘localnode’ Remote Node Details
(] OrchestratorDemaServer

FASP connectivity 55H connectivity TCP connectivity Edit node informarian Remave node Browse
ﬂ localnode
0 wisnode MNoda ID: localhost
‘J test aspera Comments: localbost [MAC)
.G Testi Address (S5H Port): localhost{33001)
Addrass configuration: Primary: localhast, Secondary:
Test2

Node Type: Aspera FASP
ﬂ WindowsVCenter

O8: gex (Darwin 11.4.2 Darwin Kemnal Version 11.4.2: Thu Aug 23 16:25:46 POT 2012; rost:xnu-1699.32.7~1/AELEASE_XB6_64)
ﬂ Amazon node
TCP Ports:

W node_10
Login: PavanMukthi
W etemental
Password: -Provided-
ﬂ AsperaNodeAp) Cartificate location:
W cent 05 - Meatee Aspara dirsctory:
WU veste1 Orchestrator directory:

The FASP Connectivity button is displayed only if the node type is “Aspera FASP”. When clicked, a
FASP connectivity test includes a FASP connection test and an authentication test on the FASP port.

A successful test results in a popup similar to this.

- Connection to node 'faspex Node Pavan' over FASP was successful

Address (Port): 10.0.142.13 (-)

0S / Platform: linux / Linux 2.6.32-431.el6.x86_64 #1 SMP Fri Nov 22
03:15:09 UTC 2013 x86_64 x86_64 x86_64 GNU/Linux

ASCP Status: Complete
ASCP Server Version: 3,5.2.95065
ASCP Version: 3.5.2,.94794
Expiration Date: Mon Feb 29 22:59:59 2016
Central Info: Successful => Central hosted on 40001 Port
Node API Info: Successful => Node API hosted on Port 9092

0K

43



X

A Failure results in a popup similar to this.
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Connection to node 'localnode' over FASP failed
OK

Partial failures or an improper configuration shows as below.

Connection to node 'Demo Fasp transfer' over FASP was successful

Address (Port): demo.asperasoft.com (33001)

0S / Platform: linux / Linux 2.6.32-573.12.1.el6.x86_64 #1 SMP Tue Dec 15
21:19:08 UTC 2015

ASCP Status:

| ASCP Status Details: SSH connectivity is not setup on this node

Central Info: Invalid Configuration. Please see Central Config for
information on Central Server setup.

Node API Info: Invalid Configuration. Please see Node API Config for
information on NodeAPI setup.

OK

The SSH Connectivity button is displayed if the node type is “Aspera FASP” or “SSH”. When clicked,
an SSH connection test includes an SSH authentication on the SSH port provided.

A successful test results in a popup similar to this.

Connection to node 'Demo_Server' over SSH was successful

Address (Port): demo.asperasoft.com (33001)

0S / Platform: linux / Linux 2.6.32-431.11.2.e16.x86_64 #1 SMP Tue Mar 25
19:59:55 UTC 2014 xB6_64 xB6_64 x86_64 GNU/Linux

0K

A Failure results in a popup similar to this.
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| Connection to node 'localnode’ over SSH failed
0K
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The TCP Connectivity button is displayed for all nodes and when clicked an attempt is made to
open a TCP socket. This results in a popup similar to the one below. Open ports and un-opened ports
are displayed.

| ' Tested connection to node 'MyWindowsPC' at 10.0.200.135

Ping pinged
Port 22 open
Port 33001 open
Port 40001 no response

0K

HOW TO REMOVE A REMOTE NODE

After creating a remote node, just hover over the created nodes in the left pane until the node name
becomes grey. Click it to find the details populated in the right pane.

Workflow Designs Workflow Acticns Remoce Nodes

Manage Remote Node
New Remaore Node

'localnode’ Remote Node Details
ﬂ OrchestratorDemoServer

rAse ssh Tce Edit node information | | Remove node | Browse
‘ﬂ localnode
W wsnode MNode I10: lcalnast
W test aspera Commants: jocaihost {MAC)
7 P Address (S5H Port)! focalhast(33001)
i} Address configuration: Primary: localhast, Secondary:
Test2

Meda Type: Aspera FASP
ﬂ WindowsVCanter

©5! gsx (Darwin 11.4.2 Darwin Kemel Version 11,4.2: Thu Aug 23 16:25:48 POT 2012; rootixnu-1699.32.7~1/RELEASE_XB6_84)
{I Amazon node

TE Parts:
W nade_10

Legin: Pavantukthi
‘j Elemental

Password: -Provided-

WU asperaniodenst Certificat lacation:
ﬁ Cent O5 - McAfee Aspera diractary:
W rester Orchestrator directory!

Click the Remove node button to delete the remote node. Confirm your choice in the ensuing popup.
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Are you sure?

API

HOW TO USE API TUTORIAL

The API tutorial page provides a GUI to access all the APIs exposed by the Orchestrator. It also
provides the URL to be used to get the response shown on the page.

% aspera orchestrator

Workflow Designs Workflow Actions. Remate Nodes Journals APy
Orchestrator API Tutorial
URL:
1. List all available workflows on the system it ap Jist?
oo i |
Authentication parameters need to be provided with the above url Zcq n and password/apl key
. RESPONSE:
2.1 Initiate a workorder - Asynchronous <2 version="1.0"7>
R ired |I'|D|.|"= <workflows time="2016-02-19 02:48:42 UTC" action="ls1" id="0">
Warkflow ID
Optional Input:
Dedicated Worker cworkflow id="18"
Preamtive Level name="test"
full_name="tast"
Prigrity foldar_id =**
- portable_id="20162801-204123-361544000"
Workorder Name published_status="pubished"
published_revision_jd="15"
Run Time variables(eg: vari=1,varZ=2) tetest_revision_id="21"

last_ modification="2016-02-05 02:23:17 UTC" »

oml jBon  Initiate
wfworkflows

2.2 Initiate a workorder - Synchronous
Required Input:

As shown above, the page is divided into panes:
1. The left pane consists of the list of APIs exposed by the Orchestrator.
2. The right pane gives:
a. Theresponse obtained from the API call made

b. The URL that should be used to obtain the response.

The URL generated can be used to make the same API call from the browser.

WORK ORDER

HOW TO CREATE A WORK ORDER
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Navigate to the Work Orders tab
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K aSpera DrChEStrator Dashboard  Workflows  Work Orders  Accounts  Engine  Monitor  Tasks
Work Orders Files Journal
+ Create Work Order Refresh View by Workflow Filter by...

Click on Create Work Order

In the popup that appears select the published workflow from the drop-down; enter any description
and/or comments for user’s understanding; select dedicated resources and priority if necessary.
Click start to begin execution of steps of the workflow. Enter run-time parameter values if required.

Create a Work-Order
Workflow Definition: | -Select Workflow- v
Description: |optional - defaulted to workflow name

Comments:

Run with dedicated []
execution resources:

Execution Priority: | Medium v

Start Cancel

HOW TO CANCEL A WORK ORDER

Once a Work Order has been initiated it can be cancelled to stop it execute. Select “Work Orders”,
later select “View by Work Order” sub menu to view all the work orders.

Later click on “Cancel” this will stop execution of the work order and give an option to re-launch the
work order.

Destroy Reset ReLaunch

) Monitor Mezz Pitch Folders

Status: Canceled - Force-canceled at Mon Apr 20 23:03:45 PDT Start time: Tue Mar 17 20:06:57 PDT 2015
2015 End time: Mon Apr 20 23:03:45 PDT 2015
Started by: admin (running as system) Elapsed time: 2048208 sec

Instance of: Monitor Mezz Pitch Folders {502) Processing time: 2948211 ser

Comments: Derived from WorkOrder 1132, forked at "Watch pitch
folder’ {2331)
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HOW TO DESTROY A WORK ORDER

Aspera Orchestrator User Guide v2.4.1

Select “Work Orders”, later select “View by Work Order” sub menu to view all the work orders.

Later click on “Destroy” this will destroy the work order, but before destroying a dialogue box opens
ups asking for confirmation from the user.

Are you sure you want to Destroy this work order?

Prevent this page from creating additional dialogs

Cancel OK

HOW TO PAUSE A WORK ORDER

Select “Work Orders”, later select “View by Work Order” sub menu to view all the work orders.

Later click on “Pause” this will pause execution of the work order and give an option to resume the
work order.

Destroy Reset RelLaunch Resume Cancel

L, Monitor Mezz Pitch Folders

Status: Paused - Paused at Mon Apr 20 23:06:38 PDT 2015 Start time: Mon Apr 20 23:04:52 PDT 2015
Started by: admin (running as system) End time: -

Instance of: Monitor Mezz Pitch Folders {502) Elapsed time: 139 sec

Comments: Relaunched the workorder from 1133 Processing time: 138 sec

HOW TO RESET A WORK ORDER

Select “Work Orders”, later select “View by Work Order” sub menu to view all the work orders.

Later click on “Reset” this will reset the work order, but before resetting the work order a dialogue
box opens ups asking for confirmation from the user.
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Are you sure you want to Reset this work arder?

‘Cancel [ | 0K

HOW TO RELAUNCH A WORK ORDER

Select “Work Orders”, later select “View by Work Order” sub menu to view all the work orders.

Later click on “Re-launch” this will reset the work order, but before re-launching the work order a
dialogue box opens ups asking for confirmation from the user.

Are you sure you want 1o Relaunch this work order with the same parameters?

[_| Prevent this page from creating additional dialogs

| Cancel || OK |

The re-launch window pops-up showing the run-time parameters screen if present as shown below.

x
Relaunch a Work-Order
Description:
Run with dedicated
execution resources:
Execution Priority: Medium
Run-time parameters
Parameter Name Run-time value Type Required?
last_executed_steps [[78852, "ruby_code"]] array true
ruby_code:email_id jamuna@asperasoft.comr string true
Start Cancel
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HOW TO DESTROY ALL WORK ORDERS

Select “Work Orders”, later select “View by Work Order” sub menu to view all the work orders.
“Destroy All” option presents itself when one or more work orders are running. Clicking “Destroy
All” button destroys the work orders but first asks for confirmation via the below dialogue box

Are you sure you want to cancel this work order and all its derived work orders?

Cancel OK

HOW TO PAUSE ALL WORK ORDERS

Select “Work Orders”, later select “View by Work Order” sub menu to view all the work orders.

“Pause All” option presents itself when one or more work orders are running. Clicking “Pause All”
button pauses the work orders and presents a “resume all” button to resume work orders.

HOW TO RESUME ALL WORK ORDERS

Select “Work Orders”, later select “View by Work Order” sub menu to view all the work orders.

“Resume All” option presents itself when one or more work orders are paused. Clicking “Rseume All”
button resumes the work orders and presents a “pause all” button to pause work orders.

HOW TO CLEAN UP WORK ORDERS

Select “Work Orders”, later select “View by Work Order” sub menu to view all the work orders.

“Cleanup All” option presents itself when one or more work orders are paused. Clicking “Cleanup
All” button cleans up all work orders.

Select “Work Orders”, later select “View by Work Order” sub menu to view all the work orders. Clean
up option presents itself when one or more work orders are running. Clicking “clean up” button
cleans up the work orders but first asks for confirmation via the below dialogue box
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Are you sure you want 1o delete all none-running wark-orders?

Cancel OK

HOW TO BULK RESTART WORK ORDERS

Bulk Restart is used to restart multiple work-orders based on the status of the step/ work-order at
once. Select “Work Orders”, later select “View by Work Order” / “View by Workflow” sub menu to
view all the work orders.

“Bulk-Restart” option presents itself when more than 1 work orders are present together. Clicking
this button restarts all work orders.

Restart can be performed based on a

- WorkStep and WorkOrder Status filter (or)
- WorkStep and WorkStep status filter.

With the former it picks all the WorkOrders with the Status provided and restarts from the WorkStep
Provided. For the later, it picks all the WorkOrders with The given WorkStep in the given WorkStep
Status and restarts them from the WorkStep action.

Bulk-Restart is handled both by the Ul process and the backend Worker process to not crash the Ul
process with excessive load.
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x

‘ Bulk Restart
Select the step from which you need the restart operation to be performed. Also, select
the Work Order / Work Step status.

Work Order Steps = New EmailNotification Step

WorkOrder || WorkStep

Work Order Status Select a value

Bulk Restart Cancel

Note
1. Up to 50 work order restarts are shown in the foreground. If more than 50 work orders
match the search filter, the remaining work-orders are handled in the background.

2. Be cautious about bulk starting a workflow that contains an on-going trigger ON step.
This may lead to many duplicate instances of the workflow.

3. Only the latest published workflow version is selected to display in the previous steps.
If you find any step(s) missing, please publish your draft version and restart the workflow.

4. The work-orders displayed in the work-orders page shows only the recent results. Bulk
Restart will be triggered on all work-orders that are available. If you intend to use it only
on the displayed orders, please use the filters functionality to narrow down the list.

On entering, it shows the below confirmation page.
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x

Bulk Restart

Warning: restarting 6 work order(s). Are you sure you want to continue?

Ok W Cancel '
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Plugin Manager screen found under Engine -> Plugins has tools to enable/disable plugins used in
Orchestrator workflows.

HOW TO SEARCH FOR A PLUGIN

Select the Engine menu, and then click the Plugins tab. In the Search Plugins box, enter part of the
name of the plugin you are looking for. The list will update with the plugin that matched the search

string.

# aspera orch

Procesies Execution Ques

estrator

Installed Plugins on Orchestrator Node

Prusgina Fortier

Reload Plugins | Enable All Plugias | Disable Unused Plugins Upgrade Al Flugine  Search Plugins Enabled anfy (| Nt enabled only  Available Upgrades
Action type Version fnstall Date Released Version
- AdiIParser 2015-06-03 17:47:31 UTC 014 Enable
o

:@ AdParser 023 2015-11-20 18:45:20 UTC 023 Reload. | Disable
- 2 AdiTransformation 2015-08-13 19:54:38 UTC 005 Enable
- (= 'h. AkamaTranscoding 2015-08-13 19:56:44 UTC 0.0 Emable
- =g AmbarfinTranscading 2014-05-12 23:26:35 UTC 016 Enable
- th AmgoMessage 2014-05-12 23:26:35 UTC 0.3.2 Enable
- ml AmaaTrigger 2014-05-12 23:26:35 UTC 042 Lnsble

P - e

HOW TO ENABLE A PLUGIN

Search for the plugin as described in the previous section, or select the Engine menu, click the Plugins
menu, and then scroll to the plugin you wish to enable. Click the Enable button for the desired
plugin. You can also select the “Not enabled only” box. This will only show the plugins that are not
already enabled. This makes it easier to scroll and select the desired plugin.

& aspera orchestrator

Frocesses Execution Cuewe Plugins Portlets Update License s s Snapshat Canfiguration Capsule Manager Log Viewer

Installed Plugins on Orchestrator Node

Reload Plaging Enabls All Pluging Disable Unused Pluging impos Mlugis Upgrade All Mugins Search Pluging Enatiod only | Mot snabied only | Avallable Upgrades
Action type Version Imstall Date Released Version
- AdidParser 2015-06-03 17:47:31 UTC 014 Enab:
o
- ;@ AdiParser 0.23 2015-11-20 18:45:20 UTC 0.23 Reload | | Disable
- : AdiTransformation 2015-08-13 19:54:38 UTC 0.0.5 Enable
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HOW TO DISABLE A PLUGIN
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Search for the plugin as described in the previous section, or select the Engine menu, click the Plugins
menu, and then scroll to the plugin you wish to disable. Click the ‘Disable’ button for the desired
plugin. You can also select the ‘Enabled only’ box. This will only show the plugins that are already
enabled. This makes it easier to scroll and select the desired plugin.

% aspera orchestrator

Installed Plugins on Orchestrator Node

Reload Plugins | Cnable All Pluglas Disable Unused Pluglas | Impodt Plugin Upgrade All Pluging  Search Plugins Enabled oy (| Not enabled only | Available Upgrades
Action type Version tnssall Date Rebeased Version
AdiIParser - 2015-06-03 17:47:31 UTC 0.1.4 Lmable
.‘\@ AdiParser 023 2015-11-20 18:45:20 UTC 0.23 Leload Dirable
AdiTransfarmaticon 3 2015-08-13 19:54:38 UTC 0.05 Enable
- Akamailranscoding - 2015-08-13 19:56:44 UTC 008 Emable
——0 AmbarfinTranscading - 2014-05-12 33:26:35 UTC 016 Emable
- asge, AmgoMessage - 2014-05-12 23:26:35 UTC 0.3.2 Enable
R
mi AmgaTrigger - 2014-05-12 23:26:35 UTC 042 Lasble
-

HOW TO IMPORT A PLUGIN

Importing a plugin, will enable a that plugin inside Orchestrator’s plugin repository. If that plugin
was already enabled, that plugin (code, version, functionality) will be overwritten by the plugin being
imported. If no instance of the plugin is found (usually happens with newly developed plugins) the
plugin being imported will create its own entry in the plugin manager.

Navigate to Engine tab and click on Plugins in the secondary navigation to find the plugin manager
page. In the plugin manager page, find the Import Plugin button.

LU L Aspera urchestrator - Lontrol kngine

{_| Aspera Orchestrator - Manage ... % | { | Aspera Orchestrator ThePlatfor... * | [ | Aspera Orchestrator — Design .. x | [ AsperaOrchestrator - Control E... = | +

)

localhost:3001/aspera/orchestrator/plugins C | -E]' Google
x aspera Orchestrator' Dashboard Workflows Work Orders  Accounts Engine  Monitor Tasks Queus
Processes Execution Queue Plugins Portlets Mailer Configurations Journaling Configurations Deployment Configurations Log Viewer

Installed Plugins on Qrchestrator Node

Reload Plugins Enable All Plugins Import Plugin Upgrade All Plugins Search Plugins | Enabled only Not enabled only Av

Action type Version Install Date Released Version

Click the Import Plugin button to find the below page.
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Accounts  Engl

ra Drchestrator Dashboard Workflows  Work Orde

Processes Execution Queue Plugins Portlets Mailer Configurations Journaling Configurations Deployment Configurations Log Viewer

Monitor Tasks Queues

Upload an action plugin file for import

Select Action Plugin File to Browse. No file selected.
Upload " ————

Upload

Click the Browse button to find the File Browser popup and select a valid plugin to upload. A valid
plugin contains a .plugin extension. Contains a version with the least being 0_0_1

006 File Upload

B E o ml || | | £3 Plugins D Q
FAVORITES Previous 30 Days Date Modified Date Created Size Kind ¥ Date Added
SOOI ALIOTI_U. 3. pIL g TI7II7LT NOV I3, £UL3; I£UI T T RO rTag=T A LT, ZUT
(3 propbox FaspControl_0.1.0.plugin 9/1/13 Sep 1, 2013, 1:05 PM 34KB  Plug-in Mar 17, 201
£ All My Files FaspTransfer_2.0.3.plugin 9/1/13 Sep 1, 2013, 1:05 PM 95KB  Plug-in Mar 17, 201
21 Pavans FaspTransfer_2.0.4.plugin 10/29/13 Oct 29, 2013, 5:50 PM 97KB  Plug-in Mar 17, 201
@ Documents FlipFactoryTransformation_1.0.5.plugin 9/24/13 Sep 24, 2013, 2:25 PM 38 KB Plug-in Mar 17, 201
FtpTransfer_0.5.0.plugin 9/16/13 Sep 16, 2013, 11:27 AM 39 KB Plug-in Mar 17, 201
#% Applications FtpTransfer_0.5.1.plugin 1/30/14 Jan 30, 2014, 10:52 AM 39KB  Plug-in Mar 17, 201
€ Downloads FipTrigger_1.1.2.plugin 2/26/14 Feb 26, 2014, 2:54 PM 44KB  Plug-in Mar 17, 201
http_transfers.plugin 8/23/12 Aug 23, 2012, 11:08 PM 29 KB Plug-in Mar 17, 201
& Desktop LocalFileOperation_0.6.0 copy.plugin 2/7/14 Feb 7, 2014, 10:39 AM 35KB  Plug-in  Mar 17, 201
ﬁ Music LocalFileOperation_0.6.0.plugin 1/23/14 Jan 23, 2014, 12:00 PM 35 KB Plug-in Mar 17, 201
B Movies LecalFilewatcher_1.1.7.plugin 2[/18/14 Feb 18, 2014, 4:21 PM 46 KB Plug-in Mar 17, 201
. McAfeeVirusCheck_0.1.1.plugin 2/23/14 Feb 23, 2014, 9:43 PM 53 KB Plug-in Mar 17, 201
2} PavanMukthi Medialnfo_0.1.8.plugin 11/15/13 Nov 15, 2013, 11:18 AM 43KB  Plug-in  Mar 17, 201
Pictures MergePoint_0.2.0.plugin 3/6/14 Mar 6, 2014, 1:05 PM 16 KB Plug-in Mar 17, 201
ST ScheduleTrigger_0.1.8.plugin 11/19/13 Nov 19, 2013, 2:29 PM 39 KB Plug-in Mar 17, 201
ScheduleTrigger_0.1.9.plugin 1/27/14 Jan 27, 2014, 9:48 PM 39 KB Plug-in Mar 17, 201
L Pavan's MacBook Pro SubWorkflow_0.2.6.plugin 11/5/13 Nov 5, 2013, 2:32 PM 37KE  Plug-in Mar 17, 201
MEDIA TestPlugin_0.1.0.plugin 8/17/13 Aug 17, 2013, 11:24 AM 649 bytes Plug-in Mar 17, 201
. VantageTranscoding_0.1.0.plugin 1/15/14 Jan 15, 2014, 12:41 PM 92 KB Plug-in Mar 17, 201
J3 Music VantageTranscoding_0.2.1 copy 2.plugin 2/10/14 Feb 4, 2014, 9:34 AM 93KE  Plug-in Mar 17, 201
Photos VantageTranscoding_0.2.1 copy.plugin 2/10/14 Feb 10, 2014, 11:40 AM 97 KB Plug-in Mar 17, 201
B Movies VantageTranscoding_0.2.1.plugin 2[12/14 Feb 12, 2014, 10:32 PM 95 KB Plug-in Mar 17, 201
VantageTranscoding_0.2.2_1.plugin 2/13/14 Feb 13, 2014, 10:21 AM 95 KB Plug-in Mar 17, 201
TAGS VantageTranscoding_0.2.2_2.plugin 2/13/14 Feb 13, 2014, 2:54 PM 95 KB Plug-in Mar 17, 201
@ Red VantageTranscoding_0.2.2.plugin 2/18/14 Feb 18, 2014, 2:15 PM 97 KB Plug-in Mar 17, 201
| Orange XftpTransfer_0.0.1.plugin 12/8/13 Dec 8, 2013, 7:08 PM 2 KB Plug-in Mar 17, 201
| Cancel | | Open |

Selection of a plugin results in the name being populated beside the Browse button.

Upload an action plugin file for import

Select Action Plugin File to Browse... | SubWorkflow_0.2.6.plugin
Upload ' ———

Upload

Click upload to install the plugin.

The resulting page will be the Plugin manager page with the status of the import. A success message
will be displayed when the import is successful. An error message will be displayed when the import
is not successful.
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HOW TO RELOAD A PLUGIN
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What does a Reload do?

A plugin reload will force Orchestrator to take the newest code into affect. A Reload is always
followed by forced maintenance by clicking the “Force Maintenance” on the Process tab under
Engine.

Select the Engine menu, and then click the Plugins tab. Either use Search Plugins box, enter part of
the name of the plugin you are looking for or scroll down to find the plugin you want to Reload.

Click Reload button to reload the plugin.

X aspera orchestrator

Processes Execution Queue Plug

Installed Plugins on Orchestrator Node
Refoad Plegins | Enable All Plugins | Disable Unused Plugins | Impart Plugin Upgrade All Plaging  Seaseh Plugins  |Fan Enabled orly | Mot enabled only | Available Upgrades

Action type Version Imstall Date. Released Version

- ArrayFanout 0.3.3 2015-09-25 21:07:15 UTC 0.3.4 Reload Disable Upgrade

W

- I&T 4 IrtMfinayser - 2014-05-12 23:26:35 UTC 0.0.4 Enabte

Once clicked, the reload status on the Mongrels is displayed. Click Ok to find the Plugin manager page
reload.

Reload Status for LocalFileWatcher

Mongrel on port 3000 @

Mongrel on port 3001 @

oK

Navigate to Engine -> Processes page and click on the ‘Force maintenance’ button to complete the
plugin Reload.
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Procerses Execution Queue Plugins Pertiers

Orchestrator Processes

Force maintenance | Stop mamagement | Start Workers  Stop Workers | Kill Workers  Enter Debug Mode

Frocess Status Execution Mode Frocess AID

Engine Running HB: 2(0.0) 7617 Stop il
Mongral #3000 Running 7622 step il
Mongral #3001 Running 7624 Stop il
Mongre! #3002 Running 7626 Stop Kl
Monitor Running 7620 stop il
Woeker #0 Running asynchronous 7633 Step Kill
Worker #1 Running asynchronous 7637 Step Kill

HOW TO EXPORT A PLUGIN

An export of a plugin packages all the plugin files

Select the Engine menu, and then click the Plugins tab. Either use Search Plugins box, enter part of
the name of the plugin you are looking for or scroll down to find the plugin you want to export.

kaspel"a orchestrator Dashboard Wi Accounts  ENGING  Monitor Tasks  Queues

Processes Execution Queue Plgins Porties Update License Mailer Confiqurations Snapshaot Configuratian Capsule Manager Log Viewer

Installed Plugins on Orchestrator Node

Reload Plugins  Enable All Plugins | Disable Unused Plugins = Import Plugin Upgrade All Plugins  Search Plugins Enabled only Mot enabled only  Avaiiable Upgrade:
Action type Version Install Date Released Version
b v Adi3Parser - 2015-06-03 17:47:31 UTC 0.1.4 Enable
o = AdiParser 0.2.3 2015-11-20 18:45:20 UTC 0.2.3 Reload [
Archive List

Revision History
Export insformation - 2015-08-13 19:54:38 UTC 0.05 Enable

Archive
- e AkamaiTranscoding - 2015-08-13 19:56:44 UTC 0.0.8 Enable

“a

Click Export link on the plugin menu (down arrow button on the left of plugin icon) to export the
plugin. Sometimes, browsers will ask you to confirm saving the file on your file system. Click Ok to
continue the export.

8 00 Opening Lo(alFiIeWatcher_l.é.E.plugin

You have chosen to open:
LocalFileWatcher_1.2.2.plugin

which is: plugin File (46.1 KB)
from: http://localhost:3001

What should Firefox do with this file?

(_)Open with | Choose... |

@Save File

[ Do this automatically for files like this from now on.

|  Cancel | [ OK |
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HOW TO ARCHIVE A PLUGIN

An archive saves a copy of the plugin into the “actions archive” directory Orchestrator’s archive
directory. Refer to the Orchestrator install directories section at the top to find where your archive
directory is.

Select the Engine menu, and then click the Plugins tab. Either use Search Plugins box, enter part of
the name of the plugin you are looking for or scroll down to find the plugin you want to archive.

& aspera orchestrator ws  Work Or Accounts ENGING  Monitor Tasks  Gueues

Processes Execution Cueue Plusgirs Portiets Update License aifer Confiqurations Snapshat Configuratian Capsule Manager Log Viewer

Installed Plugins on Orchestrator Node

Beload Plugins | Enable All Plugins | | Disable Unused Plugins = Import Plugin Upgrade All Plugins | Search Plugins Enabled anly | Not enabled only  Avaiiable Upgrade:
Acticn type Version Install Date Released Version
v v Adi3Parser - 2015-06-03 17:47:31 UTC 0.1.4 Enable
- = AdiParser 0.2.3 2015-11-20 18:45:20 UTC 0.2.3 Reload D
Archive List

Revision History
Export insformation - 2015-08-13 19:54:38 UTC 0.05 Enable
Archive

- e AkamalTranscoding . 2015-08-13 19:56:44 UTC 0.0.8 Enable

“a

Click the Archive link on the menu (down arrow button on the left of plugin icon) to archive the
plugin. The page reloads with a success message (if the archive is successful).

kaspera OrChestrator Dashboard Workflows Work Orders  Accounts Engin

Processes Execution Queue Plugins Portlets Mailer Configurations Journaling Configurations Deployment Configt
Action Plugin LocalFileWatcher exported te '/opt/aspera/var/archive/orchestrator/actions_archive/LocalFileWatcher_1.2.2.plugin g
Installed Plugins on Orchestrator Node

Reload Plugins Enable All Plugins Import Plugin Upgrade All Plugins Search Plugins Ena

HOW TO SEE THE ARCHIVE LIST

For each plugin, Orchestrator maintains an archive list. Select the Engine menu, and then click the
Plugins tab. Either use Search Plugins box, enter part of the name of the plugin you are looking for or
scroll down to find the plugin you want to see the archive list of.
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Accounts Engine  Monitor

Processes Execution Queue Plisgirs Portiets Upsdate License Mailer Confiqurations Snapshat Configuration Capsule Manager Log Viewer

Installed Plugins on Orchestrator Node

Reload Pluging = Enable All Plugins | | Disable Unused Plugins | Import Plugin Upgrade All Plugins  Search Plugins Enabled only Mot enabled only  Avaiiable Upgrade:
Action type Version install Date Released Version
- 2 Adi3Parser - 2015-06-03 17:47:31 UTC 0.1.4 Enable
- == AdiParser 0.2.3 2015-11-20 18:45:20 UTC 0.23 Reload o
Archive List

Revision History
Expart insformation = 2015-08-13 19:54:38 UTC 0.0.5 Enable

- L AkamalTranscoding - 2015-08-13 19:56:44 UTC 0.0.8 Enable
— f‘-
Click Archive List link on the menu (down arrow button on the left of plugin icon) to find a popup
showing you the list of archived plugins.

x
Available archived plugin versions for LocalFileWatcher

Plugin Name Version Archived

LocalFileWatcher MN/A 1{;:)::;1: Rl Revert Export Delete
LocalFileWatcher 0.4.1 1‘;’:}:;12 18:56:40 Revert Export Delete
LocalFileWatcher 0.5.0 1‘;’:}:;3 18:56:40 Revert Export Delete
LocalFilewatcher 1.1.7 2‘;%;;;12 ks Revert Export Delete
LocalFileWatcher 1.2.2 -2t APr 19 13:00:48 . Export Delete

-0700 2014

OK
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HOW TO ADD A WORKFLOW MONITOR

Select the Monitor menu, and then click the “Configure workflows monitor” button. This will take
you to the screen where you can add your new workflow monitor.

# aspera orchestrator

Overview Manitor Geoups Workflows Foiders Seripm Orde

Configure workflows moaitor | Configure folders monitor  Configure scripis menitar | Configure nodes manitor

Manitoring status

Worfiows No iesues

Folders No Issues

Seripts No issues

Nodes No issues

Last refreshed at: 2016-02-24T16:24:57-08:00

Click the “New workflow monitor” button.

X aSpera Orchestrator Dashboar Work Orders  Accounts  Engine  Monitor  Tasks  Queues
Overview Menitar Groups Werkflows Felders Serigts Nodes WorkDrders List all Meears
New workflow moniter Import Monitar Workflow Activare all De-activate all

That takes you to the screen where you can define your new monitor. In the following example, a
monitor is created for “ADI Ingest” workflow and the monitor is active, and it must run, and if a work
order stops, will be automatically started.

Runtime parameters can be provided to the work order via the monitor.

Options described

Option Description

Active Monitor The Monitor process will add the new monitor to its list of
workflows to monitor

Suppress duplicate events If a monitor state doesn’t change for a while, this flag stops
a notification being generated at every check.

Workflow must run When checked, the monitor overview changes to red if no
work order is found in running state

Auto-start workflow When checked, the monitor starts a new work order if no
work order is found in running state

Tags Comma separated entries can be added to tags to search
and differentiate work orders started by monitors
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Configure Workflow monitor

Workflow monitor name |opt'|ona| - generated from workflow name if left t|

Active monitor &

Maonitor workflow [ ADI Ingest :]

Refresh rate |opt'|ona| - defaulted to 0 (as often as possible) |

Suppress duplicate events @
Workflow must run @

Auto-start workflow

Tags |U5e comma separation if multiple |

Auto-start workflow runtime parameters

Work-order name |ADI Ingest |

Priority |a numeric value (L:1, M:2, H:3), O for pre-empti'|

dtd_check (flag) | required- |

md5_check (flag) |.|-equired- |

filesize_check (flag) | required- |

Aspera Orchestrator User Guide v2.4.1
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HOW TO ACTIVATE AND DEACTIVATE WORKFLOW MONITORS IN BULK
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All the workflow monitors can be activated and de-activated providing ease while maintenance and
taking snapshots, where user needs to go to each monitor and deactivate individually.

‘Activate all’ activates all the workflow monitors that are not running or inactive. ‘De-activate all’
button will deactivate or stop running all the workflow monitors that are running. These buttons can
be accessed from the monitor dashboard’s page and from the Configure workflow monitor page.
Show in below screens.

Workflow monitor dashboard:

% aspera orchestrator Dashboard W 3 ‘Actounts  Engine MonMor Tusks  Ouetss
Owenview Monitor CGroups Workflows Folders Scripts Modes WorkOrders.
Configurs warkliows menitos Activate all De-activate &l
Workflow Status Last acthvity Last polied

Monitaring Off Generic Transcode - Vantage Edit
Monitoring Off Generic Transcode - Vantage (import_1) Edit
Monitoning OfF LocalFleWatcher Edit
Monitoring Off RematoFilewatcher Activare Edit
Moitaring ff SencraspPackage aciivais] | £an
Monitoring Off Watch Central Activate it

Last refreshed at: 2016-02-24T16:35:59-08:00

Configure workflow monitor:

% aspera orchestrator Dashboard  Workfiows

Overvien Mon workflaws Folders Scripts

New workllow moaltor  Impart Moaitar Workflew | Activate all | De-sctivate 4l

Workdiow Status st run

Generic Transcode - Vantage (232) Manitoring Off faise Activte | Edit | Deswoy | Expert
Generic Transcode - Vantage (import_1) (232) Manitoring Off false Activate Edin Destroy Expert
LocalFilewateher (29) Manitoring OFf faise Activate | Edit Destoy | Expert
RemoteFilewatcher (31} Monitering Off faise Activate Edit Destroy Export
SendFaspPackage [34) Manitering Off false Activate | Edit | Destroy | | Export
Watch Central (27) Monitoring Off faise Activate | Edit | Destroy | | Eapert

HOW TO ADD A FOLDER MONITOR

Select the Monitor menu, and then click the “Configure folders monitor” button. This will take you to
the screen where you can add your new workflow monitor.
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X aspera D]"Chestr'ator Dashboard Workflows Work Orders  Accounts Engine Monitor  Queues
Overview Monitor Groups Workflows Folders Scripts List all Monitors
Configure workflows monitor Configure folders monitor Configure scripts monitor

Monitoring status

Workflows No issues
Folders No issues
Scripts No issues

Last refreshed at: 2015-04-20T22:18:03-07:00

Click the “New folder monitor” button.

x aspera D]"Chestrator Dashboard Workflows Work Orders  Accounts Engine Monitor  Queues

Overview Monitor Groups Workflows Folders Scripts List all Monitors
New folder monitor

Folder Status Report folders Report files Descend recursively Min alert Max alert Aging 2

This takes you to the screen where you can define your new folder monitor. In the following
example, a folder monitor is created for a folder located at /mnt/incoming/test_folder/.
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Configure folder monitor

Active monitor #

Aspera Orchestrator User Guide v2.4.1

Folder name |TestFolder

Folder path |/mnt/incoming/test_folder/
Report folders #
Report files #

Run on a remote node

Remote node | OrchestratorDemoServer

Filename pattern filter |*

Descend recursively [

Min alert

Max alert

Aging alert

Aging unit | Seconds * |

Refresh rate (optional)

Suppress duplicate events [ﬂ

Timeout (in seconds - optional,
default 2)

Options described

Option

Description

Active Monitor

The Monitor process will add the new folder monitor to its list of
folders to monitor

Report folders

Stats include folders inside the folder

Report files

Stats include files inside the folder

Run on a remote node

When checked, the folder monitor starts a SSH tunnel to the remote
node and obtains information about the folder. Uncheck if the folder is
local to Orchestrator.

Descend recursively

When checked, the stats about the folder will include sub folders and
their files

Filename pattern

A glob pattern to include stats about certain types of files. For
example, *.mov will only report files with mov extension

HOW TO ADD A SCRIPT MONITOR
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Select the Monitor menu, and then click the “Configure scripts monitor” button. This will take you to
the screen where you can add your new scripts monitor.

Aspera Orchestrator User Guide v2.4.1

X aspera DrChestr‘ator Dashboard Workflows Work Orders  Accounts Engine Monitor  Queues
Overview Monitor Groups Workflows Folders Scripts List all Monitors
Configure workflows monitor Configure folders monitor Configure scripts monitor

Monitoring status

Workflows No issues
Folders No issues
Scripts No issues

Last refreshed at: 2015-04-20T22:18:03-07:00

Click the “New script monitor” button.

X aspera Or'Chestr'ator' Dashboard Workflows Work Orders  Accounts Engine Monitor  Queues

Overview Monitor Groups Workflows Folders Scripts List all Monitors
New script monitor

Script Node Status Timeout Run as user

This takes you to the screen where you can define your new script monitor. In the following
example, a script monitor is created for a script located at /opt/aspera/scripts/test_script.sh on a
node OrchestratorDemoServer. If the script needs to run locally, create a localhost node.

Options described

Option Description

Timeout Time in seconds to abort running the script if it does not respond with
a valid exit code

Suppress duplicate events If a monitor state doesn’t change for a while, this flag stops a
notification being generated at every check.

Run As Run the script as a user different from the SSH login user

Run As Password Password of the above user

Refresh rate Frequency in which the script stats should be updated in the
Overview screen
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Configure remote script monitor
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Active monitor @

Script name (optional) |TestScript

Scripts must provide an status code and status message on stdio. A status code 0 indicates no problems, any
other number indicates an alert. If no codes are provided, the result is considered a warning.

#1/bin/bash

echo 0 ‘Nothing to report’

Execution command |/opt/aspera/scripts/test_script.sh
Enter the full path to the script, including its filename.

Timeout (sec) g0

-

Node | OrchestratorDemoServer =

Run as {(optional) |
Run as password (optional)
Refresh rate (optional)

Suppress duplicate events E‘]

HOW TO GROUP WORKFLOW MONITORS

Select the Monitor menu, and then click the “Monitor Groups” sub menu. This will bring up the
Monitor Groups page. A monitor group allows grouping of workflow monitors to perform bulk
operations on all the workflow monitors.

x aspera Drchestrator Dashboard  Workflows Work Orders  Accounts Engine Monitor  Queues
Overview Monitor Groups Workflows Folders Scripts List all Monitors
Define New Monitor Group Add Monitor-Workflow to Moniter Group Create Monitor Group for Workflow
Monitor Groups Created by Last Modified By Created At Last Modified At

CREATE A NEW MONITOR GROUP

Click on Define New Monitor Group button to get a popup requesting details like name (mandatory)
and comments
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‘ New Monitor Group

Monitor group name:

Comments:

Grp

Created by: admin

Submit the form by click on Create button. The monitor group is now shown on the page.

& aspera orchestrator

Overview

Define New Monitor Group

Monitor Groups

~ ol 8o

Monitor Groups

Create

Dashboard

Workflows Folders Scripts

Add Monitor-Workflow to Manitor Group

Created by

admin

Workflows

Work Orders

List all Monitors

Last Modified By

admin

Accounts

Aspera Orchestrator User Guide v2.4.1

x

Engine  Monitor  Queues

Create Monitor Group for Workflow

Created At

2015-04-21 06:15:07 UTC

admin Pref|

Last Modified At

2015-04-21 06:15:07 UTC

ADD ONE OR MORE MONITOR TO MONITOR GROUP

Click on Add Monitor-Workflow to Monitor Group to get the following pop up

Choose an individual menitor to add to a group or check the box for a bulk add to group

Monitoring
Off]

Monitoring
Off]

Running

Monitoring
Off]

Monitoring
Off]

Workflow  Status

AV Scan

Client1 Canceled=>2, Failed==3, In
Progress=>1
Client2

Client3
ADI

Last activity

2015-04-20
16:12:35

Submit

Last polled

Mon Apr 20 23:16:19 PDT
2015

-Select-

-Select-

-Select-

-Select-

-Select-

ar

ar

ar

ar

Ak

68



X

Aspera Orchestrator User Guide v2.4.1

All workflow monitors can be added to one monitor group, or each workflow monitor can be added

to different monitor group.

Scenario 1 - All workflow monitors added to Monitor Group “Grp”.

Choose an individual monitor to add to a group or check the box for a bulk add to group

o

™ Monitoring
Off|

™ Monitoring
Off|

Running

& Monitoring
Off|

& Monitoring
Off

Workflow  Status
asa
AV Scan

. Canceled==>2, Failed=>3, In
Clientl

Progress==>1

Client2
Client3
ADI

Last activity

2015-04-20
16:12:35

Submit

Last polled

Mon Apr 20 23:16:19
PDT 2015

Scenario 2 - Some workflow monitors added to Monitor Group “Grp” and some to Monitor Group

MGrpln

Choose an individual monitor to add to a group or check the box for a bulk add to group

Monitoring
Off|

Monitoring
Off]

Running

Monitoring
Off]

Monitoring
Off|

Workflow  Status

asa

AV Scan

. Canceled=>2, Failed=>3, In
Clientl
Progress==>1
Client2

Client3
ADI

Last activity

2015-04-20
16:12:35

Submit

Last polled

Mon Apr 20 23:16:19 PDT
2015

X

| Grp :
x

| Grp |

| Grp 3

| -Select- + |

| Grp1 3

| Grp1 |
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|UNGROUP MONITOR FROM MONITOR GROUP
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Navigate into the monitor group containing the workflow monitors and click Ungroup button

X aspera Drchestr‘ator Dashboard  Workflows  Work Orders  Accounts Engine Monitor  Queues
Overview Monitor Groups Workflows Folders Scripts List all Monitors
Define New Monitor Group Add Monitor-Workflow to Monitor Group Create Monitor Group for Workflow
Moniter Groups Created by Last Modified By Created At Last Maodified
v [->Grp

Available Monitors to Group

Workflow Status Must run
asa () Monitoring Off false (Auto-start) Ungroup
AV Scan (226) Monitoring Off true (Auto-start) Ungroup

HOW TO ADD A REMOTE NODE MONITOR

Remote Node Monitor allows to perform connectivity tests (SSH, FASP, TCP or Aspera Orchestrator)
for a particular remote node, on a selected port(s).

To add a node monitor, select the Monitor menu, and then click the “Configure nodes monitor”
button. This will take you to the screen where you can add your new workflow monitor.

& aspera orchestrator Dashboard Workflows Work Orders  Accounts Engine  Monitor
Overview Manitar Groups Worklows Folders Scripts Nodes ‘WorkOrders List all Manitors
Cenfigure workflows monitor Coanfigure folders manitor Configure seripts moniter Conligure nades manitor

Monitoring status

Workflows No issues
Folders No issues
Scripts No issues
Nodes. No issues

Click the “New nodes monitor” button.

"\'aspera Orﬁheﬁtratﬂr Dashboard Workflows  Work Orders  Accounts  Engine  Monitor
Overview Monitor Groups Workfiows Folgers Scripts Nodes WorkOrders List all Mondtors

New node monitor Import Monitor Node

Nede Status

This takes you to the screen where you can define your new nodes monitor. In the following example,
a node monitor is created for a remote node (configured under Workflows - > Remote Nodes)
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Configure node monitor
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Active monitor LZT
Node monitor name Demo VM

Remote node | Demo VM

ar

Port: 33001 Alerts + | FASP :
Port: 22 Alerts + | SSH :
Suppress duplicate events
Notification workflow | - Default: 'Monitoring Notification’ - s

Notification text Monitor node notification for Demo VM monitor.

Alert processing code (optional)

Warning processing code

(optional)
Create Cancel
Option Description
Active monitor If this check box is checked, the node monitor is created in active

mode. Meaning the monitor of the node will be polling for the status
of the nodes when the monitor is active.

Node monitor name The name of the monitor node name.

Remote node The remote node on which the monitor is created. The list comes from
all the remote nodes configured on Orchestrator.

Port This field displays all the ports that are configured while configuring

the remote node. For each port user can set the Notification type and
Test type. For example, in the above screenshot for port 33001 Alerts
on FASP connectivity and for port 22 Alerts on SSH connectivity is
selected.

NOTE: If no ports are configured in the remote node configuration, by
default SSH port 22 for SSH, TCP and Aspera Orchestrator nodes and
default FASP 33001 for FASP node are associated to the monitor.
Options for Test types are - SSH, FASP, TCP and Aspera Orchestrator.
For Aspera Orchestrator, one orchestrator node can know the process
statuses (i.e. statues of engine, mongrels, workers etc.) of another
orchestrator.

Suppress duplicate events If a monitor state doesn’t change for a while, this flag stops a
notification being generated at every check.
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Notification workflow This option lists all the workflows, present in Orchestrator. Select the
one that will be triggered when the notification has to be sent. For
example, an email notification workflow can be configured and
assigned to the monitor. For all the notification, that workflow will be
triggered with status of the monitor.

Notification text The text content, indication some information on the monitor, For
example Monitor name can be given in the notification text. This text
will be sent in all the notifications that are sent concerned parties.

Alert processing code This is an optional input. When there are alerts on a particular node
for the selected test, alert processing code is executed mostly in lieu of
amending the situation that caused the alert.

Warning processing code This is an optional input. When there are warnings on a particular
node for the selected test, warning-processing code is executed
mostly in lieu of amending the situation that caused the warning.

When there are not issues, the notification pane shows ‘No Issues’. This means that all the respective
tests on all the ports are responding. For example in the below notification (for the example created
above) SSH connectivity and FASP connectivity on those ports are listening and are active. When the
connectivity test is successful for the particular port, the Status for the port appears in green. In the
case when the connectivity fails, the label will turn red indicating that the connectivity for that port is
failing.

Mode Starus Last pailed

No Issues Dema VM FASP at 22 FASP at 33001 Thu Feb 18 12:30:44 PST 2016 Poll now  De-activate Edit

In case there are Warnings, ‘Warnings’ label appears with yellow background. Similarly, in case there
are Alerts, ‘Alerts’ label appears with red background.

The screen also shows few more buttons.
Poll now - can be used when force poll the monitor.

De-activate - will deactivate the monitor. The node monitor will no longer poll for connectivity tests
and the status will become ‘Not running.’

Edit - Edit button will enable user to edit the monitor configuration. For example the name of
monitor, or change the notification type from ‘Alerts’ to ‘Warnings’ for a port or even change of the
test type

NOTE: The remote node associated with the remote node cannot be changed once set. This would
essentially means that if the user wants to change the remote node on the monitor, he/she will have
to create a new node monitor and configure the desired remote node in the new node monitor.
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HOW TO EXPORT A REMOTE NODE MONITOR
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Overview Monitor Groups Workflows. Folders Scripts Nodes WorkOrders List all Monitors

New node monitor Import Monitor Node

Node Status

Demo VM Monitoring On De-activate Edit Destroy Export
Orch Monitoring On De-activate Edit Destroy Export

Navigate to Nodes tab and click on the ‘Export’ button.

® OO0 Opening MonitorNode_Demo_VM.monitor

You have chosen to open:

| MonitorNode_Demo_VM.monitor

| which is: Extensible Markup Language (928 bytes) |
from: http://localhost:3000

What should Firefox do with this file?

() Open with | Choose... |
() Save File

[ | Do this automatically for files like this from now on.

. Cancel | [ OK }

Click in ‘OK’ for the prompt. This will create and save a .monitor file with monitor name as the name
of the file.

HOW TO IMPORT A REMOTE NODE MONITOR

Navigate to Monitor menu and click on the Nodes tab. Click on the ‘Import Monitor Node’.

x aspera orchestrator Dashboard  Werkflows
Overview Monitor Groups Workflows Folders Scripts Nodes WorkOvders List all Monétors
New node monitor Import Monitor Node
Node Status

Select the .monitor file and click on ‘Upload’.
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Upload a monitor node file for import.

Select monitor node Browse... MonitorNode_Demo_VM.monitor
file

Upload

Upon successful importing of the monitor, below screen will be displayed.

Overview Manitor Groups Workflows Folders Scripts Nodes WorkOrders List all Monitors

Monitor node for node 'Demo VM' successfully imported.

New node monitor Import Monitor Node

Node Status

Demo VM Monitoring On De-activate Edit Destroy Export
QOrch Monitoring On De-activate Edit Destroy Export

Note: Only files with extension as ‘.monitor’ are accepted as valid monitor files.

HOW TO ADD A WORKORDER MONITOR

Select the Monitor menu, and then click the “Configure workorders monitor” button. This will take
you to the screen where you can add your new work-order monitor.

A‘ aspera DrChEStratDr' PEELLELL] Workflows  Work Orders  Accounts Engine Monitor

Overview Monitor Groups Workflows Folders Scripts Nodes WorkOrders List all Monitors

New workorder monitor Import Monitor Workorder

Workflow Status

Deep Process Info (1649) Monitoring Off Activate Edit Destroy Export

fadfds (1562) Monitoring Off Activate Edit Destroy Export

hhh (import_1) (1413) Monitoring Off Activate Edit Destroy Export

Test Journal (1650) Monitoring Off Activate Edit Destroy Export

test monitor (1652) Monitoring On De-activate Edit Destroy Export

tests12 (1623) Monitoring Off Activate Edit Destroy Export

Monitor Work-orders are used to monitor the workflow instances and to perform an action on its
Completion / Failure / Error.
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Option Description

Active Monitor The Monitor process will add the new monitor to its list of
workflows to monitor

Trigger on new work-orders | If this is checked this monitor will only start triggering on
new instances of work-orders created after the monitor is

activated.
Want the last executed step | This gives the monitoring work-orders output as a hash
as an output parameter called “last_executed_steps” storing the step_id
and step_name as output.
Completion Notification, If any workflow has to be triggered on action complete/
Failure Notification, Error Failure/ error that can be specified here

Notification

Configure Workorder monitor
Workorder monitor name test monitor
Active monitor
Monitor workflow test: monitor Main

Refresh rate optional - defaulted to 0 (as often as possible)

The below settings will be applied to the WorkOrders at its completion state for the given workflows.
Notification workflows are launched receiving the following runtime parameters:

* NotificationWorkflowID -> numeric

* MonitorType -> string (MonitorWorkflow, MonitorFolder or MonitorRemoteScript)

* MonitorID -> numeric

* Qutputs of the WorkOrder under scan -> hash

* Make sure that if the workorder to be executed has run-time inputs, they match the naming convention
of the executed workorder's output

Trigger on new workorders?

Want the last executed step as an
output?

©

On complete notification test: monitor complete workflow

©

On failure notification - Default: 'Monitoring Notification’ -

(o>

On error notification - Default: 'Monitoring Notification® -

Configure Cancel

Import and export features are provided for all the monitors.

Note: Please specify the runtime parameters needed for the notification workflows in the below
format since the mapping happens automatically in the code.

Step_name:field_name
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Import screenshot for a monitor work-order is shown below.
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‘ %
Upload a monitor Work-order file for import.

Select monitor = Browse... No file selected.
work-order file

Upload

Export screenshot for a monitor work-order is shown below.

@ Opening MonitorWorkflow_test_monitor.monitor

You have chosen to open:

MonitorWorkflow_test monitor.monitor

which is: XML Document (920 bytes)
from: http://localhost:3000

What should Firefox do with this file?

Open with  Choose...
) Save File

Do this automatically for files like this from now on.

Cancel (TN
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DASHBOARD AND PORTLETS
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The Dashboard tab in Orchestrator User Interface is reserved for portal pages to be created using the
existing portlets or a custom portlet. Portal pages can be used to

- Showcase data within Orchestrator collected by various work orders, workflows and processes
0 The data can be anything from statistics of a work order to a UI for resources or
queues
- Interact with systems outside Orchestrator (e.g. Aspera Faspex WEB UI)
- Start work orders with run-time parameters being provided from Ul

HOW TO ENABLE/INSTALL A PORTLET

Navigate to Engine -> Portlets

é aspera orchestrator : ws Engine
Frocesses. Execution Gueue Plugins. Partlets Update Lense daler Configuratoes. Snapshat Configuration ! Log Viewer
Manage Portlets
Enable all Import Portier Dafine Custom Portlet
Installed Portlets
Name Description Type
= Journal View Provides filtered view of the Flle Journal Generic Disable
*  Mansged Load Utilization Monitor Provides the load wtilization status for 8 managed pool resources, Generic Disable
= Monitors Dashboard Provides a visual color-coded representation of the workflows, folders and scripts monitors. Generic Disable
*  Orchestrator Information Rarturns genenic [nformation about your archestrator and the woekflows: Genaric Disable
*  Orchestrator Processes Lists al the processes associated with a running instance of Orchestrator. Generic Disable
*  Workflow Step Activity Returns the runtime statistics about the execution of & workflow step Generic Disable
*  Step Performance Statistics Returns performance statistics about the execution of & Step in a workflow Generic Disable
v Workflow Step Statistics Returs SEatistics about the execution of a workflow step duning a configuratle timeframe Generic Disable
= Usar panding tasks Lists assigned tasks for a specified user. Generic Disable
*  Workflow Performance Statistics Returns performance statistics about the executson of a workflow Generic Disable
*  Workflow Statistics Returns statistics about how many work orders are running or have run during & configurable timeframe Generic Disable
*  Filter Work Orders Returns WorkCrders that fits the filtered requirements Generic Disable
*  Group assigned tasks Lists assigned tasks for & specified group. Generic Disable

The page is divided into two sections - Installed Portlets and Other Portlets. If a portlet is already
enabled it is ready to use, else Enable from the Other Portlets section.

HOW TO IMPORT A PORTLET

Navigate to Engine -> Portlets

Click Import button to obtain a page to import a portlet.

x aspera Ol‘chEStrath Dashboard Work Orders ; Engine  Monitor

Processes Execution Queue Plugins Portlets Update License Mailer Configurations Snapshot Configuration Capsule Manager Log Viewer

Manage Portlets
Enable all Import Portlet Define Custom Portiet

Installed Portlets

Name Description
* Journal View Provides filtered view of the File Journal
= Managed Load Utilization Monitor Provides the load utilization status for 2 managed poel resources.
*  Monitors Dashboard Provides a visual color-coded representation of the workflows, folders and scripts monitors.
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8006 Aspera Orchestrator - Control Engine
[} Aspera Orchestrator - Control E.. % | [ ] Aspera Orchestrator - Control E.. % | + | 9
localhost:3001/aspera forchestrator/ portlets /import /0 ¢ | B' Googl
K asp a OrChestrator Dashboard Workflows Work Orders  Accounts Engine  Monitg
Processes Execution Queue Plugins Portlets Mailer Configurations Journaling Configurations Deployment Configurations

Upload a portlet file for import

Select Portlet File to Upload Browse... | No file selected.

Upload

Click Browse to the path where the portlet file is downloaded. Once selected, click Upload.

Find the Portlet installed under the Engine -> Portlets
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HOW TO MODIFY EXISTING PORTLETS
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Note: This should be done by users with knowledge of Ruby and Rails and who have gone through
the Orchestrator Portlet training.

Traverse to the portlet path C:\Program Files (x86)\Aspera\Orchestrator\portlets\ on Windows or
/opt/aspera/orchestrator/portlets/ on Linux. Find the portlet that needs modification and traverse
into that directory.

Select the <portlet_name>.rb file for Ruby changes and open in Notepad or other file editing tools.
Select the <portlet_name>.erb file for Rails/HTML changes. Make necessary changes and save. After
making the changes, Navigate to Engine -> Portlets in Orchestrator Ul and disable + enable the
portlet for the new changes to reflect.

HOW TO CREATE A CUSTOM PORTLET

Navigate to Engine -> Portlets. To create a new custom portlet, click the ‘Define Custom Portlet’
button.

x aSpEra Drchestrator Dashboard Workflows  Work Orders  Accounts Engine  Monitor Tasks Queue

Processes Execution Queue Plugins Portlets Update License Mailer Configurations Snapshot Configuration Capsule Manager Log Viewer

Manage Portlets

Enable all Import Portlet Define Custom Portlet
Installed Portlets
Name Description
* Journal View Provides filtered view of the File Journal
* Managed Load Utilization Monitor Provides the load utilization status for @ managed pool resources.
*  Monitors Dashboard Provides a visual color-coded representation of the workflows, folders and scripts monitors.

EXAMPLE OF A CUSTOM PORTLET

As an exercise let’s build a custom portlet to display the Users in Orchestrator. Navigate to Engine ->
Portlets. Click of Define Custom Portlet to see a web page with two text areas.
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Aspera Urchestrator - Lontrol kngine

"} Aspera Orchestrator - Control E... [ + L

@I @ localhost:3001/aspera/orchestrator/custom_portlet_definitions /new

(5 | ‘._" Coogle

X asper‘a Orchestrator‘ Dashboard  Workflows  Work Orders  Accounts  Engine  Monitor Tasks Queues

Processes Execution Queue Plugins Portlets Mailer Configurations Journaling Canfigurations Deployment Configurations Log Viewer

Custom portlet definition
version 0
Custom portler id

Display name |nntional - generated from 10 by default

Description J

Paramacans (ghddiBae metersg|

Model no RIE]
Position: Ln1,Ch1 [ ot Ln1,Cho
Toggle editor @
View # O [E=]

Provide an ID, display name and description name to identify the custom portlet. Add parameters
using the “Add Parameters” widget, if any parameters are needed.

Processes Execution Queue Plugins Partlets Mailer Configurations Journali

Custom portlet definition
version

Custom portler id |pemoCustomPortlet

Display name |nemacustomPortlet

Description |DemoCustomPortlet

Parameters | add Parameters |

environment | String/Text : | | Remove |

In the Model field enter the method or methods that your view (HTML page | Portal Page) needs to
do its rendering.
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Enter below code in Model text box

def get_orch_users
begin
users = User.find(:all, :select => "login")
rescue Exception => e
error "Could not fetch users in Orchestrator: #{e.inspect}"
return []
end

return users

end

Enter below code in View text box

<h1>Displaying Users in Orchestrator</h1>
<%users = @portlet.get_orch_users%>

<ul>

<%users.each do |u|%>

<li><%-= u.login %></li>

<%end%>

</ul>

Click Save at the bottom to save the custom portlet configuration. Now visit the How to create the
Portal page section to create a portal page with this custom portlet.
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Navigate to Engine -> Portlets. Select the custom portlet that needs modification and click Edit item
on the menu.

*  Job quencs A b scheduler parthet, Ganenic Disable

*  Lookup Matrix The portiet gives capability to modify the scurce - destination parameter, Install specific Disable

* CSV Editor The portiet gives capability to edt, delete or add TSV rows. Ganeric Disable

*  Pending tasks list The portiet displays the count of all the pending tasks for each user along with number of days since the cidest task was assigned, Custoen Disable

*  CustomPortietError Custom Disabie
L rest Custom Disable
Demopartiet Custom Disable

e oo Aspera Orchestrator - Control Engine

Aspera Orchestralnrk— Control E... * u Aspera Orchestrator - Control E... % ][ i Aspera Orchestrator - Control E... » ][ + L

lecalhost:3001 faspera /orchestrator/custom_portlet_definitions fedit/2 (<]
& aspera orchestrator Dashboard  Workflows Work Orders  Accounts  ERgine  Monitor Tasks Queues
Praceszes Exccution Queue Plugins Poriets Mailer Configurations Jaurnaling Configuratians Deployment Configurations Lag Viewer

Custom portlet definition
wersion 2

Custom portier 1d | DemoCustomPortet

Display name | pemoCustomPortiet

Description [DemcCustomPortiet

A
Parameters | Add Parameters
environment String/Text s [ Remave
Model Y5) Ea
of get_orch_users
begin
sers = U 1
recue Exzeption = e
error “Cosld mot fesch users in Orchest:
end
return users
jena
Paitan et [ T Ginenim
Toggle editor @
View ) Ba
[<E1=D. layi Users in RI>
<tusers = Sportlet.get_orch usersi>
ctusecs.each do |u|E>
G.login wweili

Click Save at the bottom to save the custom portlet configuration and refresh the custom portal page
in Dashboards.

HOW TO CREATE A PORTAL PAGE THAT SHOWS UP IN DASHBOARD

Click Preferences at extreme right of Orchestrator Ul to visit User configuration.

806 Aspera Orchestrator - Control Engine =
| Asmera Qrehestrarar - Comral £ % | || Avpera Orehestrator - Comaral €. % | | Aspera Orchestraror - Comrol £ % | 4 |

(&) @ locathost 3001 jasperajorchastran ¢ (8- r al(&]lla] (D) [= -

k‘aspera orchestrator Dashboard  Workflows Work Orders  Accounts ENgIn®  Monitor Tasks Queues

Processes

Plugins Maiter Configuratic

Deployment Configurations og Viewer

The user information screen is rendered. Scroll to the bottom to find a Define New Portal Page
button. Click it to see a popup asking portal page name and description.
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Define New Portal Page

Name

Description /J

| Create |

Enter a name in the text box provided.

Define New Portal Page

Mame | sers in Orchestrator

Description

| Create |

The portal page is now displayed in the table with other portal pages (if any). Click on Configure to
select the content to display.

HOW TO CONFIGURE A PORTAL PAGE

After creating a portal page, find it in the list of portal pages at the bottom of user preferences. Click
Configure to select the portlet and customize the screen allocation.
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Define mew dashboard impore dashboard

Statiss Narme Deseription Note
- Primary CSV editor LLARE BRE RS
De-activate
Configure
Preview

it name or description

- Inactive Primetime <=1
Tnactive File browser << 1] (] (==
Inoctive M Ioca << (1] [L] ==
Inactive M <o (] (2] (32
Insctive o << (3 ] =
Inactive Connect Upload << T4 (==
Inactive test_updoad <e) (1] (] (2

Inactive Tasks </l

44 44 © 5 «

Inactive derno dashboard

Clicking on the buttons to the right can change position of a dashboard. ‘<<’ will move the dashboard
to the top and >>’ to the end. Up arrow button and down arrow button are used to move position to
up or down by one.

SPLIT THE PORTAL PAGE HORIZONTALLY

The configuration screen has provision to divide the page horizontally or vertically and a dropdown
of available portlets. In the below example, the screen is split horizontally by clicking the Split
Horizontal button with the page split exactly in half (50% each)

. HSRG] Aspera Orchestri

=

h—d

Aspera Orchestrator - Home u + L

/.—. [
l\!/' localhost:3 GCIG,-515pera,-'orc."es:ra:or.-'*ra.-nes."5ho\.-.-_top.-'.55?50urce= 1

x aspera DFChEStratDr Dashboard Workflows Work Orders

Configuration of Portal Page 'Users in Orchestrator'

Done Configuring Destroy
Choose Portlet | -None- 2 || Select
) Split Horizontal (i —
Or split pane | 50%,50%
Split Vertical

The resulting page will look like the below screenshot. The horizontal split can be reset using the
Reset Horizontal Split button.
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J ] Aspera Orchestrator - Home Ll

localhost:3000/aspera/orchestrator/frames/show_top/857source=1 & [ (B~ Google Q) [IJ IEI |- I:

kasper‘a orchestrator Dashboard  Workflows Work Orders  Accounts Engine  Monitor  Tasks  Queues

Configuratiol, of Portal Page 'Users in Orchestrator’

Dane Configuring Destroy
Reset harizontal split
Chuoose Portlet [_-None <[ Select Choose Portlet [ -None- <) | select
Split Horizantal Split Horizontal
Or split pane [ 50%,50% oOr split pane | 50%50%
Split vertical Split Vertical

SPLIT THE PORTAL PAGE VERTICALLY

The configuration screen has provision to divide the page horizontally or vertically and a dropdown
of available portlets. In the below example, the screen is split vertically by clicking the Split Vertically
button with the page spilt exactly in half (50% each)

Aspera Orchestraluh— Home | =+ |

localhost: 3000 faspera/orchestrator/frames/show_top/857source=1

X aspera orchestrator

Configuration of Portal Page 'Users in Orchestrator'

Done Configuring Destroy

Choose Portlet | -Mone- < | Select

Split Horizontal

Split Vertical &

Or split pane | s0%,50%

85



(’"‘

The resulting screen will look like below screenshot. Clicking the Reset Vertical split button can reset
the vertical split.
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X aspara urcnastraoe = vome
| Aspera - Home Ll
) ® tocatos: 3000 esperaforchestratoramesfahow op 37sour (- coon Qe
% aspera orchestrator Dashboard  worktiows osounts: Engine  Monllor Tesks Qusues

Configuration of Portal Page 'Users in Orchestrator

Done Configering | Destroy
Rt wermacal spie
Chonse Portiet | -None 21| sebecr
Sobt Henzsaul
Or split pane S50
Spt vertical
I
Cheose Portiet | -Nane =) [ Sakex
Solt Horirsntal
Or split pane | S50
Spit venal

CHOOSING A CUSTOM PORTLET FOR PORTAL PAGE

The procedure to choose a custom portlet is a bit different from choosing a generic/installed portlet.
In the configuration screen of the portal page find the “Custom Portlet” in the Choose Portlet
dropdown. Click Select

800 Aspera Orchestrator - Home

spera Orchestrator - Control E... * u {1 Aspera Orchestrator - Home

| Aspera Orchestrator - Control E... u + L

'd
Q/'I localhost:3001/aspera/orchestrator/frames/show_top/857source=1 1
x aspera Orchestrator Dashboard  Workflows  Work Orders  Accounts  Engine  Moni

Configuration of Portal Page "Users in Orchestrator'

Done Configuring Destroy

Choose Portlet Custom Portlet & | | Select

Split Horizontal
Or split pane | 50%,50%
Split Vertical

A dropdown of the Custom Portlets is shown, select the above developed DemoCustomPortlet
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Aspera Orchestrator - Home

| Aspera Orchestrator - Control E... % u r1 Aspera Orchestrator - Home

® u:1 Aspera Orchestrator - Control E... u + l

—
\-S/I localhost:3001 /aspera/orchestrator /frames/show_top/857source=1

% aspera orchestrator Dashboard

Workflows Work Orders Accounts Eng

Configuration of Portal Page "Users in Orchestrator'

Done Configuring Destroy

Configure Portlet "Custom Portlet®

Custom Portlet | DemoCustomPorilet g
configuration
no custom configuration selected

Refresh rate |goia00: 60

Save Reset Frame Praview

Click Save to obtain the runtime info regarding the CustomPortlet - in this case the runtime
parameter Environment is displayed.

800 Aspera Orchestrator - Home

J :: Aspera Orchestrator - Control E... u :: Aspera Orchestrator - Home

» u:: Aspera Orchestrator — Control E... * u + l

—=
@I localhost:3001/aspera/orchestrator/frames/show_top/857source=1

x asper'a Urchestrator Dashbeoard  Workflows  Work Orders  Accounts

Engine Mo
L3
Configuration of Portal Page ‘Users in Orchestrator'

Done Configuring Destroy

Configure Portlet 'Custom Portlet’

Custom Portlet | DemoCustomPortet 3
configuration

Environment |
Refresh rate |goaulr 60

Save Reset Frame Praview

Enter a value for Environment and click Save button again. Your portal page using the Custom portlet
is ready. Click Done Configuring button to go back to the user preferences page.
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:: Aspera Orchestrator - Control E... u ::

Aspera Orchestrator - Home
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Aspera Orchestrator - Home

» u:: Aspera Orchestrator — Control E... * u + L

@/-.
& aspera orchestrator

localhost:3001/aspera/orchestrator/frames/show_top/857source=1

Dashboard

Configuration of Portal Page "Users in Orchestrator'

Done Configuring Destroy

Workflows

Work Orders Accounts Engine

Mo

Configure Portlet 'Custom Portlet’

Custom Portlet
configuration

DemoCustomPortlet

Environment -Demnl
Refresh rate |gofaulr 60

Save Reset Frame

Praview

Click Activate link on the menu to make the portal page appear in the Dashboard. An option to

preview the page also exists.

Dashboards

Define new dashboard | Import dashboard

saatus Name Description
- Primary €5V editor
b Inactive Lockup
- Inactive MMF
= Inactive Fasp Sesshons.
» Inactive Matrix {import_1}
Activate
Configure
Freview

Edit masne or destription

Assign to wser or group

Expart
Delase
T inectve Commect Upioad
b Inactive tust_upload
- Inactive Tasks
- Inactive dems dashboard
v Active Jaciein-the-boo

Navigate to Dashboard tab in Orchestrator Ul

navigation.

< | 14 Lan
== 1] L8] (2=
<< 1] (o) f22
< bl
= (] (3] =
< 1] (4] (o=
< L [am
<= [
<] (1] 4] (3=
=< 1] (4] ==
< i) [
< TS
FraiE] .

. Find the portal page you just created in the secondary
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Aspera Orchestrator - Home

®8c®

] i | Aspera Orchestrator - Control E... * H i | Aspera Orchestrator - Manage ... * u i i Aspera Orchestrator - Home

4 e | '.'E' Coogle

x u Aspera Orchestrator - Control E... % u + [

@/I localhost:3001 /aspera/orchestrator/frames/home/85

X aspera UI"ChEStI"atDI" Dashboard  Workflows  Work Orders  Accounts Engine  Monitor Tasks Queues
Testl ngest Activity Users in Orchestrator
—

Displaying Users in Orchestrator

fadmin

[system

pavan

ftest

technicolor

i = Data from Orchestrator'db

jromeast_admin
fcomecast_user
Last refreshed at: 2014-03-18 15:17:22

All the users currently in this test instance of Orchestrator are shown in the page.

CHOOSING AN INSTALLED PORTLET FOR PORTAL PAGE

In the user preferences page, create a new portal page

Define New Portal Page

Name | Work steps|

Description

Create

In the configuration screen of the portal page find the “Generic Portlet” in the Choose Portlet
dropdown. Click Select.
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RSN Aspe
J i Aspera Orchestrator - Home l = l

'k._‘!,_, localhost: 3001 fasperaforchestrator/frames (show top/B57source=1

# aspera orchestrator Dashboard  Workflows  Wq

Configuration of Portal Page 'Users in Orchestrator’

Done Configuring Destroy

Choose Portlet [ Orchestrator Pre_: | | Select

-None-
Or split pane

Add users

Custom Por
Manitors Dy
Create and manage a Remole Node
‘Workorder Artivity

Create and Manage Workilow Monitor

Managed Resource Wtilization Monitor
Warkflow Step Statistics

Journal View

Configure Server to Forward filels)
Configure ingest Point

Queue Manager

Execute SOL Query

Setup an Ermall Server

Disney QC Process

et
ashboard

As an example | have selected the Workflow steps portlet to be displayed in this portal page. Select it
from the dropdown and click Select.

)

J :: Aspera Orchestrator - Home u + L

P 3
@ P localhost: 3001 faspera/orchestrator/frames/show_top/857source=1

X aspera orchestrator Dashboard  workflow

Configuration of Portal Page 'Users in Orchestrator’

Done Configuring

Destroy

Choose Portlet | workflow Step 5 & | | Select

Split Horizontal

Or split pane | s0%,50%

Split Vertical
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The workflow steps portlet has certain inputs that allow the portal page to be configurable. Select the

necessary inputs.

80O Aspera Orchestrator - F

Aspera Orchestrator - Home u + L

@/I localhost:3001 /aspera/orchestrator /frames /show_top/857source=1

X aspera Drchestr‘ator‘ Dashboard  workflows Work Orders  Ac

Configuration of Portal Page 'Users in Orchestrator'

Done Configuring Destroy

Configure Portlet 'Workflow Step Statistics’

Workflow | ADI Parser

Step
Check

Monitored Qutput
FilterResult
Reporting stats Hourly
Daily
Weekly
Monthly &
All &

EE A

Most recent length |default: 5

Refresh rate |deaul: 6o

Save Reset Frame Preview

Click Save button.
Click Done Configuring and Activate the portal page in User preferences page.

In the Dashboard tab find the portal page and click it to see it in action.

[ RS Re] Aspera Orchestrator - Home

X

pera Orchestrator - Manage ... * | ('}  Aspera Orchestrator - Home x| &+ |

@/\ localhost:3001/aspera/orchestrator/frames/home/85 (< | LE' Google

Firefox prevented this page from automatically reloading.

x aSpEra Drchestr‘ator‘ Dashboard  Workflows Work Orders  Accounts  Engine  Monitor Tasks  Queues

Testl Ingest Activity Users in Orchestrator
Step 'Check' Stats

In Progress Complete Failed Error

an 0 5 o 0
Past hour 0 0 0 o
Past day 0 0 0 o
Past week 0 5 o 0
Last month 0 5 0 ]
Latest occurrences
Completion Date FilterResult Work-order status
Mon Mar 17 10:23:43 -0700 2014 true Complete
Mon Mar 17 10:19:57 -0700 2014 true Complete
Mon Mar 17 10:12:19 -0700 2014 true Complete
Sun Mar 16 00:11:11 -0700 2014 true Complete
Sun Mar 16 00:00:31 -0700 2014 true Complete

Last refreshed at: 2014-03-20 21:45:37

Other
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A portal page needs to be created only once in Orchestrator by one user. It can then be assigned to
other users who then need to Activate it.

On a completely configured and Activated portal page, click the down arrow to find a menu.

Dashboards
Define new dashboard  Import dashboard
Sutus Mame Deseription Note
v Primary 5V editar « >
w Inactive Loakup << |1 >
- Inactive MME << pos
Inactive Fasp Sessions < s
= Inactive Matrix (Import_1) o -
Activate e m o
Configure T
Previtn
»>
€81 name or description
Assign to uses ar group ss] 0] [ (a2

Export 22 4

Debete <o |04 |mn
- Inactive Connet Upioad e
=) Inactive test_upload < iEs
= Inactive Tasks <= (1] [

- Inactive demo dashboard <<
Active Jack-in-the-box et || 114l

Click the Assign to a User or group on the menu (above).

Frame Name \sers in Orchestrator

Assign to User | - Sglect User - =

Assign to Group | - Sglect Group - .

Currently Assigned to:
Users: admin

Update

Choose the User or Group or both and click update.
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Differences between a Synchronous and Asynchronous worker

A Synchronous worker waits until the end of the execution of the step to gather its status and
outputs. If timeout is left default and no unique message is rendered periodically there is a chance
that the synchronous step fails after 60 seconds due to timeout error.

An Asynchronous worker gathers status and outputs of a step periodically. The frequency is
determined by the polling frequency of the step (usually 5 seconds). There are less chances of the

step timing out.

ORCHESTRATOR CONFIGURATION FILE

Orchestrator’s configuration file is called orchestrator.yml. It contains the below keys which can be
modified for enhanced configuration.

Key name Default value Description
active_active false Set value to true when Orchestrator is clustered as active-active.
ad_user_groups Contributor When AD user logs in, this group is assigned by default
allow_blank_password false Users with no password set will be forced to create a password
allowed_logon_attempts 3 User accounts will be deactivated after these number of attempts
when users login with incorrect password
archive_dir OS Specific This directory contains an archive of plugins, capsules and
(refer to snapshots, a result of actions initiated from Orchestrator Ul
Orchestrator
install
directories
section)
aspera_dir LINUX: The parent folder for all Aspera products.
/opt/aspera
Windows:
C:\Program
Files
(x86)\Aspera\0
rchestrator\ww
w\
asynch_threads 2 Determines the number of Asynchronous workers that are spawned
when Orchestrator starts.
auto_activate_portlets false When a portlet is assigned to another user or group they will be
activated, if this is set to true. Default behavior is users needed to
activate the portlets manually.
build N/A Represents the Orchestrator build number installed. Should not be
edited,
cleanup_cutoff 30 Determines the number of days the successful work orders’ data is

kept in the database.
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config_dir 0S Specific This directory contains actions folder which has runtime instances of
(refer to the plugins, orchestrator.yml config file, database.yml database
Orchestrator configuration file, licenses folder, capsules folder, actions_config
install folder, default_plugins_list.yml file, default_portlet_list.yml file
directories
section)
custom_tables Any custom database tables to be backed up should be entered here
as comma separated values
date_format american Date format for dates displayed in Orchestrator
db_bin LINUX: This parameter gives Orchestrator the path to the bin directory of
/opt/aspera/co | MySQL for commands like ‘mysqldump’
mmon/mysql/b
in
Windows:
C:\Program
Files
(x86)\Common
Files\Aspera\C
ommon\mysql_
x64\bin
default_step_timeout 60 The number of seconds after which a step should fail after a period
of inactivity
disable_autocomplete_lo false By default the login page allows autocomplete of user name and
gin_page password
engine_heartbeat 1 The frequency with which Orchestrator engine is polled for status.
engine_instance 0 This parameter takes a unique value in each of the nodes in an
active-active or active-passive cluster. Leave default for single node
install.
external_facing_uri N/A Hostname or IP address
external_javascript_lib Empty by default. Any new ]S libraries used must be mentioned here
fast_start false Changing the value to true on Windows prevents Orchestrator to
start all processes at once, a move that saves computer resources
from being utilized fully.
hide_preferences_for_gr If a group name is provided here, the Preferences link on the top
oups right of every page is hidden
ifv_skip_start_event false If set to true, inline file validation’s start events are skipped
impose_strong_password false If set to true, will impose strong password policies like, checking
strength of password while user creation and user change password
operation, keeping track of unsuccessful login attempts and not
allowing the user to set any of the previous three passwords as the
new password.
install_config_file Config Dir + The path where this config file (orchestrator.yml) is stored. Usually a
orchestrator.ym | folder that is not overwritten during upgrades.
1
install_css_dir Config Dir + A safe place to store custom CSS files that are protected even during
/stylesheets/ | upgrades.
install_images_dir Config Dir + A safe place to store custom images that are protected even during
/images/ upgrades.
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install_pages_dir Config Dir + A safe place to store custom web pages that are protected even
/pages/ during upgrades.
journal_kept_duration 10 The number of days entries are kept in the Journal view.
journal_on true Changing to false deactivates the Journal configuration on an
Orchestrator server.
load_basic_workflow_dir Orchestrator The directory that has basic workflows to load when Orchestrator
Dir + starts.
/vendor/workfl
oWS
load_default_workflows true Changing to false prevents Orchestrator server from loading the
default workflows.
log_file Orchestrator Path to Orchestrator log file.
Run Dir +
log/orchestrato
r.log
log_level debug ‘debug’ is the highest log level available. Other log levels, in
decreasing order, are info, warn, error, fatal and unknown.
log_retention_days 7 Number of days after which orchestrator log files are deleted
logon_timeout 0 The value, in seconds, denotes number of seconds after which a user
is logged off after inactivity. Setting it to zero will allow users to be
logged until they manually logoff.
maintenance_interval 600 The number of engine heartbeats after which an Orchestrator
maintenance task is spawned.
maintenance_heartbeat_ 300 The frequency with which Orchestrator maintenance tasks are
interval spawned.
make_view_by_workflo false If set to true, the Work Order view is changed to ‘View by Workflow’
w_default
max_tasks_displayed 12 The number of tasks that should be displayed in the Tasks widget.
mongrel_action_timeout 300 Number of seconds after which Mongrel process is determined to be
stuck on an action
mongrel_max_daemons 3 The number of Mongrel instances that should be spawned when
Orchestrator starts.
mongrel_max_serve 0 Deprecated
mongrel_starting_port 3000 The starting port where the first Mongrel instance is spawned. Other
instances will be assigned a port that is incremented by 1 per
spawned instance.
orchestrator_dir LINUX: Orchestrator installation directory
/opt/aspera/or
chestrator
Windows:
C:\Program
Files
(x86)\Aspera\0
rchestrator
perform_ad_operation false If set to true Orchestrator will perform non-reversible AD operations
such as adding, modifying or deleting Active Directory users.
persistence_mode disk Persistence files are stored either on ‘disk’ or in ‘db’
personalized true If set to false, the CSS is reverted to the v1 stylesheet (blue header)
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publish_default_workflo true Changing to false prevents Orchestrator server from publishing the
ws default workflows.
purge_cutoff 60 Determines the number of days the failed, cancelled and error work
orders’ data is kept in the database.
rails_log_level error Can be increased to warn, info and debug (increasing order). Can be
decreased to fatal.
referer_hosts To block a request from a bogus referrers put the hostname or [P
address of Orchestrator server here
run_dir 0S Specific This directory contains runtime information and is populated with
(refer to files/folders from plugins, work orders, portlets and also contains
Orchestrator the log file.
install
directories
section)
strict_cache_control false If set to true, cache control header are placed on all web pages
strict_prepost_processin false When true, a failure in pre or post processing of a step will result in

g

step’s failure.

strong_password_regex

M?2={8(?=*[a

The regular expression against which the password is checked while

-z])(?=*[0- creating new user and while changing current user password. This
91)(7=*[A- will affect only when impose_strong_password parameter is set to
I (?=*[@#$% | true. The default RegEx expects that the password:
N&+=]).*$ 1. Should have minimum 8 character of length.
2. Should have at least one uppercase character
3. Should have at least one lowercase character
4. Should have at least one of these (@#$%"&+=) special
characters.
synch_threads 4 Determines the number of Synchronous workers that are spawned
when Orchestrator starts.
task_refresh_frequency 30 The frequency in which Orchestrator polls for a new task.
use_db_time false By default, system time is used for date format
use_new_designer true If set to false, Orchestrator designer screen will revert to use the
plain background instead of the grid display.
web_root /aspera/orches | Change this parameters to any meaningful URL and Orchestrator will
trator/ request Apache to render Orchestrator Ul at that URL.

CHANGE ORCHESTRATOR CONFIGURATION

Editing the orchestrator.yml file in the var/config folder of the Orchestrator installation can change

orchestrator’s global parameters. There is also a screen under the Engine -> Configuration tab that
allows Admin users to edit the global parameters.
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x aspera orchestrator Dashboard  Workflows  Work Orders  Accounts Engine  Monitor  Queues
Processes Execution Queue Plugins Portlets Update License Mailer Configurations Snapshot Configuration Capsule Manager Log Viewer
Configure Orchestrator Parameters W

Parameter Value Operation

impose_strong_password true Edit Delete
strict_prepost_processing false Edit Delete
install_css_dir Jopt/aspera/var/config/oi Edit Delete
asynch_threads 2 Edit Delete
external_facing_uri localhost Edit Delete
disable_autocomplete_login_page false Edit Delete
publish_default_workflows true Edit Delete
install_images_dir Jopt/aspera/var/config/ol Edit Delete
rails_log_level error Edit Delete
custom_tables Edit Delete
aspera_dir Jopt/aspera Edit Delete
personalized true Edit Delete
task_refresh_frequency 300 Edit Delete
ad_user_groups System Edit Delete
logon_timeout 0 Edit Delete
mongrel_action_timeout 300 Edit Delete
install_pages_dir /opt/aspera/var/config/ol Edit Delete
engine_heartbeat 1 Edit Delete

SNAPSHOT MANAGEMENT

Orchestrator Ul provides a utility to take a “snapshot” of Orchestrator. A snapshot is a backup of all
your scripts, capsules, configuration files, plugins, plugin configurations, licenses and database tables
(both table structure and table data). Snapshot functionality is commonly used for below use cases.

a) Take aregular backup of Orchestrator configurations.
b) Move Orchestrator configurations from one instance to another.

TAKE A NEW SNAPSHOT
Below are the instructions on how to take a Snapshot.

Navigate to Engine tab and then to Deployment Configurations screen

97



Aspera Orchestrator User Guide v2.4.1

80on Mspara Orchastrator - Home ¥ | Aspera Ovchéstrator - Mome . % | Aspera Orchestratos - Lontral | Aspera Orchstrasor - Control_ % | Aipera Orchestrator = Control. % |
(& ) @ localhost: 2000/ 2spera forchestrator snapshots st @ | (B o/ iwwwzBowcomihomesffor s | B & ff B @ - =
x aspera Drchestr‘ator Dashboard Workflows  Work Ordars  Accounts  Engine asks Qusues

Processes Execution Gueue Pluging Portlets Mailer Configurations Journaling Configurations Deployment Configurations Log Viewer

Configuration Snapshots

New snapshot | Import snapshot

Snapshot Date Name Status  Size Taken By Notes
- ‘:‘;;6;" B Dema_Snapshat Falled  2.508MB admin  Snapshat of Orchestrator configuration as of 2014-04-30 08:23:24
v T;‘:;nzn? fiab,20.4:00: 1043 lD(l_fDl‘]J‘b'}[l!ﬂ Complata 2 933MB admin Snapehot of Orchastrator conﬁquranan ac of 2014-02-26 16:10:43
- :anou; Jun 2013 04:3342 It s Trartat - T7AME amiy f:?jszztl;;zc;n::;—:m [optiespera/varirunforchestrator/snepshots/Import1,snap on
» *;'E‘Ifo';; IR Import2_20130606212758-0700.5nap Imported 2.510MB admin ’;3:“;'_‘;;5‘;;‘;‘1':‘2":_;‘;’“ PR 5P \apshots/Import2,snap on
= f’o'—cz; o i Import2.snap Imported  2.519MB admin :g?‘;fg::;:‘;‘:f‘:;':::m Aty et on
- :'L'Idlo;;“ IRLZ013. (4czel) Import2_20130606212611-0700.5nap Imported 2.519MB admin f;?‘:’::'lg:ﬁ";‘jr:m pr/amer/ya Pehoty Lmpcrtz.wap: on
- i:lgo? e Beckup_ot_20130606_155809 Complete 1.778MB system  Snapshot of Drchestretor configurstion es of 2013-06-06 15:58:09
T CfLAN 2008242601 NewSnapshotl Reverted  1.778MB admin

+0000

Click on New snapshot button.

In the ensuing pop up, provide details to identify and store your snapshot.

Save new configuration snapshot

Snapshot name |pemo Snapshot
(optional)

Comments (optional)

Snapshot export path ={tmp;dema.snap|
(optional)

Leave unpacked [

| Take snapshot |

Click on Take Snapshot button to begin the snapshot process. The entire backup is compressed into a
“snap’ file, which in this case is demo.snap located in /tmp. Default directory is the Orchestrator
Archive directory (see Orchestrator installation directories section for exact location)

CAPSULE MANAGEMENT
Capsules are orchestrator patches that are applied to add feature to fix bug without upgrading

Orchestrator. Capsule code was incorporated on the orchestrator server by importing capsule from
the Engine’s menu for the Orchestrator v2.3.5 and earlier. From v2.4.1, buttons for importing of
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Select the Engine menu and click on ‘Capsule Manager’.

x aspera Orchestrator Dashboard Workflows Work Orders Accounts Engine Monitor

Processes Execution Queue Plugins Portlets Update License Mailer Configurations Snapshot Configuration Capsube Manager Log Viewer
Import capsule

Capsule Name

2015_09_24 auto_activate dashboard 0 0_7.rb

2015_09_24 suto_activate dashboard 0 0 B.rb

2015 09 24 suto_sctivate dashboard 0_0 9.

2015_09_24 suto_activete_normal_0 0_1.rb

HA capsules

Engine Capsule Name

Engine_0 2015_09_24_auto_activate_Engine_Zero_0_0_1.rb
Engine_1 2015_09_24_auto_activate_Engine_One_0_0_1.rb

The screen lists all the capsules that are present on the Orchestrator server. Following operations
can be performed on each of the capsule.

Processes Extcution Queue Ploging Porets Update License Maller Configuratieas Snapshat Capsule Manager Log Viewer

import capsule

Capsule Mame Operazion
2015_09_24_auto_activate_das View | | Archive | | Delete
2015_09_24_auta_activate_dashboard_0_0_8.rb View | Archive | Delete
2015_09_24_auto_activate_dashboard 0_0_S.rb View | Archlve | Dalats
2015_09_24_auto_sctivate_normal_0_0_1.tb View | Archive  Delens
HA capsules

Engine Capsule Name Operation

Engine_0 2015_09_24_autn_activate_Engine_Zero_0_0_Lrb View | Archive  Dalats
Engine_1 2015_08_24_suto_activate_Engine_One_0_0_1.rb View | | Archive | Delete

As show in the above screenshot, the capsules belonging to HA systems are visible as well.

In HA environment, there are multiple engines serving the Orchestrator server. Each engine can
have its own capsule(s). HA capsules in the above screenshot shows one capsule from each engine
instance ‘Engine_0’ and ‘Engine_1’.

Same actions can be performed on the regular capsules and on HA capsules. They are discussed
below

View - Clicking on the view button, opens up a modal window with the capsule code in the read only
mode.

Archive - Clicking on the archive button will, prompt for confirmation to go ahead with archiving of
the capsule.

Note: Archiving a capsule, removes it from the capsule directory and moves it to archive directory.
Orchestrator needs to be restarted to allow the change to take effect.

Delete - Deleting a capsule will remove the file from the Orchestrator server.
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Note: Deleting a capsule, removes it from the Orchestrator server. This action is irreversible and
Orchestrator needs to be restarted to allow the change to take effect.

IMPORT CAPSULE

Capsule can be imported from the Orchestrator GUI by clicking on the ‘Import capsule’ button.

% aspera orchestrator

Import capsule

Capsule Narme
2015_09_24_nutn_activate_dashboard 0_0_7.1b

2015_09_24_autn_activate_dashboard_0_0_8.rb

Clicking on it opens a Upload dialog box. Browse the “rb’ capsule file and click on Upload.

Upon successful import, following message should get displayed.

X aspera orchestrator

Processes Execution Queue

Plugins

Portlets

Dashboard

Update License

Workflows Wdl

Mailer Configurations

Capsule successfully imported to fopt/aspera/var/config/orchestrator/capsules/demo_capsule.rb.

Import capsule

FIREWALL RULES

Ingest new capsules

Aspera Products

From To Port Protocol Functionality | Direction
Orchestrator | Enterprise 40001 TCP API Requests Inbound to
server Enterprise server
Orchestrator | P2P Server 40001 TCP API Requests Inbound to P2P
server
Orchestrator | Console 4406 TCP Reporting Inbound to Console
Orchestrator | Aspera Node API | 9091, TCP API Requests Inbound to Aspera
9092 Nodes
Orchestrator | Aspera Faspex 443 TCP API Requests Inbound to Aspera
Nodes
Orchestrator | Aspera Shares 443,9092 | TCP API Requests Inbound to Aspera
Nodes

3rd party transcoders
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From To Port Protocol Functionality | Direction
Orchestrator | Carbon 1120, TCP API Requests Inbound to
Transcoder 1301 destination
Orchestrator | Rhozet 8731 TCP API Requests Inbound to
Transcoder destination
Orchestrator | Elemental 80, 443 Inbound to
Transcoder destination
Orchestrator | FlipFactory 80, 443 Inbound to
Transcoder destination
Orchestrator | Vantage 8676 TCP API Requests Inbound to
Transcoder destination
Orchestrator | Digital Rapids 44000 TCP Reporting Inbound to
Stream destination
Orchestrator | Digital Rapids 44000
™
3rd party QC tools
From To Port Protocol Functionality | Direction
Orchestrator | Baton QC 8080 TCP API Requests Inbound to
destination
Orchestrator | Aurora QC 1001 TCP API Requests Inbound to
destination
Orchestrator | Cerify QC 80 TCP Reporting Inbound to
destination
General tools
From To Port Protocol Functionality | Direction
Orchestrator | Email relay 25 SMTP Email Inbound to
destination
Orchestrator | Database 4406 TCP MySQL Inbound to
queries destination
Orchestrator | Database 1433 TCP MSSQL Inbound to
queries destination
Orchestrator | Database 1521 TCP Oracle queries | Inbound to
destination
Portlet
From To Port Protocol Functionality | Direction
Aspera Aspera Transfer | 22 or TCP Authentication | Inbound to
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connect server 33001 destination
client
Aspera Aspera Transfer | 33001 UDP Transfer Inbound to
connect server destination
client

102




X

CUSTOMIZE ORCHESTRATOR LOGO

Aspera Orchestrator User Guide v2.4.1

Orchestrator ships with a default logo like below

X aspera orchestrator

A backup of the original aspera_orchestrator_logo.png should be made to revert the changes.

Customer’s logo should overwrite the file at location -
<Orchestrator_Install_Directory>/public/images/aspera_orchestrator_logo.png

Copy the same aspera_orchestrator_logo.png into the directory <Orchestrator Config
Directory>/web/images/ so that the logo is preserved after upgrades.

Edit the file branding.yml in Orchestrator Config Directory

Change the below line to point to new image’s path

|$ logo: ../my/images/aspera_orchestrator_logo.png

MIGRATE FROM DISK PERSISTENCE TO DB PERSISTENCE

Trigger steps in Aspera Orchestrator store information in a persistent location to prevent duplicating
triggers. Use the procedure below to migrate from disk (file) to db persistence.

IMPLEMENTATION PROCEDURE

1. Stop active work orders (by cancelling them, pausing them or destroying them) and any
monitors that might start those work orders back.

2. Backup the configuration

$ cp <Orchestrator Config Directory>/orchestrator.yml <Orchestrator
Config Directory>/orchestrator.yml _<date>

3. Update the configuration by adding this line to the YML file.

persistence_mode: db

4. Stop Orchestrator (refer to the sections earlier in the document for details)

5. Migrate the persistence information from the prst files to the database.

$ cd <Orchestrator_Install_Directory>

$ ruby script/cmd

Dir.glob("<Orchestrator Run Directory>/*/*_prst®).each { |prst]
s=SharedState.retrieve_from file(prst)
SharedState.persist _to _db(s,prst)
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s_db=SharedState.retrieve_from db(prst)
if(s_db = s)
throw "Error migrating SharedState file “#{prst}

end

6. Start Orchestrator (refer to the sections earlier in the document for details)

7. Watch the orchestrator.log for errors and confirm that the workorders start successfully via the
web interface.

ROLLBACK PROCEDURE

1. Backup the configuration

$ cp <Orchestrator Config Directory>/orchestrator.yml_<date>
<Orchestrator Config Directory>/orchestrator.yml

2. Update the configuration by removing this line from the YML file.

|persistence_mode: disk

3. Stop Orchestrator (refer to the sections earlier in the document for details)
4. Start Orchestrator refer to the sections earlier in the document for details)

5. Watch orchestrator.log for errors and confirm that the workorders start successfully via the web
interface.
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ADD MONGREL PROCESSES FOR NEW APACHE PORT

Orchestrator Mongrels can be increased and have the port listen on a different Apache port. This use
case is valid for users have a lot of API calls to Orchestrator that makes user interface slower.

Edit Orchestrator config (orchestrator.yml)

The Orchestrator config file, orchestrator.yml can be edited to increase number of mongrels. Find the
entry max_mongrels and increase it to say 8.

Restart Orchestrator (see above section for more details on how to restart Orchestrator)
Create a Virtual Host for Orchestrator inside Apache’s conf file

e C(Create afile in the /opt/aspera/common/apache/custom directory on Linux or C:\Progam
Files (x86)\Aspera\Orchestrator\apache\custom\ in Windows. Edit the file to reflect below
configuration. The name of the file can be custom_config.conf

e Edit Apache’s conf file under /opt/aspera/common/apache/ashttpd.conf to check if custom
directory is loaded

e Add below lines in the newly created file in the custom directory

Listen 4080
<VirtualHost *:4080>

ServerAdmin webmaster@localhost

Allas /aspera/Zorchestrator/images
""/opt/aspera/orchestrator/public/images"

Alias /aspera/orchestrator/stylesheets
""/opt/aspera/orchestrator/public/stylesheets”

Alias /aspera/orchestrator/javascripts
""/opt/aspera/orchestrator/public/javascripts”

<Directory '/opt/aspera/orchestrator/public'>
Options -Indexes -FollowSymLinks
AllowOverride none

Order allow,deny

Allow from all

</Directory>

<Proxy balancer://orchestrator_cluster>
Allow from all
BalancerMember http://127.0.0.1:3000
BalancerMember http://127.0.0.1:3001
BalancerMember http://127.0.0.1:3002
BalancerMember http://127.0.0.1:3003
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BalancerMember http://127.0.0.1:3004

</Proxy>

ProxyPass /aspera/orchestrator/images !
ProxyPass /aspera/orchestrator/stylesheets !
ProxyPass /aspera/orchestrator/javascripts !

# send the proxy request

# @web_root starts with /7 if not nil

ProxyPass /aspera/orchestrator
balancer://orchestrator_cluster/aspera/orchestrator

RequestHeader set X FORWARDED PROTO "https"

</VirtualHost>

Note: The number of mongrels running for Orchestrator must match the number BalancerMembers.
Usage of port 4080 is just an example, please put in a value that is meaningful.

Repeat the above step for another port say 5080 for the rest of the ports 3005, 3006 and 3007

Restart Apache service using

# asctl apache:restart

Testing:

You should be able to reach Orchestrator at

e  http://localhost:4080/aspera/orchestrator/
e Login with a valid user_id and password, you should be redirected to Orchestrator’s Work
Orders page

Replace localhost with the Machine IP if accessing from a different machine.
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hNCREASEAPACHEPROXYTTMEOUT

Users with use cases that make Mongrels to execute longer queries experience proxy errors, as
Apache is not receiving a response from the Mongrels. Below configuration increases the possible
timeout values.

# tell Apache where to find static files /aspera/orchestrator

Allas /aspera/orchestrator/images
""/opt/aspera/orchestrator/public/images™

Alias /aspera/orchestrator/stylesheets
""/opt/aspera/orchestrator/public/stylesheets"

Alias /aspera/orchestrator/javascripts
""/opt/aspera/orchestrator/public/javascripts”

Alias /aspera/orchestrator/my/images
""/opt/aspera/var/config/orchestrator/web/images™

Alilas /aspera/orchestrator/my/stylesheets
""/opt/aspera/var/config/orchestrator/web/stylesheets™

Allas /aspera/orchestrator/my/javascripts
"'/opt/aspera/var/config/orchestrator/web/javascripts™

<Directory '/opt/aspera/orchestrator/public'>
Options -Indexes +FollowSymLinks
AllowOverride none
Order allow,deny
Allow from all

</Directory>

<Directory '/opt/aspera/var/config/orchestrator/web">
Options -Indexes -FollowSymLinks
AllowOverride none
Order allow,deny
Allow from all

</Directory>

ProxyTimeout 1200

<Proxy balancer://orchestrator_cluster>
BalancerMember http://127.0.0.1:3000

BalancerMember http://127.0.0.1:3001
BalancerMember http://127.0.0.1:3002

BalancerMember http://127.0.0.1:3003
BalancerMember http://127.0.0.1:3004
</Proxy>

# don"t proxy static files, serve directoy
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ProxyPass /aspera/orchestrator/images !
ProxyPass /aspera/orchestrator/stylesheets !
ProxyPass /aspera/orchestrator/javascripts !
ProxyPass /aspera/orchestrator/my/images !
ProxyPass /aspera/orchestrator/my/stylesheets !

ProxyPass /aspera/orchestrator/my/javascripts !

# send the proxy request

# @web_root starts with /7 if not nil

ProxyPass /aspera/orchestrator
balancer://orchestrator_cluster/aspera/orchestrator timeout=1200
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INTRODUCTION

Aspera’s ASCTL functionality is compatible with Orchestrator v2.3 and Aspera Common
greater than 1.12.12x. This will help users to control many important operations from
command line.

Currently Orchestrator provides command line utility for certain operations like start, stop
and check status using the script “orchestrator”. Other scripts exist to allow users to
setup/install, backup data and migrate data.

The goal through ASCTL is to provide a single interface for all the tasks that can
considerably reduce the effort needed for ASCTL to interactively take up Orchestrator tasks.

The methods, implementation, inputs and outputs along with the necessary screenshots are
detailed in the section below.

DESIGN CONSIDERATIONS

Loading Rails will cause slow execution of the commands. Hence all the methods interacting
with the Rails code dump a YAML file with instructions for the Orchestrator process to pick
up and understand the task.

User Command from _ - ger I'r v
OS Shell ) dump onto file : work loop picks up

file. Performs

system request.

1. Diagram showing the interaction between OS Shell and Orchestrator
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|ASCTL ORCHESTRATOR METHODS - HIGH-LEVEL DESCRIPTION

| ORCHESTRATOR SETUP

Method name Setup

Command asctl orchestrator:setup

Details Configure this component

Inputs None (Interactive)

Outputs Interactively ask questions to setup Orchestrator. Display user
inputs and begin install.

[root@slvm-Centos65-01 asperal# rpm —ivh /root/aspera-orchestrator-. . 106072-0.xB6_64. rpm
Preparing... z
1:aspera-orchestrator
To complete the setup of Orchestrator, run “asctl orchestrator:setup"
[root@slvm-Centos65-01 asperal# asctl orchestrator:setup

Streamlined: A simple setup with all components running on this computer.
Detailed: An advanced configuration (e.g. non-standard ports or not all components running on a single server)

Streamlined or detailed setup (s/d)? (current: s)
sh: fopt/aspera/orchestrator/binforchestrator: No such file or directory

Settings
Orchestrator
Enabled: true
Mongrel count: 3
Mongrel base port: 3000
Web root: fasperaforchestrator
MySQL is local: true

Are these settings correct? (y/n/x with x for exit) y

START ORCHESTRATOR

Method name Start

Command asctl orchestrator:start

Details Used to instantiate orchestrator processes - manager, engine
monitor, workers and mongrels.

Inputs None

Outputs STDOUT to show that Orchestrator processes have been
stopped.

110




/)
(“ Aspera Orchestrator User Guide v2.4.1

[root@slvm-Centos65-01 orchestrator]# asctl orchestrator:start
starting...

started...

nohup: redirecting stderr to stdout

Orchestrator Status:
Orchestrator Manager running with pid: 10139
Orchestrator Engine running with pid: 10022
Mongrel serving orchestrator on port 3000 is running with pid: 10028
Mongrel serving orchestrator on port 3001 is running with pid: 10031
Mongrel serving orchestrator on port 3002 is running with pid: 10034
Orchestrator Monitor running with pid: 10025
Asynchronous Worker Process @ is running with pid: 10039
Asynchronous Worker Process 1 is running with pid: 10041
Synchronous Worker Process 2 is running with pid: 10043
Synchronous Worker Process 3 is running with pid: 10045
Synchronous Worker Process 4 is running with pid: 10047
Synchronous Worker Process 5 is running with pid: 10037
[root@slvm-Centos65-@1 orchestrator]#

CHECK ORCHESTRATOR STATUS

Method name Status

Command asctl orchestrator:status

Details Display the status: 'running’, 'stopped’, 'stop pending’, etc.
Inputs None

Outputs STDOUT similar to below screenshot

STOP ORCHESTRATOR

Method name Stop

Command asctl orchestrator:stop

Details Used to stop instantiated orchestrator processes - manager,
engine monitor, workers and mongrels.

Inputs None

Outputs STDOUT to show that Orchestrator processes have been
stopped.
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[root@slvm-Centos65-01 orchestrator]# asctl orchestrator:stop
stopping...
stopped...

Orchestrator Status:
Orchestrator Manager running with pid: 10139
Orchestrator Engine NOT running
Mongrel serving orchestrator on port 3000 is NOT running
Mongrel serving orchestrator on port 3001 is NOT running

Mongrel serving orchestrator on port 3002 is NOT running

Orchestrator Monitor NOT running

Asynchronous Worker Process @ is NOT running

Asynchronous Worker Process 1 is NOT running

Synchronous Worker Process 2 is NOT running

Synchronous Worker Process 3 is NOT running

Synchronous Worker Process 4 is NOT running

Synchronous Worker Process 5 is NOT running
[root@slvm-Centos65-01 orchestrator]#

ADMIN USER CONFIGURATION

Method name configure_admin_user(login, email, password)

Command asctl orchestrator:configure_admin_user login email [password]

Details Create a new admin user (or modify the existing admin with the
same name).

Inputs Users’ login (String), users’ email (String) and password
(String)

Outputs STDOUT to indicate that the new admin has been created or an
existing admin account has been modified

[root@slvm-Centos65-81 orchestrator]# asctl orchestrator:configure_admin_user "administrator" “adminBasperasoft.com” "PASSPhrase”
An admin user has complete control over Orchestrator processes and jobs, continue? (y/n default:n) y
Orchestrator: Configuration admin user... An install specific config file can be created at /opt/aspera/var/config/orchestrator/orchestrator.yml to overwrite defaults

Created admin user with login administrator
done
[root@slvm-Centos65-01 orchestrator]#

STOP ALL MONGRELS

Method name stop_mongrels

Command asctl orchestrator:stop_mongrels

Details Stop the processes rendering the Ul

Inputs None

Outputs STDOUT to show that Orchestrator Mongrel processes have
been stopped.
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[root@slvm-Centos65-01 orchestrator]# asctl orchestrator:stop_mongrels

An install specific config file can be created at fopt/aspera/var/config/orchestrator/orchestrator.yml to overwrite defaults
Command stop_all executed.

START ALL MONGRELS

Method name start

Command asctl orchestrator:start_mongrels

Details Start the processes rendering the Ul.

Inputs None

Outputs STDOUT to show that Orchestrator Mongrel processes have
started.

[root@slvm-Centos65-01 orchestrator]# asctl orchestrator:start_mongrels
An install specific config file can be created at /opt/aspera/var/config/orchestrator/orchestrator.yml to overwrite defaults

Command start_all executed.
[root@slvm-Centos65-@81 orchestrator]#

ASYNCHRONOUS WORKER COUNT

Method name asynchronous_worker_count

Command asctl orchestrator:asynchronous_worker_count [count]

Details Display the number of workers executing asynchronous steps

Inputs Is_Synchronous (Boolean), Worker count (Integer)

Outputs STDOUT to indicate the worker count. Or if the worker count
has been modified

SYNCHRONOUS WORKER COUNT

Method name worker_count(true, count)

Command asctl orchestrator:synchronous_worker_count [count]

Implemented? No

Details Display the number of workers executing synchronous steps

Inputs Is_Synchronous (Boolean), Worker count (Integer)

Outputs STDOUT to indicate the worker count. Or if the worker count
has been modified
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| BASE PORT
Method name base_port(port)
Command asctl orchestrator:base_port
Details Display lowest port for the Mongrel instances.
Inputs Port number (Integer)
Outputs STDOUT to display current base port. If a port is provided,
replace the current base port and display success message.

CREATE SETUP FILE

Method name create_setup_file(file_path)

Command asctl orchestrator:create_setup_file file_path

Details Create a reusable file that contains answers to the setup
questions.

Inputs File path (String)

Outputs STDOUT to indicate the progress of the snapshot and eventually
a success or failure message

[root@s1lvm-Centos65-81 orchestrator]# asctl orchestrator:create_setup_file "/tmp/setup.txt”

Streamlined: A simple setup with all components running on this computer.
Detailed: An advanced configuration (e.g. non-standard ports or not all components running on a single server)

Streamlined or detailed setup (s/d)? (current: s) s

Orchestrator
What base port should the Mongrel servers start at? (current: 3000)

ERROR: Port number 38@@ which falls within the range '3@0@' to '3002' is in use.
What base port should the Mongrel servers start at? (current: 380@) 3883

m=——=— == Settings =
Orchestrator
Enabled: true
Mongrel count: 3
Mongrel base port: 3003
Web root: /aspera/orchestrator
MySQL is local: true

Saved to file '/tmp/setup.txt’
[root@slvm-Centos65-@1 orchestrator]#

CREATE SNAPSHOT

Method name snapshot

Command asctl orchestrator:create_snapshot
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Details Create snapshot of all Orchestrator configuration and design-
time data.

Inputs None

Outputs STDOUT to indicate the progress of the snapshot and eventually
a success or failure message

[root@slvm-Centos65-@1 orchestrator]# asctl orchestrator:create_snapshot
Orchestrator: Create snapshot... Snapshot of Orchestrator configuration was successfully created at 2015-84-22T13:45:25-87:00.

Snapshot file located at /opt/aspera/var/archive/orchestrator/snapshots/Backup_at_20150422_134524.snap
done
[root@slvm-Centos65-81 orchestrator]#

DISABLE ORCHESTRATOR

Method name disable

Command asctl orchestrator:disable

Details Disables Orchestrator; removes entry from /etc/init.d/ and
/etc/rc.d/

Inputs None

Outputs STDOUT to indicate Orchestrator is disabled.

[root@slvm-Centos65-01 orchestrator]# asctl orchestrator:disable
Orchestrator: Unregister with Apache... done

Orchestrator: Uninstall service... done
Orchestrator: Disable... done
[root@slvm-Centos65-01 orchestrator]#

| DATABASE BACKUP

If no file name provided, it will default the output to the path
“/opt/aspera/var/archive/orchestrator/databases/config” with the conf "timestamp”.sql as file
name.

Method name backup_database(path)

Command asctl orchestrator:backup_database path

Details Back up the orchestrator database (full backup).

Inputs Path (String)

Outputs STDOUT to indicate the database has been backed up. All
Orchestrator backups are stored under Orchestrator Archive
Directory (see section Orchestrator installation directories)

GENERATE CONFIG
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Method name

generate_config

Command asctl orchestrator:generate_config

Details Regenerate the configuration files using the current settings
Inputs None

Outputs STDOUT to indicate the configuration file has been generated
HELP

Method name

help

Command asctl orchestrator:help

Details Describe the commands and usage

Inputs None

Outputs STDOUT the text describing the commands and usage

[root@slvm-Centos65-01 orchestrator]# asctl orchestrator:help
Orchestrator: Orchestrator ASCTL help...
Orchestrator Commands (prefix with 'orchestrator:')

asynchronous_worker_count
backup_database
base_port

change_configuration_parameter

configure_admin_user
create_setup_file
create_snapshot
disable
export_plugin
export_workflow
generate_config
generate_config_file
help

info
list_configuration
list_workflows
migrate_database
mongrel_count

rake

rake_command

restart
restore_database
restore_snapshot
setup
setup_from_file
start

status

stop
switch_orchestrator_version
synchronous_worker_count
upgrade
uri_namespace
version

web_root
stop_mongrels
start_mongrels
restore_db_from_file
done

To view (Or change) the asynchronous thread count

Back up the orchestrator database(full backup) into a dump file.
Display/change lowest port for the Mongrel instances.

Modify a configuration parameter

To Configure the setup of a admin user

Create a reusable file that contains answers to the setup questions.
Create snapshot of all Orchestrator configuration and design-time data.
Disables Orchestrator

To export an existing plugin from the Orchestrator

To export an existing workflow from the Orchestrator

Regenerate the configuration files using the current settings
Generate the config file

Describe the commands and usage

Print configuration info about this component

List all modifiable configuration parameters

List all workflows designed in this server

Update database to latest schema.

Display the current count of mongrels configured to run.

Invoke a rake command

Execute a rake command

Restart Orchestrator

Restores mysql from the dump file provided

Restore Orchestrator configuration and design time data from a snapshot.
Configure the Orchestrator component

Configure the Orchestrator using the given file settings

To start the Orchestrator engine

Shows the current status of the Orchestrator

To stop the Orchestrator engine

To switch the Orchestrator version

To view (Or change) the synchronous thread count

To upgrade the Orchestrator to a new version

Display/Change the URI namespace

Display Orchestrator Version

Display/Change the web root of Orchestrator

Stop the processes rendering the UI

Start the processes rendering the UI

Restores mysql from the dump file provided

[root@slvm-Centos65-01 orchestrator]#
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[INFO

Method name info

Command asctl orchestrator:info

Details Print configuration info about this component
Inputs None

Outputs STDOUT the configuration info about Orchestrator

[root@slvm-Centos65-01 orchestrator]# asctl orchestrator:info
Orchestrator
status:
Orchestrator Status:
Orchestrator Manager running with pid: 10139
Orchestrator Engine running with pid: 11086
Mongrel serving orchestrator on port 3001 is running with pid: 23434
Mongrel serving orchestrator on port 3002 is running with pid: 23437
Mongrel serving orchestrator on port 3003 is NOT running
Extra Mongrel serving orchestrator on port 3000 is running with pid: 23431
Orchestrator Monitor running with pid: 11089
Asynchronous Worker Process @ is running with pid: 11103
Asynchronous Worker Process 1 is running with pid: 11105
Asynchronous Worker Process 2 is running with pid: 11107
Synchronous Worker Process 3 is running with pid: 11109
Synchronous Worker Process 4 is running with pid: 11111
Synchronous Worker Process 5 is running with pid: 11101
enabled: true
uri_namespace: /aspera/orchestrator
mongrel_count: 3
base_port: 3000
[root@slvm-Centos65-0@1 orchestrator]#

LIST CONFIGURATION

Method name list_configuration_parameters

Command asctl orchestrator:list_configuration_parameters
Details List all modifiable configuration parameters
Inputs None

Outputs STDOUT the modifiable configuration parameters
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[root@slvm-Centos65-01 orchestrator]# asctl orchestrator:list_configuration_parameters
Orchestrator: List configuration parameters...

rails_log_level
log_level

journal_on
asynch_threads
engine_heartbeat
date_format
custom_tables
max_tasks_displayed
log_retention_days
install_images_dir
install_config_file
fast_start
active_active
install_css_dir
mongrel_starting_port
journal_kept_duration
referer_hosts
ad_user_groups
load_basic_workflow_dir
log_file

run_dir

purge_cutoff
use_db_time
orchestrator_dir
persistence_mode
mongrel_action_timeout
hide_preferences_for_groups
personalized
install_pages_dir
archive_dir
default_step_timeout
synch_threads

publish_default_workflows
use_new_designer H
web_root H
disable_autocomplete_login_page:
config_dir H
aspera_dir

cleanup_cutoff

error
debug
true

2

1
american

12

7

/opt/aspera/var/config/orchestrator/images
/opt/aspera/var/config/orchestrator/orchestrator.yml
false

false
/opt/aspera/var/config/orchestrator/stylesheets

3000

10

Contributor

/opt/aspera/orchestrator/vendor/workflows
/opt/aspera/var/run/orchestrator/log/orchestrator.log
/opt/aspera/var/run/orchestrator

60

false

/opt/aspera/orchestrator

disk

300

true
/opt/aspera/var/config/orchestrator/pages
/opt/aspera/var/archive/orchestrator
60
4
3
/opt/aspera/common/mysql/bin
true
true
/aspera/orchestrator

false
/opt/aspera/var/config/orchestrator
/opt/aspera
30

LIST WORKFLOWS

Method name

list_ workflows(workflow_folder, status_filter, format)

Command asctl orchestrator:list_workflows [workflow_folder]
[status_filter] [format]

Details List all workflows designed in this server

Inputs Workflow_folder (String), Status_Filter (String), Format (String)

Outputs STDOUT the workflows in this server. If a workflow folder is

specified, show workflows inside that folder only.

Provide options to output an XML file/string or JSON String
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[root@slvm-Centos65-01 orchestrator]# asctl orchestrator:list_workflows
Orchestrator: List workflows...
WorkFlow List(Workflow names along with their ids)

"Sub_Transfer_to_S3"
"ADI Ingest"
" 111 n

"Media validation and virus scan (import_1)"
"Demo_to_bell”
"Ingest_Demo"
done

[root@slvm-Centos65-01 orchestrator]#

MIGRATE DATABASE

Method name

migrate_database

Command asctl orchestrator:migrate_database
Details Update database to latest schema.
Inputs None

Outputs STDOUT the result of the operation

MONGREL COUNT

Method name

mongrel_count(number)

Command asctl orchestrator:mongrel_count [number]

Details Display the current count of mongrels configured to run.
Inputs None

Outputs STDOUT the result of the operation

RAKE COMMANDS

Method name

rake_command

Command asctl orchestrator:rake [arguments]

Implemented? No

Details Invoke a rake command. The arguments are determined by the
command executed.

Inputs None

Outputs STDOUT the result of the operation
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| RESTART ORCHESTRATOR

Method name

restart

Command asctl orchestrator:restart

Implemented? Yes.

Details Restart Orchestrator

Inputs None

Outputs STDOUT the stop operation, followed by the start operation

RESTORE FROM DATABASE FILE

Method name restore_database(filepath)

Command asctl orchestrator:restore_database [filepath]

Implemented? Yes.

Details If a mysql dump file which contains an Orchestrator database is
provided, the current database will be backed up and this
database will be used as primary

Inputs Filepath (String)

Outputs STDOUT the progress of the operation

[root@slvm-Centos65-@1 orchestrator]# asctl orchestrator:restore_database "/tmp/sample.sql”
his will destroy all data in the current Orchestrator database, continue? (y/n default:n) y

Orchestrator: Restore database (this may take a while)... false

done

[root@slvm-Centos65-@1 orchestrator]#

RESTORE FROM SNAPSHOT FILE

Method name

restore_snapshot(filepath)

Command asctl orchestrator:restore_snapshot [filepath]

Details Restore Orchestrator configuration and design time data from a
snapshot. If a orchestrator snapshot file is provided, the current
configuration will be backed up and the instance will be
reverted to the supplied snapshot file

Inputs Filepath (String)

Outputs STDOUT the progress of the operation
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|SETUP ORCHESTRATOR FROM FILE

Method name setup_from_file (filepath)
Command asctl orchestrator:setup_from_file [filepath]
Details Run setup using the answers from a file created using

"create_setup_file". Redo the setup of Orchestrator
configuration to parameters from this setup file.

Inputs Filepath (String)

Outputs STDOUT the progress of the operation

[root@slvm-Centos65-01 orchestrator]# asctl orchestrator:setup_from_file "/tmp/setup.txt"

Orchestrator
What base port should the Mongrel servers start at? (current: 3003) 3009

Orchestrator
Enabled: true
Mongrel count: 3
Mongrel base port: 3009
Web root: /aspera/orchestrator
MySQL is local: true

Are these settings correct? (y/n/x with x for exit) y
Orchestrator
Enabling orchestrator...

--Generating Orchestrator config file
--Setting up database configuration file
(in /opt/aspera/orchestrator-2.2.2,105007)
orchestrator already exists
(in /opt/aspera/orchestrator-2.2.2.105007)
--Generating Orchestrator executables
--Setting up Orchestrator service
/sbin/chkconfig
--Setting up install specific images
--Setting up install specific stylesheets
--Setting up install specific pages
--Setting up Apache as a proxy
Enable Apache proxying for Apache (from Aspera common)
Updating Apache configuration file /opt/aspera/common/apache/custom/orchestrator_orchestrator.conf
done
Task Name Status
Orchestrator
Enabling orchestrator

root@slvm-Centos65-01 orchestratorl#
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| ORCHESTRATOR WEBROOT (URI NAMESPACE)

Method name uri_namespace (namespace)

Command asctl orchestrator:uri_namespace [namespace]

Details Configure or change Orchestrator web root parameter
Inputs Namespace (String)

Outputs STDOUT the result of the operation

[root@slvm-Centos65-@1 orchestrator]# asctl orchestrator:uri_namespace
Orchestrator: /aspera/orchestrator

[root@slvm-Centos65-01 orchestrator]#

| ORCHESTRATOR VERSION

Method name version

Command asctl orchestrator:version

Details Display the currently set up version.
Inputs Filepath (String)

Outputs STDOUT the version of Orchestrator
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ORCHESTRATOR EXTERNAL INTEGRATION API

INTRODUCTION

Orchestrator exposes web services end points to allow 34 party applications to programmatically
control some of its functions such as launching and monitoring work-orders.

The API is REST based. Users can use HTTP or HTTPS as the transport protocol.

The HTTP GET method is supported for all requests. The HTTP POST method is also supported to
initiate a work order with some user-defined data in the POST body (e.g. XML data).

The status code in the HTTP responses is 200 for success and 400 and above for all types of errors.

The data format in the responses can be XML or JSON. The response format can be controlled by
submitting a parameter ‘format’ with value as ‘xml’ or ‘json’ or by adding extensions to the ‘id’. Read
the sections below for more detailed examples.

NOTE TO DEVELOPERS

Beginning with Orchestrator v 2.3.5 the API URL to access Orchestrator API has changed. The change
is backward compatible, meaning the old URL containing the word “workflow_reporter” is still
operational but new API calls will be available ONLY via the new API URL.

Also, beginning with Orchestrator v 2.3.5 APl document, emphasis is put on using secure means of
login - such as HTTP Basic authentication or using API key instead of password or using a scrambled
password instead of password. Providing user name and password “inline” is highly discouraged.

WHAT’S NEW IN THE ORCHESTRATOR 2.4.1 API DOCUMENT

As mentioned above, a major change introduced in Orchestrator v2.3.5 and continued in
Orchestrator v2.4.1 is the URL that exposes the Orchestrator API methods. In addition, now all API
calls have JSON and XML response support. In case of failure scenarios, HTTP error codes such as 400
(Bad request), 401 (Access Denied), 403 (Authentication failure) and 404 (Method not found)
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API calls require proper authentication and are subject to the SAME authorization requirements as
direct access to the application through its web based user interface.

There are a number of ways to authenticate API calls.

Authentication Description

Model

HTTP Basic HTTP basic authentication is supported and is recommended to developers as the primary
Authentication (most | authentication model. The advantage of this method is credentials are within each request
secure) but they are encoded versus being in clear. Username and password are combined into a

string "username:password", then they are Base64 encoded and put in the HTTP
Authorization header such as:
Authorization: Basic QWxhZGRpbjpvcGVulHNIc2FtZQ==

API key or For every Orchestrator user an API key is generated and so is a scrambled password. The
Scrambled password | values can be found in the User details page. Either of these values can be used in the
REST URLs for authentication

Application Cookie Another way is to assume that the client is able to maintain state information (cookie
style). Once the authentication is made, further calls don’t need to set the credentials.

The hostname in the URLSs is localhost in this document to represent the IP address or the
fully qualified hostname of your Orchestrator node.

Example cookie style request:
http://localhost/aspera/orchestrator/api/authenticate/login=admin?password=aspera
After a successful authentication, the next URL (e.g. initiate work order) can be called
without providing the login and password parameters, until the user is logged off.

Login and Password | Deprecated in future releases

(least secure) By inline, we mean each HTTP URL needs to include the authentication information
(typically login/password).
http://<Orchestrator_IP_address>/aspera/orchestrator/api/processes_status/0?login=<a
ccount_name>&password=<account_password>

Such as:

http://localhost/aspera/orchestrator/api/processes status/0?login=admin&password=a
spera

The account specified in the login section of the URL must be part of the Orchestrator Operator group
and the account must have run permission on the workflow(s) for the API invocations like initiate a
work order, fetch output spec of a work order and fetch output of a work order to succeed.

Note: A combination of username/password - admin/aspera - is used in the rest of this document as an
example for Orchestrator login account/password.
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<?xml version="1.0"?>

<user time="2011-10-20 17:47:05

UTC" action="authenticate”™ i1d="1" login="admin"/>
Sample returned XML on bad password case:

<?xml version="1.0"?>

<error time="2011-10-20 17:45:39 UTC" action="'status"
id="0">#<RuntimeError: Authentication failed></error>
Sample returned XML on user does not exist case:

<?xml version="1.0"7?>

<error time="2011-10-20 17:48:09 UTC" action="'status"
id="0">#<RuntimeError: Authentication failed></error>
To log off, use this URL:

http://localhost/aspera/orchestrator/users/logoff/xml

Sample returned XML on logoff:
<?xml version="1.0"7?>

<user time="2012-01-25 06:38:22 UTC" action=""logoff" id="1"
login=""admin"/>
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LIST AVAILABLE WORKFLOWS ON THE SYSTEM

Description:

A method to enumerate all the Workflows in Orchestrator and list where the workflow is in a
published state or not. Only a published workflow can be initiated as a work order.

Usage:
For an authenticated user:

http://<Orchestrator_IP_address>/aspera/orchestrator/api/workflows_list/0

With inline authentication:

http://<Orchestrator_IP_address>/aspera/orchestrator/api/workflows_list/0?login=admin&passwo
rd=aspera

Note: A work order can only be instantiated for published workflows.

Sample returned XML:

<?xml version="1.0"?>
<workflows time="2011-10-20 17:18:58 UTC" action="list" id="0">
<workflow id=""2"
name=""Incoming File Scanning Daemon"
published_status="published"
published_revision_id="13"
latest revision_id="15"
last _modification="2011-04-12 06:56:16 UTC" >
</workflow>
<workflow id="3"
name=""Incoming Clean File Staging Daemon"
published_status="published"
published_revision_id="9"
latest _revision_id="9"
last _modification="2011-03-30 19:47:38 UTC" >
Created from revision #4 from workflow “Incoming File Scanning
Daemon*
</workFflow>
<workflow id="4"
name="Asset and Schedule Import Daemon"
published_status="draft"
published_revision_id="-"
latest_revision_id="20"
last _modification="2011-05-06 19:20:36 UTC" >
</workFflow>
</workflows>

Sample returned JSON:
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"workflows™":{
"id":0,
"action":"list",
"workflow":[

{
"last_modification':"2015-12-15T00:21:082",
"published_status':"published",
"published_revision_id":4,

"idT:o1,

"latest_revision_id":4,
“full_name™:"TestFoll: fanout test",
"‘comments'' """,

"portable_ id":"fanout_test",
"name":""fanout test",

"folder_id":36

T

{
"last_modification":"2015-12-15T00:21:08Z2",
"published_status':"published",
"published_revision_id":1,
"id":2,
"latest revision_id":1,
“"full _name":"TestFoll: send email",
"‘comments' """,
"portable_id":"send_email",
"name":""'send email",
"folder_id":36

}

1,
"time':""2016-01-11 20:33:05"
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Description:

An API method to obtain the list of runtime parameters along with a flag indicating whether the
parameter is required or optional.

Usage:

http://<Orchestrator_IP_address>/aspera/orchestrator/api/workflow_inputs_spec/158?login=admi
n&password=aspera

The required input parameter is:

o workflow_reporter/workflow_inputs_spec/<workflow_id> : specifies the workflow id

Sample returned XML:

<?xml version="1.0"7?>
<workflow_inputs_spec time="2015-04-30 16:19:21 UTC"
action=""inputs_spec'>
<workflow_name>ADI Ingest</workflow_name>
<workflow_id>158</workflow_id>
<parameter 1d="288" name="md5_check'>
<workflow_id>158</workflow_id>
<value_type>flag</value_type>
<optional>false</optional>
<value></value>
</parameter>

<parameter i1d="290" name="filesize_check'>
<workflow_id>158</workflow_id>
<value_type>flag</value_type>
<optional>false</optional>
<value></value>

</parameter>

<parameter i1d="289" name="'dtd_check'>
<workflow_id>158</workflow_id>
<value_type>flag</value_type>
<optional>false</optional>
<value></value>
</parameter>
</workflow_inputs_spec>

Sample returned JSON:

"workflow_inputs_spec':{
"workflow_id":122,
“time":""2016-01-12 19:11:57",
"parameter:[
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"name" :""path_to_xml",
"value_type':"string",
"optional':true,

"value" :"undefi',

"id'":246

¥,

{
"name'' :"asset_path',
"value_type'":"string",
“optional™:true,
"value" :"'undef",
“idTv-247

}

]1
“action™:"inputs_spec',
"workflow_name':""Sub_Fileprep_action

}

"workflow_inputs_spec':{
"workflow_id":1,
"time':""2016-01-12 19:13:20",
"parameter: [

]1
"action:"inputs_spec',
"workflow_name':"fanout test"

Aspera Orchestrator User Guide v2.4.1
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Description:
An API method to indicate which workflows have running work-orders and which are not being run.
Usage:

http://<Orchestrator_IP_address>/aspera/orchestrator/api/workflows_status/0?login=admin&pass
word=aspera

Sample returned XML:

<?xml version="1.0"?>
<workflows time="2012-01-25 07:22:13 UTC" action="'status" id="0">
<workflow id="1" name="AAA - file processing for client"”

status=""not running"” last_activity="-"/>

<workflow 1d="3" name=""AAA - retrieve fTile for distribution”
status=""not running" last_activity="-"/>

<workflow id="4" name=""AAA - Master Controller processing"
status=""not running” last_activity="-"/>

<workflow §d="6"" name=""AAA - Transcoding” status=""not running"
last_activity="-"/>

<workflow id="10" name=""test faspex' status="not running"
last_activity="-"/>

<workflow §1d=""13" name=""test mapping" status="running"
last_activity="2012-01-25 07:21:23 UTC"/>

<workflow id="14" name=""test multi role" status="running"
last_activity="2012-01-23 20:11:37 UTC"/>
</workflows>

Sample returned JSON:

"workflows":{

"action":"status",

idT-T13",
"workflow" :{
"idT:T13T,
"statuses'":[
{
"count'':"'614"",
"workflowName':"label workflow",
"status'':"Canceled",
"last_activity':""2016-01-04 23:07:29"
3,
{
"count'':""'493",
"workflowName:"label workflow",
“status:""Complete™,
"last_activity':"2016-01-08 01:08:38"
}-
{

"count'':""198",
"workflowName'":"label workflow",
“status':"Error",
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“last_activity":"2016-01-04 23:04:13"

¥,
{
“"count':""'4",
“"workflowName'":"label workflow",
"status':"Failed",
"last_activity':""2015-12-22 23:26:40"
3,
{

count:IvlT,
"workflowName™:""label workflow™,
"'status':"In Progress'",
"last_activity'":""2016-01-08 01:08:30"
}
1.

"name' :"label workflow"

},
"time':""2016-01-11 19:55:24"
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Description:

A method to indicate if a specific workflow identified by its workflow ID is currently running (i.e.
some work orders have been instantiated and are currently being executed) or not.

Usage:

http://<Orchestrator_IP_address>/aspera/orchestrator/api/workflows_status/<workflow_id>?login
=admin&password=aspera

Example:
http://localhost/aspera/orchestrator/api/workflows_status/1?login=admin&password=aspera

The required input parameter is:

o workflow_reporter/workflows_status/<workflow_id> : specifies the workflow id

Sample returned XML:

<?xml version="1.0"?>

<workflows time="2012-01-25 07:31:17 UTC" action="'status"™ id="1">
<workflow id="1" name="AAA - file processing for client"”

status=""not running" last_activity="-"/>

</workflows>

CHECK THE DETAILED RUNNING STATUS FOR A SPECIFIC WORKFLOW

Description:
A method to indicate for a given workflow the count of work orders in each execution status.
Usage:

http://<Orchestrator_IP_address>/aspera/orchestrator/api/workflow_details/<workflow_id>?login
=admin&password=aspera

Example:
http://localhost/aspera/orchestrator/api/workflow details/13?login=admin&password=aspera
The required input parameter is:

o workflow_reporter/workflows_details/<workflow_id> : specifies the workflow id

Sample returned XML:

<?xml version="1.0"?>
<workflows time="2012-01-25 07:11:52 UTC" action="details" id="13">
<workflow i1d="13" name=""test mapping" >
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(oS

<status type="Complete" count="1" last activity="2012-01-23
19:11:33"/>

<status type="Failed" count="1764" last_activity="2012-01-25
07:11:15"/>

<status type="In Progress" count="2" last _activity="2012-01-25
07:11:29"/>

<status type="Error" count="1" last activity="2012-01-23
19:05:51"/>

</workflow>

</workflows>

Sample returned JSON:

"workflows™:{
"action":"status",
idT:T13"T,
"workflow" :{
"idT-T13t,
"statuses':[
{
“count':"614",
"workflowName'":"label workflow",
""status'':""Canceled",
"last_activity':""2016-01-04 23:07:29"

‘count':""493",
"workflowName':"label workflow",

"status':"Complete",
"last_activity':"2016-01-08 01:08:38"

}s
{
count':""198",
“"workflowName'":"label workflow",
“"status':"Error",
"last_activity':'"2016-01-04 23:04:13"
3,
{
“count':""'4",
“"workflowName'":""label workflow",
"status':"Failed",
"last_activity':""2015-12-22 23:26:40"
3,
{
"count':""1",
"workflowName: " label workflow",
"'status':"In Progress",
"last_activity':"2016-01-08 01:08:30"
3

1

ame" :"label workflow"

}’
"time':""2016-01-11 19:55:24"
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Note: Only the statuses that are encountered are reported. So for example, if no work-orders have
failed for that workflow, no lines will be reported for that status.

WORK ORDER-RELATED API CALLS

INITIATE A WORK ORDER

Description:

This API method provides a way to initiate a new work order for a given workflow. If the call is
successful, the created work order id is returned. It can be used to subsequently track the execution
status of that work order. Note that if this workflow has sub-workflows, they are not accessible for
monitoring via the API as only the parent work order id is returned.

The request can be either asynchronous or synchronous. If asynchronous, it will return as soon as the
work order is created. If synchronous, it will return after a specified step in the workflow is executed.

The response can be either in XML or JSON format.

As mentioned above, the account specified in the login section of the URL must be part of the
Orchestrator Operator group and the account must have run permission on the workflow.

If the workflow has run-time inputs, they can be specified in the URL with the notation
external_parameters[<name_of run-time input-n>]=<value of run-time input-n>

Usage for an asynchronous request with XML response:

http://<Orchestrator_IP_address>/aspera/orchestrator/api/initiate/xml?login=admin&password=a
spera&work_order[workflow_id]=<workflow id>&external_parameters[<name_of run-time
inputl>]=<value of run-time input1>&external_parameters[<name_of run-time input-n>]=<value of
run-time input-n>...

The required input parameter is:

e work _order[workflow_id]=<integer> : specifies the workflow id as can be obtained in
Orchestrator workflow editor

The optional input parameters are:

o work_order[higherPriority]=on : indicates that the work order is launched with a dedicated
worker process.

e preemptive_level= <integer> : indicates a preemptive priority with the specified integer as
the level of preemption (lowest go first)
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e work_order[priority]=<integer from 1 — low to 3 — high> : specifies the priority level for
that work order.

e work_order[name]=<string> : specifies a name for the work order replacing the generated
default name that is based on the workflow name.

e external_parameters[<param_name>]=<string> : specifies a name for a parameter to be
passed as run-time input to the workflow. <param_name> must match the name defined in
the workflow as run-time input. Multiple external parameters can be passed all separated by
the character ‘&’

Example:

http://localhost/aspera/orchestrator/api/initiate/xml?login=admin&password=aspera&work_orde
r[workflow_id]=1

Sample returned XML:

<?xml version="1.0"?>
<work_order time="2014-11-25 13:24:01 UTC"™ action="initiate" id="8464"
workflow_id=""1">
<work_order_id>8464</work_order_id>
<name>create file</name>
<workflow i1d="1" revision_id="14">create fTile</workflow>
<status state="'Created">WorkOrder created at Tue Nov 25 07:24:01 CST
2014</status>
<comments/>
<parameters></parameters>
<ownership>
<initiated_by>admin</initiated_by>
<running_as>system</running_as>
<launched_by>admin</launched_by>
</ownership>
<priority dedicated worker="false"/>
<work_steps></work_steps>
</work_order>

A 400 Bad Request is returned if a mandatory input parameter is absent from the initiate work order
request.
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If a HTTP POST method is issued, the body can be any user defined XML data.

In this case, the workflow must expect the XML payload with a run-time input defined as
“Raw_post_body” and the first step must be the one parsing the data such as:

|Parse XML data|

B
" p—— ———— —

| ;
> A
| —

|Raw_p0§t_b0dy|

Usage for an asynchronous request with JSON response:

http://<Orchestrator_IP_address>/aspera/orchestrator/api/initiate/<workflow_id>.json?login=adm
in&password=aspera&external_parameters[<name_of run-time input1>]=<value of run-time
inputl>&external_parameters[<name_of run-time input2>]=<value of run-time input2>...

Example:

http://localhost/aspera/orchestrator/api/initiate/1.json?login=admin&password=aspera&external _
parameters[foo]=bar

Sample returned JSON:
{
"work_order': {
"workflow_revision_id": 14,
"name': “create fTile",
"initiate _date": null,
"forkedAt": null,
“derivedFrom”: null,
"workflowName': "create fTile",
"created_at': "2014-11-25T13:25:187",
"cleanup_after_days'™: null,
"monitor_id": null,
"comments': null,
“updated_at': "2014-11-25T13:25:187",

“priority”: null,
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"max_running'”: O,
"master_id": 8465,
"launched_by": 1,
"initiatedBy': 1,
“branchedFrom': null,

"statusDetails'": "WorkOrder created at Tue Nov 25 07:25:18 CST

2014",
"purge_after_days': null,
"id": 8465,
"workflow_id": 1,
"branchedFromOrder*: null,
“higherPriority”: null,
"completion_date": null,
"status': "Created”,
“running_as": 2

3,

"parameters': [],
"work_steps™: []
¥

Usage for a synchronous request with XML response:

This call will create a work order and block until the specified step in the workflow has been
executed. A variable name can be specified to get an output variable value. Only the variable value
comes in output (no XML wrapper around).

http://<Orchestrator_IP_address>/aspera/orchestrator/api/initiate/xml?login=admin&password=a
spera&work_order[workflow_id]=<workflow id>&external_parameters[<name_of run-time
inputl>]=<value of run-time inputl>&external_parameters[<name_of run-time input-n>]=<value of
run-time input-
n>&synchronous=true&explicit_output_step=<step_name>&explicit_output_variable=<variable_nam
e>

Example:
http://localhost/aspera/orchestrator/api/initiate/xml?login=admin&password=aspera&work_orde

r[workflow_id]=1&external_parameters[foo]=bar&synchronous=true&explicit_output_step=create
xml content&explicit_output_variable=Generated_file_content

Sample returned value:

"hello"
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Description:

A method to poll the status of a specific work order, identified by its work order ID. The result
includes both the overall status for the work-order as well as the individual status for all its
composing steps.

If the work order includes sub-workflows, only the sub-workflow status is displayed, not the status
for the steps within the sub-workflow.

The response can be either in XML or JSON format.
Usage with XML result:

http://<Orchestrator_IP_address>/aspera/orchestrator/api/work_order_status/<work
order_id>?login=admin&password=aspera

Example:

http://localhost/aspera/orchestrator/api/work_order_status/3109?login=admin&password=aspera

The required input parameter is:
o workflow_reporter/work_order_status/<work order_id> : specifies the work order id

Usage for a request with JSON response including all steps:

http://<Orchestrator_IP_address>/aspera/orchestrator/api/work_order_status/<work
order_id>.json?login=admin&password=aspera

Example:

http://localhost/aspera/orchestrator/api/work_order_status/344.json?login=admin&password=as
pera

Usage for a request with XML response including all steps:

<?xml version="1.0"?>
<work_order time="2014-11-25 13:11:35 UTC"™ action="status" id="8461"
master_id="8461">
<name>tfl demo duplicate</name>
<workflow id="256" revision_id="5">tfl demo duplicate</workflow>
<status state="In Progress''>Executing Step: user input
(46755)</status>
<comments/>
<latest_update/>
<ownership>
<initiated_by>admin</initiated_by>
<running_as>system</running_as>
<launched_by>admin</launched_by>
</ownership>
<priority dedicated worker="false">2</priority>
<timestamps>
<created at>2014-11-24 16:48:37 UTC</created_at>
<initiated_at>2014-11-24 16:48:38 UTC</initiated_at>
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<updated at>2014-11-24 16:48:40 UTC</updated_at>
<completed_at/>
</timestamps>
<work_steps>
<work_step 1d="46756"">
<name>Create faspex package</name>
<status state="In Progress" attempt="1">FASPEX Authorization
received</status>
<action type="FaspexDelivery" id="2"/>
<created_at>2014-11-24 16:48:37 UTC</created_at>
<initiated_at>2014-11-24 16:48:39 UTC</initiated_at>
<updated_at>2014-11-24 16:48:39 UTC</updated_at>
<completed_at>2014-11-24 16:48:39 UTC</completed_at>
</work_step>

</work_steps>
</work_order>

Sample returned JSON:
{
"work_order": {
"workflow_revision_id": 5,
"name": "tfl demo duplicate",

"initiate_date': '"2014-11-24T16:48:38Z2",
"forkedAt": null,

“"derivedFrom™: null,

"workflowName™: "tfl demo duplicate",
“"created _at'': "2014-11-24T716:48:37Z",
"cleanup_after_days": null,
"monitor_id": null,

‘‘comments™: "',

"updated_at': '"2014-11-24T16:48:40Z2",
"priority": 2,

"max_running': O,

"master_id": 8461,

"launched _by": 1,

"initiatedBy': 1,

"branchedFrom": null,
"statusDetails": "Executing Step: user input (46755)",
"purge_after_days'": null,

"id": 8461,

“"workflow_id": 256,
"branchedFromOrder™: null,
"“higherPriority”: null,
"completion_date": null,

"'status': "In Progress",
“running_as": 2

>

"work_steps': [
{
"workOrder_id": 8461,
"preProcessing™”: null,
""group': 8461,
"executionTimeout”: O,
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"activable_date": "2014-11-24T16:48:39Z2",
"stepName': null,

“"created_at': '"2014-11-24T716:48:37Z2",
"updated_at': '"'2014-11-24T16:48:39Z2",
“"timeout": null,

"on_timeout": null,

"step_type': "FaspexDelivery",

"attempt': 1,

"step_id": 3810,

"statusDetails™: "FASPEX Authorization received"”,
“"rank™: 1,

"id": 46756,

"activation_date': '"2014-11-24T16:48:392",
"workflow_id": 256,

"synch_filter”: O,

"completion_date": "2014-11-24T16:48:39Z2",
action_id": 2,

"'status': "In Progress",

"running_as'": 2,
"original_activation_date': "2014-11-24T16:48:397",
"workStepName™: "Create faspex package',
""postProcessing”: null
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A method to poll the status of a specific step, identified by its work order ID and step name.

If the work order includes sub-workflows, only the sub-workflow status is displayed, not the status
for the steps within the sub-workflow.

The response can be either in XML or JSON format.

Usage for a request with XML response:

http://<Orchestrator_IP_address>/aspera/orchestrator/api/work_step_status/work_order.xml?logi
n=admin&password=aspera&work_order_id=<work order_id>&step_name=<step_name>

Example:

http://localhost/aspera/orchestrator/api/work_step_status/work_order.xml?login=admin&passwo
rd=aspera&work_order_id=8461&step_name=Create faspex package

Sample returned XML:

<?xml version="1.0"?>
<Work-step-status>
<inputs type="array'/>
<carry-thrus type="array'>
<carry-thru>
<name>myfiles</name>
<id type="integer'>60067</id>
<type>string</type>
<value>/root/chris/data_for_demos/shiporder.cmd</value>
</carry-thru>
</carry-thrus>
<work-step>
<workOrder-id type="integer'>8461</workOrder-id>
<preProcessing nil="true"/>
<group type="integer'>8461</group>
<executionTimeout type=""integer'>0</executionTimeout>
<activable-date type="datetime''>2014-11-24T16:48:39Z</activable-
date>
<stepName nil="true"/>
<created-at type="'datetime''>2014-11-24T16:48:37Z</created-at>
<updated-at type="'datetime''>2014-11-24T16:48:39Z</updated-at>
<timeout nil="true'"/>
<on-timeout nil="true"/>
<step-type>FaspexDelivery</step-type>
<attempt type="integer'>1</attempt>
<step-id type="integer''>3810</step-id>
<statusDetai Is>FASPEX Authorization received</statusDetails>
<rank type=""integer'>1</rank>
<id type="integer'>46756</id>
<activation-date type="'datetime'>2014-11-
24T16:48:39Z</activation-date>
<workflow-id type="integer'>256</workflow-id>
<synch-filter type="integer'>0</synch-filter>
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<completion-date type="'datetime'>2014-11-

24T16:48:39Z</completion-date>
<action-id type="integer''>2</action-id>
<status>Complete</status>
<running-as type="integer''>2</running-as>
<original-activation-date type="datetime'>2014-11-
24T16:48:39Z</original-activation-date>
<workStepName>Create faspex package</workStepName>
<postProcessing nil="true"/>
</work-step>
<outputs type="array''>
<output>
<name>package_id</name>
<id type="integer'>60070</id>
<type>string</type>
<value>5e019336-5e58-46a5-b944-a8253a956041</value>
</output>
<output>
<name>package post_url</name>
<id type="integer'>60071</id>
<type>string</type>
<value><I[CDATA[fasp://Taspex@testchris2.sl _dev.asperacloud.net:33001/T
ranscoded - 5e0f9336-5e58-46a5-b944-a8253a956041 . aspera-package/PKG -
Transcoded?token=ATM3_ACsvFz3ytlbyrRDQ7cEtFKgOwxWS6ubjsWnkA8I1AxSIbKoAAE
WHQKLFXFfelLjDz5Eq8uDH7_3MTA&cookie=aspera.faspex20:u:90ce20d7]]></value>
</output>
</outputs>
</Work-step-status>

Usage for a request with JSON response:

http://<Orchestrator_IP_address>/aspera/orchestrator/api/work_step_status/work_order.json?logi
n=admin&password=aspera&work_order_id=<work order_id>&step_name=<step_name>

Example:

http://localhost/aspera/orchestrator/api/work_step_status/work_order.json?login=admin&passwo
rd=aspera&work_order_id=8461&step_name=Create faspex package

Sample returned JSON:

{
“"inputs": []1,
“carry_thrus": [ {

"name": "myfiles",

"id": 60067,

type': “'string",

“value: "/root/chris/data_for_demos/shiporder.cmd"
1.
"work_step™:

"workOrder_id": 8461,

“preProcessing”: null,

""group'': 8461,

"executionTimeout": O,

"activable_date'": "2014-11-24T16:48:39Z7",
"stepName'": null,

“"created at'': ""2014-11-24T16:48:37Z",
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"updated_at": '""2014-11-24T716:48:392",

"timeout": null,

"on_timeout": null,

"'step_type': "FaspexDelivery",

"attempt': 1,

"step_id": 3810,

"statusDetails': "FASPEX Authorization received",
“rank'": 1,

"id": 46756,

"activation_date": "2014-11-24T16:48:39Z2",
“"workflow_id": 256,

“synch_filter”: O,

"completion_date': "2014-11-24T16:48:392",
"action_id": 2,

“status™: "Complete,

“running_as": 2,

“original_activation_date™: "2014-11-24T16:48:39Z",
"workStepName': "Create faspex package',
"postProcessing”: null

}’

“outputs': [
"name": "‘package_id",
"id": 60070,

"type': "string",
"value': "5e0f9336-5e58-46a5-b944-a8253a956041""

3,
{
"name": "'package_post _url",
"id": 60071,
"type': "string",
"value':

"fasp://Taspex@testchris2.sl.dev.asperacloud.net:33001/Transcoded -
5e019336-5e58-46a5-b944-a8253a956041 . aspera-package/PKG -
Transcoded?token=ATM3_ACsvFz3ytlbyrRDQ7cEtFKgOwxWS6ubjsWnkA81AXSIbKoAAE
WHQKLFXfelL jDz5Eq8uDH7_3MTA&cookie=aspera.faspex20:u:90ce20d7-17c3-4672"

¥
1
}
You can obtain only the step status from the step name with:
http://<Orchestrator_IP_address>/aspera/orchestrator/api/work_order.xml?login=admin&passwor
d=aspera&work_order_id=<work_order_id>&step_name=<step_name>&status_only=true
Example:

https://localhost/aspera/orchestrator/api/work_step_status/work_order.xml?login=admin&passw
ord=aspera&work_order_id=8461&step_name=Create faspex package&status_only=true

Sample returned value:

Complete
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http://<Orchestrator_IP_address>/aspera/orchestrator/api/work_step_status/<step_id>.txt?login=a
dmin&password=aspera&status_only=true

Example:

https://localhost/aspera/orchestrator/aspera/orchestrator/api/work_step_status/46756.txt?login=
admin&password=aspera&status_only=true

Sample returned value:

Complete

An output value expressed can be obtained from the step id. This id can be obtained with the
previous call (e.g. <id type="integer">46756</id> for the XML response).

Usage for a request with text response:

http://<Orchestrator_IP_address>/aspera/orchestrator/api/work_step_status/<step_id>.txt?login=a
dmin&password=aspera&output_name=<output_name>

Example:

http://localhost/aspera/orchestrator/api/work_step_status/46756.txt?login=admin&password=asp
era&output_name=package_id

Sample returned value:

5e019336-5e58-46a5-b944-a8253a956041

For a complex type, the output value can be expressed in XML with:

Usage for a request with XML response:

http://localhost/aspera/orchestrator/api/work_step_status/252158.xml?login=admin&password=a
spera&output_name=IndexedTable

Sample returned value:

<?xml version="1.0"?>
<Work_step_output>

<name>IndexedTable</name>

<id type=""integer'>301979</id>

<value>{"Transcode server® => {"node_id"=>"transcoder",
""node"'=>"Transcode server', '"capacity kb'"=>"30000"}, "Mac® =>
{""node_id"=>"localhost', "node'=>"Mac",
“capacity_kb"=>"20000"}}</value>

<type>hash</type>
</Work_step_output>
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Usage for a request with JSON response:

http://localhost/aspera/orchestrator/api/work_step_status/252158.json?login=admin&password=
aspera&output_name=IndexedTable

Sample returned value:

{"Mac" :{""capacity_kb':""20000","node" :""Mac™,"*node_id":""localhost"}," " Tran
scode server':{"capacity_kb":""30000", " node" :"Transcode

server',"node_id":""transcoder™}}

CANCEL A WORK ORDER

Description:

An API method to cancel a specific work order, identified by its work order ID. The result includes
both the overall status for the work-order as well as the individual status for all its composing steps.

Adding the force option will ensure that the work-order is cancelled even if it is not responding to
polite cancel request to cancel itself. If the force flag is not provided, the work order status is Failed.

Note: if the work-order was already complete (or failed), then the returned status will indicate the
actual status.

Usage:

http://<Orchestrator_IP_address>/aspera/orchestrator/api/work_order_cancel/<work_order_id>?1
ogin=admin&password=aspera

Example:

http://localhost/aspera/orchestrator/api/work_order_cancel/3109?login=admin&password=asper
a

or

http://localhost/aspera/orchestrator/api/work_order_cancel/3109?login=admin&password=asper
a&force=true

The required input parameter is:

o workflow_reporter/work_order_cancel/<work_order_id> : specifies the work order id
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<?xml version="1.0"?>
<work_order time="2012-03-02 03:45:05 UTC" action="cancel" id="3109"
master_id="5309">
<name>test after-end</name>
<workflow i1d="22" revision_id="7">test after-end</workflow>
<status state="'Canceled">Canceled at Thu Mar 01 19:45:05 -0800
2012</status>
<comments></comments>
<ownership>
<initiated_by>admin</initiated_by>
<running_as>admin</running_as>
<launched_by>admin</launched_by>
</ownership>
<priority dedicated worker="false">2</priority>
<timestamps>
<created_at>2012-03-02 03:44:48 UTC</created_at>
<initiated_at>2012-03-02 03:44:50 UTC</initiated_at>
<updated_at>2012-03-02 03:45:05 UTC</updated_at>
<completed at>2012-03-02 03:45:05 UTC</completed at>
</timestamps>
<work_steps>
<work_step 1d=""37601">
<name>never</name>
<status state="Inactive" attempt="0"></status>
<action type="MergePoint" id="1"/>
<created_at>2012-03-02 03:44:48 UTC</created_at>
<initiated at></initiated at>
<updated_ at>2012-03-02 03:44:48 UTC</updated_at>
<completed_at></completed_at>
</work_step>
<work_step id="37602">
<name>gnarp</name>
<status state="Obsolete" attempt="1">Work Order Processing is
finished</status>
<action type="‘CustomRuby" 1d="12"/>
<created_ at>2012-03-02 03:44:48 UTC</created at>
<initiated_at>2012-03-02 03:44:50 UTC</initiated_at>
<updated_at>2012-03-02 03:45:05 UTC</updated_at>
<completed_at></completed_at>
</work_step>
</work_steps>
</work_order>
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An API method to cancel a specific work step, identified by its work step ID. The response lists the
work step cancelled and the current status along with timestamps.

Usage:

http://<Orchestrator_IP_address>/aspera/orchestrator/api/work_step_cancel/<work_order_id>?log
in=admin&password=aspera

Example:

http://localhost/aspera/orchestrator/api/work_step_cancel/3109?login=admin&password=aspera

The required input parameter is:
o workflow_reporter/work_step_cancel/<work_order_id> : specifies the work step id

Sample returned XML

<?xml version="1.0"7>
<work_step time="2015-05-18 04:53:20 UTC"™ action="cancel™ id="" >
<name>Test Input</name>
<workflow id="553"></workflow>
<status state="Canceling”>Awaiting user input at Sun May 17
21:53:17 PDT 2015</status>
<action type="Userlnput” id="20"/>
<status state="Canceling" attempt="1">Awaiting user input at Sun
May 17 21:53:17 PDT 2015</status>
<timestamps>
<created_at>2015-05-13 15:22:38 UTC</created_at>
<initiated_at>2015-05-13 15:22:41 UTC</initiated_at>
<updated_at>2015-05-18 04:53:20 UTC</updated_at>
<completed_at></completed_at>
</timestamps>
</work_step>
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Description:

This is a method to reset a specific work order, identified by its work order ID. The result includes
both the overall status for the work-order as well as the individual status for all its composing steps.

Usage:

http://<Orchestrator_IP_address>/aspera/orchestrator/api/work_order_reset/<work_order_id>?lo
gin=admin&password=aspera

Example:

http://localhost/aspera/orchestrator/api/work_order_reset/3109?login=admin&password=aspera

The required input parameter is:
o workflow_reporter/work_order_reset/<work_order_id> : specifies the work step id
Sample returned XML

<?xml version="1.0"?>
<work_order time="2015-05-18 04:55:18 UTC"™ action="status" id="1227"
master_id="1227">
<name>Demo - user task</name>
<workflow id="553" revision_id="3">Demo - user task</workflow>
<status state="'Created'>WorkOrder reset at Sun May 17 21:55:18 PDT
2015</status>
<comments/>
<latest_update>reset</latest_update>
<ownership>
<initiated_by>admin</initiated_by>
<running_as>system</running_as>
<launched_by>admin</launched_by>
</ownership>
<priority dedicated_worker="false">2</priority>
<timestamps>
<created_at>2015-05-13 15:22:38 UTC</created_at>
<initiated_at>2015-05-13 15:22:39 UTC</initiated_at>
<updated_at>2015-05-18 04:55:18 UTC</updated_at>
<completed_at>2015-05-18 04:53:21 UTC</completed_at>
</timestamps>
<work_steps>
<work_step 1d="8269" category="System'>
<name>Logic prior</name>
<status state="lInactive" attempt="0">reset</status>
<action type="MergePoint" id="69"/>
<created_ at>2015-05-13 15:22:38 UTC</created_at>
<initiated at>2015-05-13 15:22:40 UTC</initiated at>
<updated_at>2015-05-18 04:55:18 UTC</updated_at>
<completed_at>2015-05-13 15:22:40 UTC</completed_at>
</work_step>
<work_step 1d="8270" category="'System'>
<name>Logic prior 1</name>
<status state="lInactive" attempt="0">reset</status>
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<action type="MergePoint" id="70"/>
<created_ at>2015-05-13 15:22:38 UTC</created_at>

<initiated at>2015-05-13 15:22:40 UTC</initiated at>

<updated_at>2015-05-18 04:55:18 UTC</updated_at>

<completed_at>2015-05-13 15:22:40 UTC</completed_at>

</work_step>
<work_step 1d="8271" category="System'>
<name>Post User input</name>

<status state="lInactive" attempt="0">reset</status>

<action type="MergePoint"™ id="71"/>
<created_at>2015-05-13 15:22:38 UTC</created_at>
<initiated_at/>
<updated_at>2015-05-18 04:55:18 UTC</updated_at>
<completed_at/>

</work_step>

<work_step i1d="8272" category="User Interactions'>
<name>Test input</name>

<status state="lInactive" attempt="0">reset</status>

<action type="Userlnput" i1d="20"/>
<created_at>2015-05-13 15:22:38 UTC</created_at>

<initiated_at>2015-05-13 15:22:41 UTC</initiated_at>

<updated_at>2015-05-18 04:55:18 UTC</updated_at>

<completed at>2015-05-18 04:53:21 UTC</completed at>

</work_step>

<work_step i1d="8273">
<name>Workflow Start</name>
<status state="False" attempt=""'>reset</status>
<action type="WorkOrderEnd" id="""/>
<created_at>2015-05-13 15:22:38 UTC</created_at>
<initiated_at/>
<updated_at>2015-05-18 04:55:18 UTC</updated_at>
<completed_at/>

</work_step>

<work_step 1d="8274">
<name>Workflow Failed</name>
<status state="False" attempt="">reset</status>
<action type="WorkOrderEnd" id="""/>
<created_at>2015-05-13 15:22:38 UTC</created_at>
<initiated_at/>
<updated_at>2015-05-18 04:55:18 UTC</updated_at>
<completed_at/>

</work_step>

<work_step id="8275"">
<name>Workflow End</name>
<status state="False" attempt="">reset</status>
<action type="WorkOrdergEnd" id="""/>
<created at>2015-05-13 15:22:38 UTC</created_at>
<initiated_at/>
<updated_at>2015-05-18 04:55:18 UTC</updated_at>
<completed_at/>

</work_step>

<work_step 1d="8276">
<name>Error Encountered</name>
<status state="False" attempt=""'>reset</status>
<action type="WorkOrderEnd" id="""/>
<created_at>2015-05-13 15:22:38 UTC</created_at>
<initiated _at/>
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<updated at>2015-05-18 04:55:18 UTC</updated_at>
<completed_at/>
</work_step>
</work_steps>
</work_order>

FETCH OUTPUT SPECIFICATION OF A WORKFLOW

Description:

This is a method to fetch the output specification of a workflow (e.g. step names and step variable
names without the variable values).

The inputs to this API method are a workflow id and authentication parameters (login and password)
if passing them inline. The user must have privileges to view workflow details. The output of this API
call is an XML that contains the details such as variable name, type, step name etc.

Usage:

http://<Orchestrator_IP_address>/aspera/orchestrator/api/workflow_outputs_spec?login=admin&
password=aspera&workflow_id=<workflow_id>

Example:

http://localhost/aspera/orchestrator/api/workflow outputs spec?login=admin&password=aspera
&workflow id=878

The required input parameter is:

o workflow_id=<workflow_id>: specifies the workflow id
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<?xml version="1.0"?>
<workflow_outputs_spec time="2012-09-14 23:04:50 UTC"™ action="opspec'>
<context 1d="5513">
<workflow_id>878</workflow_id>
<step_name>Parameter</step_name>
<variable_name>input</variable_name>
<value_type>string</value_type>
<variable_type></variable_type>
<created_ at>2012-09-11 00:31:22 UTC</created_ at>
<updated_at>2012-09-11 00:31:22 UTC</updated_at>
</context>
<context 1d="5512">
<workflow_i1d>878</workflow_id>
<step_name>Test FedWF</step_name>
<variable_ name>message</variable_ name>
<value_type>string</value_type>
<variable_type></variable_type>
<created_at>2012-09-11 00:31:22 UTC</created_at>
<updated at>2012-09-11 00:31:22 UTC</updated_at>
</context>
</work_order_outputs_spec>

FETCH OUTPUT OF A WORK ORDER

Description:

This is a method to fetch the output of a work order (e.g. step names and step variable names with
the variable values).

XML or JSON data representation can be returned in the response.

The inputs to this API method are a work order id, step name, variable name whose output is desired
and authentication parameters (login and password) if passing them inline. The user must have
privileges to view work order details.

The output of the API call is an XML structure that contains the details such as variable name, type,
value, step name etc. It is possible that a workflow contains the same variable name in different
steps. Use the step name input to drill down to the step you desire to fetch the output variable from.

Another URL form allows to get a variable value rather than the long-form XML wrapper around the
variable.

Spaces are accepted in the URL for variable names (e.g for step_name). Surrounding single or double
quotes are not accepted.

Usage for a request with XML long-form response:

http://<Orchestrator_IP_address>/aspera/orchestrator/api/work_order_output?login=admin&pass
word=aspera&work order_id=<work order_id>&step_name=<step_name
>&variable_name=<variable_name>
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Alternatively, this URL can be used:
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http://<Orchestrator_IP_address>/ aspera/orchestrator/api/work_order_output/<work
order_id>.xml?login=admin&password=aspera&step_name=<step_name
>&variable_name=<variable_name>

The required input parameters are
o work order_id=<work order_id>: specifies the work order id
e step_name=<step_name>: specifies the step name

e variable_name=<variable_name>: specifies the variable name within a step

Example 1: Find an output for a given step and a given variable

http://localhost/aspera/orchestrator/api/work order output?work

order id=11081&step name=Test2&variable name=Count of ContentFiles&login=admin&password
=aspera

Sample returned XML:

<?xml version="1.0"?>
<work_order_output time="2014-03-14 04:50:56 UTC" action="output'>
<variable 1d=""29039" name="Test2:Count_of ContentFiles'>
<work order_id>11081</work order_id>
<step_name>Test2</step_name>
<variable_name>Count_of_ ContentFiles</variable_name>
<value_type>int</value_type>
<value>3</value>
<variable_type>0UTPUT</variable_type>
</variable>
</work_order_output>
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Example 2: Find output(s) for a given variable

Aspera Orchestrator User Guide v2.4.1

http://localhost/aspera/orchestrator/api/work order output?work
order id=1106&variable name=FileName&login=admin&password=aspera

Sample returned XML:

<?xml version="1.0"?>
<work_order_output time="2014-03-14 02:19:41 UTC" action="output'>
<variable i1d="28785" name="Update failure:FileName'>
<work order_id>11068</work order_id>
<step_name>Update failure</step_name>
<variable_name>FileName</variable_name>
<value_type>string</value_type>
<value>FileName</value>
<variable_type>0UTPUT</variable_type>
</variable>
<variable 1d=""28788" name="Update success:FileName'>
<work order_id>11068</work order_id>
<step_name>Update success</step_ name>
<variable_name>FileName</variable_name>
<value_type>string</value_type>
<value/>
<variable_type>0UTPUT</variable_type>
</variable>
<variable 1d=""28789" name="Scan for incoming Ffiles:FileName'>
<work order_i1d>11068</work order_id>
<step_name>Scan for incoming files</step_nhame>
<variable_name>FileName</variable_name>
<value_type>string</value_type>
<value>/demo/comcast/to_disney/wall_e 5._avi</value>
<variable_type>0UTPUT</variable_type>
</variable>
</work_order_output>
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Example 3: Find all output(s) for a given work order
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http://localhost/aspera/orchestrator/api/work order output?work
order id=1106&login=admin&password=aspera

Sample returned XML:

<?xml version="1.0"?>
<work_order_output time="2014-03-24 21:25:47 UTC" action="output'>
<variable 1d="29629" name="Successful ingest
notification:Ful IMessage''>
<work order_id>11109</work order_id>
<step_name>Successful ingest notification</step_ name>
<variable_name>Ful IMessage</variable_name>
<value_type>string</value_type>
<value>&lt;MessageDefinition&gt;&lt;Destinations&gt;&lt;To&gt;pavan+sup
port@asperasoft.com&lt;/To&gt;&It;/Destinations&gt;&It;Subjecté&gt;Inges
t successful of wall_e_12.avi for
Turner&lt;/Subjecté&gt;&lt;/MessageDefinition&gt;
</value>
<variable_type>0UTPUT</variable_type>
</variable>
<variable 1d=""29630" name="lIngest failure:FullMessage'>
<work order_i1d>11109</work order_id>
<step_name>Ingest failure</step_ name>
<variable _name>FulIMessage</variable_name>
<value_type>string</value_type>
<value></value>
<variable_type>0UTPUT</variable_type>
</variable>
<variable id="29631" name="Update failure:manifest'>
<work order_id>11109</work order_id>
<step_name>Update failure</step_name>
<variable_name>manifest</variable_name>
<value_type>string</value_type>
<value></value>
<variable_ type>0UTPUT</variable_ type>
</variable>
<variable i1d="29632" name="Update failure:manifest_id">
<work order_id>11109</work order_id>
<step_name>Update failure</step_name>
<variable_name>manifest_id</variable_name>
<value_type>int</value_type>
<value></value>
<variable_type>0UTPUT</variable_type>
</variable>
<variable 1d=""29637" name="Scan for incoming Ffiles:FileName'>
<work order_id>11109</work order_id>
<step_name>Scan for incoming files</step_ nhame>
<variable_name>FileName</variable_name>
<value_type>string</value_type>
<value>/demo/comcast/to_turner/wall_e 12_avi</value>
<variable_type>0UTPUT</variable_type>
</variable>
</work_order_output>
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Example 4: Find all output(s) in a workflow for a single step
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http://localhost/aspera/orchestrator/api/work order output?work
order id=1106&login=admin&password=aspera&step name=test

Sample returned XML:

<?xml version="1.0"7?>
<work_order_output time="2014-03-24 19:07:15 UTC" action="output'>
<variable i1d="29638" name="Forward:Transferred File list'>
<work order_id>11109</work order_id>
<step_name>Forward</step_name>
<variable_name>Transferred File list</variable name>
<value_type>array</value_type>
<value>["/demo/comcast/to_turner/wall_e 12_avi']</value>
<variable_type>0UTPUT</variable_type>
</variable>
<variable 1d="29639" name="'Forward:Transfer_ Stats''>
<work order_i1d>11109</work order_id>
<step_name>Forward</step_name>
<variable_name>Transfer_Stats</variable_name>
<value_type>string</value_type>
<value>{:FilesFailed=>0, :JobRetryCount=>0,
:FilesTransferring=>0, :BytesWritten=>4830720,
:BytesTransferred=>4830720, :sessionld=>[""918b2456-095c-4ce5-9b33-
af8551f4deb9'], :FilesComplete=>1}</value>
<variable_type>0UTPUT</variable_type>
</variable>
<variable 1d=""29640" name="Forward:Job_ID">
<work order_i1d>11109</work order_id>
<step_name>Forward</step_name>
<variable _name>Job_ID</variable_name>
<value_type>string</value_type>
<value>t698d602-d6e6-45a4-b82a-df5f65621a2e</value>
<variable_type>0UTPUT</variable_type>
</variable>
<variable i1d="29641" name="Forward:Transferred Files_md5'>
<work order_id>11109</work order_id>
<step_name>Forward</step_name>
<variable_name>Transferred Files_md5</variable name>
<value_type>hash</value_type>
<value/>
<variable_type>0UTPUT</variable_type>
</variable>
</work_order_output>
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Usage for a request with value only response:
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http://<Orchestrator_IP_address>/api/work_order_output/<work
order_id>.string?login=admin&password=aspera&step_name=<step_name>&variable_name=<variab
le_name>

Example:

http://localhost/aspera/orchestrator/api/work order output/11081.string?step name=Test2&vari
able name=Count of ContentFiles&login=admin&password=aspera

Sample returned data:

3

Error use case: a step name or variable name is incorrect

This is returned:

<work_order_output time="2014-11-05 08:43:36 UTC" action="output"></work_order_output>
Error use case: The step has not yet been executed when the API request is made

An XML structure without a value is returned such as:

<?xml version="1.0"?>
<work_order_output time="2014-03-14 04:50:56 UTC" action="output'>
<variable 1d=""29039" name="Test2:Count_of ContentFiles'>
<work order_i1d>11081</work order_id>
<step_name>Test2</step_name>
<variable_name>Count_of_ContentFiles</variable_name>
<value_type>int</value_type>
<value/>
<variable_type>0UTPUT</variable_type>
</variable>
</work_order_output>

Usage for a request with JSON response:

http://<Orchestrator_IP_address>/api/work_order_output/<work
order_id>.json?login=admin&password=aspera&step_name=<step_name
>&variable_name=<variable_name>

The JSON response holds only the value for the specified step+variable.

Example:

http://localhost/aspera/orchestrator/api/work order output/11081.json?step name=Test2&varia
ble name=Count of ContentFiles&login=admin&password=aspera

Sample returned JSON:
nge
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Description:

This is a method for external applications to fetch work orders associated with a workflow.
Currently, 3 conditions can be given with this method:

From date

To date
Maximum results
Status

Priority

i W

Usage for a request with XML response:

http://localhost/aspera/orchestrator/api/work_orders_list/<workflow_id>xml?login=admin&pass
word=aspera&from_date=<from_date>&to_date=<to_date>&max_results=<maximum_results>

Example:
http://localhost/aspera/orchestrator/api/work_orders_list/8738.json?login=admin&password=asp
era&from_date='06-27-2015 02:40:59'&to_date='06-29-2015 02:40:59'&max_results=100

The required input parameters are

o  Workflow_id : specifies the workflow from which the work orders would be listed
The optional input parameters are

o from_date=<from date> : specifies the ‘from date’ condition

e to_date=<to_date> : specifies the ‘to date’ condition

e max_results=<maximum_results> : specifies the ‘maximum results’ condition

Sample returned XML:

<?xml version="1.0" encoding="UTF-8"7>
<work-orders type="array'>
<work-order>

<branchedFrom type=""integer™ nil="true"></branchedFrom>
<branchedFromOrder type="integer" nil="true'></branchedFromOrder>
<cleanup-after-days type=""integer" nil="true"></cleanup-after-days>
<comments nil="true'"></comments>
<completion-date type="datetime’>2015-11-06T19:03:28Z</completion-

date>
<created-at type="'datetime''>2015-11-06T19:03:27Z</created-at>
<derivedFrom type="integer"” nil="true"></derivedFrom>
<forkedAt type=""integer" nil="true'"></forkedAt>
<higherPriority type="boolean”™ nil="true"></higherPriority>
<id type=""integer'>491</id>
<initiate-date type="datetime'>2015-11-06T19:03:28Z</initiate-date>
<initiatedBy type="integer'>1</initiatedBy>
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<label nil="true"></label>
<launched-by type=""integer'>1</launched-by>
<master-id type="integer''>491</master-id>
<max-running type="integer'>0</max-running>
<monitor-id type=""integer" nil="true"></monitor-id>
<name>test</name>
<priority type="integer" nil="true"></priority>
<purge-after-days type=""integer' nil="true"></purge-after-days>
<running-as type="integer''>2</running-as>
<status>Complete</status>
<statusDetai Is>WorkOrder ended at Fri Nov 06 13:03:28 CST 2015 with
status: In Progress</statusDetails>
<tags></tags>
<updated-at type="'datetime''>2015-11-06T19:03:28Z</updated-at>
<workflowName>test</workflowName>
<workflow-id type="integer">1</workflow-id>
<workflow-revision-id type="integer'>24</workflow-revision-id>
</work-order>
<work-order>
<branchedFrom type="integer"” nil="true"></branchedFrom>
<branchedFromOrder type="integer" nil="true"></branchedFromOrder>
<cleanup-after-days type="integer" nil="true"></cleanup-after-days>
<comments nil=""true"></comments>
<completion-date type="'datetime'>2015-11-06T19:46:12Z</completion-
date>
<created-at type="'datetime''>2015-11-06T19:46:10Z</created-at>
<derivedFrom type="integer' nil="true"></derivedFrom>
<forkedAt type=""integer" nil="true"></forkedAt>
<higherPriority type="boolean”™ nil="true'"></higherPriority>
<id type="integer'>492</id>
<initiate-date type="datetime'>2015-11-06T19:46:11Z</initiate-date>
<initiatedBy type="integer'>1</initiatedBy>
<label nil="true"></label>
<launched-by type="integer'>1</launched-by>
<master-id type="integer''>492</master-id>
<max-running type="integer''>0</max-running>
<monitor-id type="integer" nil="true"></monitor-id>
<name>test</name>
<priority type="integer”™ nil="true"></priority>
<purge-after-days type=""integer" nil="true"></purge-after-days>
<running-as type="integer''>2</running-as>
<status>Complete</status>
<statusDetai Is>WorkOrder ended at Fri Nov 06 13:46:12 CST 2015 with
status: In Progress</statusDetails>
<tags></tags>
<updated-at type="'datetime''>2015-11-06T19:46:12Z</updated-at>
<workflowName>test</workflowName>
<workflow-id type="integer'>1</workflow-id>
<workflow-revision-id type="integer'>24</workflow-revision-id>
</work-order>
</work-orders type="array''>
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Usage for a request with JSON response:

http://localhost/aspera/orchestrator/api/work_orders_list/<workflow_id>.json?login=admin&pass
word=aspera&from_date=<from_date>&to_date=<to_date>&max_results=<maximum_results>
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Sample returned JSON:
{ "work_orders":[
{

"forkedAt":null,

"workflow_revision_id":24,

“tags":"|",

“"created_at':""2015-11-06T19:03:27Z2",

"workflow id":1,

"updated_at':''2015-11-06T19:03:282",

"derivedFrom”:null,

"comments”:null,

"cleanup_after_days':null,

"statusDetails" :"WorkOrder ended at Fri Nov 06 13:03:28 CST 20
15 with status: In Progress',

"master_id":491,

"label":null,

"initiate_date':"2015-11-06T19:03:282",

"higherPriority"”:null,

"status":""Complete",

"purge_after_days':null,

"monitor_id":null,

""max_running":0,

"branchedFromOrder":null,

"workflowName™:""test",

"launched_by':1,

"branchedFrom" :null,

"name" :""test",

"1d":491,

"running_as':2,

"completion_date':""'2015-11-06T19:03:282",

“priority”:null,

“"initiatedBy'":1

"forkedAt":null,

"workflow_revision_id":24,

"tagsT:iv|]",

"created_at':""'2015-11-06T19:46:10Z2",

"workflow_id":1

"updated _at':'"'2015-11-06T19:46:12Z2",

"“derivedFrom”:null,

*comments:null,

"cleanup_after_days":null,

"statusDetails":"WorkOrder ended at Fri Nov 06 13:46:12 CST 20
15 with status: In Progress",

"master_id":492,

"label":null,

"initiate date':""2015-11-06T19:46:117",

"higherPriority”:null,
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"status':"Complete",
"purge_after_days":null,
"monitor_id":null,
"max_running':0,
"branchedFromOrder' :null,
"workflowName' :""test",
"launched_by'":1,
“"branchedFrom":null,
"name™ :""test",

"1d":-492,

"running_as":2,
"completion_date':""2015-11-06T19:46:127",
“priority”:null,
"initiatedBy'":1

APPLICATION STATUS AND MANAGEMENT

[S9]
e
(W]

ORCHESTRATOR BACKGROUND PROCESSES STATUS

Description:

A method to poll the status of Orchestrator processes. If available, the PID for each process is
returned.

Usage:

http://localhost/aspera/orchestrator/api/processes_status/0?login=admin&password=aspera

Sample returned XML:

<?xml version="1.0"?>
<processes time='"2012-01-25 08:23:10 UTC" action="'status" id="0">
<process class="engine'" pid="9825" status="running"/>
<process class="mongrel" pid="1337" status="running" port="3000"/>
<process class="mongrel" pid="1340" status="running" port="3001"/>
<process class="mongrel" pid="1343" status="running" port="3002"/>
<process class="monitor" pid="96279" status="running"/>
<process class="worker" id="0" pid="13752" status="running"
type="asynchronous'/>
<process class="worker™ id="1" pid="9863" status="running"
type=""normal™/>
<process class="worker" id="2" pid="9865" status="running"
type="normal"/>
</processes>
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CONTROL PROCESS
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Description:
This is a method for external applications to control orchestrator processes:

Engine

Monitor
Mongrel
Worker

B W e

Usage for Engine and Monitor

http://localhost/aspera/orchestrator/api/control_process/<process_name>.xml?login=admin&pass
word=pass&command=<command>

Example:

http://localhost/aspera/orchestrator/api/control_process/engine.xml?login=admin&password=pas
s&command="kill’

The commands for each process:

Engine - kill, start, stop
Monitor - kill, start, stop
Mongrel - kill, start, unlock_port
Worker - Kkill, start, stop

B W e

Usage for Mongrel

http://localhost/aspera/orchestrator/api/control_process/<process_name>.xml?login=admin&pass
word=pass&command=<command>&port=<port>

http://localhost:3000/aspera/orchestrator/api/control_process/mongrel.json?login=admin&passw
ord=admin&command=kill&port=3002

Usage for Worker

http://localhost/aspera/orchestrator/api/control_process/<process_name>.xml?login=admin&pass
word=pass&command=<command>&worker_id=<worker_id>

Sample returned XML for Engine Start:

<processes time="2015-12-03 10:29:19

UTC" action="'status" engine_id="0">
<process class="engine" pid="83296" status="‘running'/>
<process class="mongrel™ pid="83301" status="running"” port="3000"/>
<process class="mongrel™” pid="83303" status="running"” port="3001"/>
<process class="mongrel" pid="83305" status="'running" port='3002"/>
<process class="monitor"™ pid="83299" status="running"/>
<process class="worker"™ id="0" pid="83312" status="running"” type="a
synchronous"/>
<process class="worker"™ id="1" pid="83314" status="running" type="a
synchronous'/>
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<process
ormal™/>
<process
ormal"/>
<process
ormal™/>
<process
ormal"/>
</processes>

class="worker"

class="worker"

class="worker"

class="worker"

id="2"
id="3"
id="4"
id="5"
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pid="83316"
pid="83318"
pid="83320"
pid="83310"

status=""running"
status=""running"
status=""running"

status=""running"

type="n
type=""n
type="n
type="n
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Sample returned JSON for Mongrel Kill on port 3002:

{

"processes’ :{
"process': [

{

-~

A

-

"pid':25907,

"class':"engine",
"status':"running"

"pid':25912,
"port':3000,

"class':"mongrel™,

"status':"running”

“pid':25914,
“port':3001,
"class'":"mongrel",

"status':"running"

Ypidtot-T,
"port':3002,
"class':"mongrel™,
“status':"not running"

"pid'":25910,
"class":"monitor",
“status™:"running”

"idv:ortor,
"type'':"asynchronous™,
"pid'-25923,
"class":"worker",

"status':"running"

tedtotat,
""type':"‘asynchronous",
"pid":-25925,
"class":"worker",
“status":"running"

tidTUor2r,

"type":"normal",
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“pid":25927,

"class":"worker",

"status":"running"

idTU-om3t,
"type":"normal",
"pid'":25929,
"class'":"worker",

"status':"running"

"idT-r4r,
“type':"'normal’,
"pid':25931,

"class":"worker",

"status':"running"

idU:omsT,
“"type':"'normal’,
"pid'":25921,
"class'":"worker",
“status":"'running”

}
1.

“engine_id":0,

"action':'"'status",
"time':"2016-01-12 23:34:03"
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Description:

A method to poll the status of the workflow, folder and script monitors.

Usage:

http://localhost/aspera/orchestrator/api/monitor snapshot/all?login=admin&password=aspera

Return the status for all the monitors.

More restrictive view can be obtained using:

http://localhost/aspera/orchestrator/api/monitor snapshot/workflows?login=admin&password=a

spera

http://localhost/aspera/orchestrator/api/monitor snapshot/folders?login=admin&password=aspe

Sample returned XML:

<?xml version="1.0"7?>
<monitor time="2012-05-10 05:47:53 UTC" action=""snapshot* id="all'>
<monitor_workflows>
<monitor_workflow 1d="1" workflow_ id="1" workflow_name="ENG
Contributions™ active="true" >
<status>No Issues</status>
<status_report>In Progress=>l1</status_report>
<last_activity>2012-05-09 23:40:15</last_activity>
<last_polled>2012-05-10 05:47:51 UTC</last_polled>
</monitor_workflow>
<monitor_workflow 1d="2" workflow_id="5" workflow_name=""Non ENG
Contributions™ active="false™ >
<status>Monitoring Off</status>
</monitor_workflow>
<monitor_workflow 1d="3" workflow_id="14" workflow_name="Livex
OnDemand distribution™ active="false" >
<status>Monitoring Off</status>
</monitor_workflow>
</monitor_workflows>
<monitor_folders>
<monitor_folder id="1" folder="temporary folder"™ path="/tmp"
active=""false'>
<status>Monitoring Off</status>
</monitor_folder>
<monitor_folder id="2" folder="Other tmp" path="/tmp"
active=""true'">
<status>Alerts</status>
<status_report>Aging entries (> 2 min)</status_report>
<content>7 files, 1 folders</content>
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http://localhost/aspera/orchestrator/workflow_reporter/monitor_snapshot/workflows?login=admin&password=aspera
http://localhost/aspera/orchestrator/workflow_reporter/monitor_snapshot/workflows?login=admin&password=aspera
http://localhost/aspera/orchestrator/workflow_reporter/monitor_snapshot/folders?login=admin&password=aspera
http://localhost/aspera/orchestrator/workflow_reporter/monitor_snapshot/folders?login=admin&password=aspera
http://localhost/aspera/orchestrator/workflow_reporter/monitor_snapshot/scripts?login=admin&password=aspera
http://localhost/aspera/orchestrator/workflow_reporter/monitor_snapshot/scripts?login=admin&password=aspera
view-source:http://localhost:3000/workflow_reporter/monitor_snapshot/snapshot
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<age_range>3353 - 36065 min.</age_range>
<last_polled>2012-05-10 05:46:59 UTC</last_polled>
</monitor_folder>
</monitor_folders>
<monitor_scripts>
<monitor_script id="1" script="warn"” node="localhost"
path=""/opt/aspera/scripts/warn.sh” active="false">
<status>Monitoring Off</status>
</monitor_script>
<monitor_script 1d="2" script="chill™ node="localhost"
path="/opt/aspera/scripts/ok.sh”™ active="true'>
<status>No Issues</status>
<status_report>All is good</status report>
<last_polled>2012-05-10 05:47:52 UTC</last_polled>
</monitor_script>
</monitor_scripts>
</monitor>

PING A REMOTE ORCHESTRATOR INSTANCE

Description:

This is a method to fetch the Orchestrator version, operating system information and licensing
information.

This method may be used in a Federated workflow to check a remote Orchestrator status before
remote/delegated requests are sent to it.

Usage:
http://<orchestrator-IP-address>/aspera/orchestrator/api/remote_node_ping/
Sample returned XML:

<?xml version="1.0"?>
<remote_orchestrator_info>
<orchestrator-version>2.1.0.92065-00008</orchestrator-version>
<platform>x86_64-pc-1inux-gnu</platform>
<engine_id>0</engine_id>
<license-info>
<licensee>AsperaColo</licensee>
<can_execute>true</can_execute>
<max_workFflows>0</max_workflows>
<comments>0Orchestrator Server</comments>
<max_processes>0</max_processes>
<can_design>true</can_design>
<mac-address>any</mac-address>
</license-info>
</remote_orchestrator_info>
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Sample returned JSON:

{

"remote_orchestrator_info":{
"orchestrator-version':"2.3.5.xxxxx-00003",
"license-info":{

"mac-address':"any, any",
"licensee'":"development, development",
"max_workflows'":0,
‘‘can_execute' :true,
""can_design'":true,
"max_processes':0,
"comments':""Permanent dev license -
generated by Marc, Permanent dev license - generated by Marc"

}.

“engine_id":0,

“"platform”:"1686-apple-darwinl4.1._0"

}
}

Note: This method does not require any authentication parameters.
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PERSIST CUSTOM DATA

Description:

This is a method for external applications to submit data to Orchestrator that is persisted in a
database table (shared_states). Example scenario - Rhozet WFS can send a Web notification upon
transcode complete or failure. This API method requires authentication.

To simplify searching for the data entered in the table, users can pass two fields to make each entry
“uniquely identifiable”. The fields are ‘identifier’ which is a string and ‘uniq_id’ which is an integer.

All key-value pairs (except for login, password, identifier, uniq_id) will be stored into a serialized
hash in the shared_states table.

The database entries can be searched in two ways:
MySQL query:

selectid, entry from shared_states where aggregate_type = “identifier” and aggregate_id = uniq_id

Ruby query:

SharedState.find(:all, :conditions => [“aggregate_type = ? and aggregate_id = ?”, identifier, uniq_id])

Usage:

http://localhost/aspera/orchestrator/api/custom_api_call?login=admin&password=aspera&identifi
er=<>&job_id=123&<key_1>=<value_1>..&<key_n>=<value_n>

The required input parameters are (either one of them or both of them can be specified):

o identifier=<identifier>: specifies a custom data identifier (type string)

e uniq_id=<another identifier>: specifies a custom data unique identifier (type integer)
The optional input parameters are:

e <data_name_l>=<data_1_value>: specifies some data to pass in

e <data_name_n>=<data_n_value>: specifies some data to pass in

Example:

http://localhost/aspera/orchestrator/api/custom api call?login=admin&password=aspera&identifi

er=testing&uniq id=321&job id=123&job result=success
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http://localhost/aspera/orchestrator/workflow_reporter/custom_api_call?login=admin&password=aspera&identifier=testing&uniq_id=321&job_id=123&job_result=success
http://localhost/aspera/orchestrator/workflow_reporter/custom_api_call?login=admin&password=aspera&identifier=testing&uniq_id=321&job_id=123&job_result=success
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Sample returned XML:

<?xml version="1.0"7?>
<api_call action="custom_api_call">
<shared_state>
<id>34</id>
<creation_time>"2014-03-22 21:11:35 UTC"</creation_time>
</shared_state>
</api_call>

DASHBOARD

Description:

This is a method for external applications to access Orchestrator dashboard.

Any URL used to access the dashboard can be called externally with the inline login/password.
Example for the first page in the dashboard:
http://localhost/aspera/orchestrator/frames/home/0?login=admin&password=aspera

To enable inline credentials for the dashboard, this parameter must be set in orchestrator.yml:
inline_auth_allowed: true

This also applies to direct start pages (to manually start a workflow via a customized HTML page
from an external application):

http://localhost/aspera/orchestrator/work_orders/direct_start/1?login=admin&password=aspera
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FETCH QUEUED ITEMS FROM A QUEUE

Description:
This is a method for external applications to fetch list of queued items from an Orchestrator queue.
Usage for a request with XML response:

http://<Orchestrator_IP>/aspera/orchestrator/api/queued_items/<queue_name>.<format>?login=a
dmin&password=aspera

The required input parameters are

e queue_name=< queue_name >: specifies the queue name
Example:

http://localhost/aspera/orchestrator/api/queued_items/transcode.xml?login=admin&password=as
pera
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<?xml version="1.0"?>
<Queue>
<Queued_items>
<Queued_item>
<priority>100</priority>
<weight>3859</weight>
<queued_item>/demo/to_transcoder/3_10 to Yuma.avi</queued_ item>
<id>587</id>
<updated_at>Tue Jan 06 21:38:51 UTC 2015</updated_at>
<position>50</position>
<originator_type></originator_type>
<originator_id>64623</originator_id>
<item_description>3_10_to Yuma</item_description>
<rank>0</rank>
<created_at>Tue Jan 06 19:29:01 UTC 2015</created_at>
</Queued_item>
<Queued_item>
<priority>100</priority>
<weight>12823</weight>
<queued_item>/demo/to_transcoder/39steps train.avi</queued_ item>
<id>586</i1d>
<updated_at>Tue Jan 06 19:28:54 UTC 2015</updated_at>
<position>100</position>
<originator_type></originator_type>
<originator_id>64621</originator_id>
<item_description>39steps_train</item_description>
<rank>1</rank>
<created_at>Tue Jan 06 19:28:54 UTC 2015</created_at>
</Queued_item>
</Queued_items>
<Queue_metadata>
<comments>ad_hoc creation for QueueStager #4</comments>
<administrators>
<group>l</group>
<user>3</user>
</administrators>
<id>transcode</id>
<paused>true</paused>
<name>transcode</name>
</Queue_metadata>
</Queue>

Usage for a request with JSON response:

http://localhost/aspera/orchestrator/api/queued_items/transcode.json?login=admin&password=a
spera

Sample returned JSON:
{
"queue': {
"name'': '“transcode",
"'comments': "ad_hoc creation for QueueStager #4",
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"administrators': {

"groups": [
1
]1
“users': [
3
1
}1
"paused": true,
"id": "transcode"
}1
queued_items™: [
{
"item_description': "3 10 _to Yuma",

"weight: 3859,

position™: 50,

"originator_id": 64623,

“originator_type™: null,

"updated_at': "2015-01-06T21:38:517",

“rank": O,

""queued_item": "/demo/to_transcoder/3_10 to Yuma.avi',
“priority”: 100,

"id": 587,

“"created_at': "2015-01-06T19:29:01z"

"item_description': "39steps_train",
"weight': 12823,

"position™: 100,

"originator_id": 64621,
"originator_type'": null,
"updated_at': "2015-01-06T19:28:54z7",
"rank': 1,

""queued_item": "/demo/to_transcoder/39steps_train.avi',
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"priority": 100,
"id'": 586,
“created_at': '""2015-01-06T19:28:54Z"

13
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Description:
This API method provides the ability to search for a queued item in one or more Orchestrator Queues
Usage

1. Search for queued item in a specific queue. The queued item provided in the URL must be a
string match to the queued item in the database

For XML response:

http://localhost/aspera/orchestrator/api/lookup_queued_item?queue_name=CP_ENT_FFMPEG&for
mat=xml&queued_item=test&login=admin&password=aspera

Sample returned XML:

<Queue>
<Queue_metadata>
<comments>ad_hoc creation for QueueStager #37</comments>
<administrators></administrators>
<name>CP_ENT_FFMPEG</name>
<paused>false</paused>
</Queue_metadata>
<Queued_items>
<Queued_item>
<updated_at>Wed Apr 29 22:06:50 UTC 2015</updated_at>
<originator_type/>
<id>26</id>
<created_at>Wed Apr 29 22:06:50 UTC 2015</created at>
<queued_item>test</queued_item>
<position>100</position>
<rank>0</rank>
<weight>0</weight>
<originator_id>1217</originator_id>
<item_description>test</item _description>
<priority>100</priority>
</Queued_item>
</Queued_items>
</Queue>

For JSON response:

http://localhost/aspera/orchestrator/api/lookup_queued_item?queue_name=CP_ENT_FFMPEG&for
mat=json&queued_item=test&login=admin&password=aspera

Sample returned JSON:
{

"queue' :{
"‘comments':"ad_hoc creation for QueueStager #21",
"administrators':{
"users":[]1,
"'groups”:[
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OO ANBE

1
},
"name" :"'Dev_QC_Action",
"paused' :false

}

ueued_items":[
{

"updated_at'':"'2015-12-04T08:22:40Z2",
"originator_type":null,
"i1d":28,
“"created_at'':'"2015-12-04T08:22:40Z",
"queued_item":"test_add",
"position':100,
“rank':0,
"weight":0,
“originator_id":null,
"item_description:"",
"priority':100

2. Search by a queue item id. The value of the queued item id can be obtained from the Fetch
queued items API method described in page 36

For XML response:

http://localhost/aspera/orchestrator/api/lookup_queued_item?format=xml&queued_item_id=29&I
ogin=admin&password=aspera

Sample returned XML:

<Queue>
<Queue_metadata>
<comments>ad_hoc creation for QueueStager #21</comments>
<administrators>
<group>1</group>
<group>2</group>
<group>4</group>
<group>5</group>
<group>6</group>
</administrators>
<name>Dev_QC_Action</name>
<paused>false</paused>
</Queue_metadata>
<Queued_items>
<Queued_item>
<originator_type/>
<created_at>Fri Dec 04 08:23:49 UTC 2015</created at>
<position>110</position>
<rank>1</rank>
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<updated_at>Fri Dec 04 08:23:49 UTC 2015</updated at>
<originator_id/>
<priority>100</priority>
<weight>0</weight>
<queued_item>test addl</queued_item>
<item_description/>
<id>29</id>

</Queued_item>

</Queued_items>
</Queue>

For JSON response:

http://localhost/aspera/orchestrator/api/lookup_queued_item?format=json&queued_item_id=29&l
ogin=admin&password=aspera

Sample returned JSON:
{
""queued_items":[
{
“originator_type":null,
“"created_at'':'""2015-12-04T08:23:49Z",
"position:110,
“rank':1,
"updated_at'':"'2015-12-04T08:23:49Z2",
“originator_id":null,
"priority':100,
"weight":0,
""queued_item":"test addl",
"item_description:"",
"1d":29
¥
1.
"queue' :{
"'comments':"ad_hoc creation for QueueStager #21",
"administrators™:{
"users":[],
"groups":[
1,
2,
4,
5,
6
1
¥,
"name' :"'Dev_QC_Action",
"paused' :false
}
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Description:

This API method provides the ability to reorder a queued item. Four reorder operations are
supported - up (move up by one rank), down (move down by one rank), first (move to the top of the
queue), last (move to the bottom of the queue). In the API responses, only the rank field changes if an
operation was successfully performed.

Rank 0 indicates the queued item is on top of the queue.
Usage

1. Search for queued item in a specific queue. The queued item provided in the URL must be a
string match to the queued item in the database

For XML response:

http://localhost/aspera/orchestrator/api/reorder_queued_item?queue_name=CP_ENT_FFMPEG&fo
rmat=xml&queued_item=test&login=admin&password=aspera&operation=up

Sample returned XML:

<Queue>
<Queue_metadata>
<comments>ad_hoc creation for QueueStager #37</comments>
<administrators></administrators>
<name>CP_ENT_FFMPEG</name>
<paused>false</paused>
</Queue_metadata>
<Queued_items>
<Queued_item>
<updated_at>Wed Apr 29 22:06:50 UTC 2015</updated_at>
<originator_type/>
<id>26</id>
<created_at>Wed Apr 29 22:06:50 UTC 2015</created_at>
<queued_item>test</queued_item>
<position>100</position>
<rank>0</rank>
<weight>0</weight>
<originator_id>1217</originator_id>
<item_description>test</item_description>
<priority>100</priority>
</Queued_item>
</Queued_items>
</Queue>

For JSON response:

http://localhost/aspera/orchestrator/api/reorder_queued_item?queue_name=CP_ENT_FFMPEG&fo
rmat=json&queued_item=test&login=admin&password=aspera&operation=first
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Sample returned JSON:

{

"queue’ - {
""comments':"ad_hoc creation for QueueStager #21",
"administrators':{

"users":[1]1,
"groups":[
1,
2,
4,
5,
6
]

}1
"name":"'Dev_QC_Action™,
"paused:false

3,
“'queued_items":[
{
"updated_at':""'2015-12-04T08:22:40Z2"",
“originator_type':null,
"id'":28,
"created _at'':""2015-12-04T08:22:40Z2",
""queued_item":"test add",
""position':100,
"rank™:0,
"weight":0,
"originator_id":null,
"item_description:"",
“priority":100
}
1
}
2. Search by a queue item id. The value of the queued item id can be obtained from the Fetch
queued items API method described in page 36 or the Lookup queued item API method in page
54
For XML response:

http://localhost/aspera/orchestrator/api/reorder_queued_item?format=xml&queued_item_id=29&l
ogin=admin&password=aspera&operation=down

Sample returned XML:

<Queue>

<Queue_metadata>
<comments>ad_hoc creation for QueueStager #21l</comments>
<administrators>
<group>l</group>
<group>2</group>
<group>4</group>
<group>5</group>
<group>6</group>
</administrators>
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<name>Dev_QC_Action</name>
<paused>false</paused>
</Queue_metadata>
<Queued_items>
<Queued_item>
<originator_type/>
<created_at>Fri Dec 04 08:23:49 UTC 2015</created_at>
<position>110</position>
<rank>1</rank>
<updated_at>Fri Dec 04 08:23:49 UTC 2015</updated_at>
<originator_id/>
<priority>100</priority>
<weight>0</weight>
<queued_item>test addl</queued_item>
<item_description/>
<id>29</1id>
</Queued_item>
</Queued_items>
</Queue>

For JSON response:

http://localhost/aspera/orchestrator/api/reorder_queued_item?format=json&queued_item_id=29&
login=admin&password=aspera&operation=down

Sample returned JSON:

{

queued_items": [

"originator_type":null,
“"created_at'':'""2015-12-04T08:23:49Z",
"position':110,
“"rank:1,
"updated_at'':"'2015-12-04T08:23:49Z2",
"originator_id":null,
"priority':100,
"weight':0,
""queued_item":'"test_addl",
"item_description:"",
"1d":29

¥

ueue' :{
*comments™:"ad_hoc creation for QueueStager #21",
“administrators':{

1

"users":[],
""groups":[
1,
2,
4,
5,
6
1

}

ame':""Dev_QC_Action",
"paused':false
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TASKS

LIST TASKS OF A USER

Description:
This is a method for external applications to list the tasks associated with a user.

Usage for a request with XML response:

http://localhost/aspera/orchestrator/api/list_tasks/<user>.xml?login=admin&password=admin

Example:

http://localhost/aspera/orchestrator/api/list_tasks/admin.xml?login=admin&password=admin
The required input parameters are

User: specifies the user whose tasks are to be listed.
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<User_tasks>
<task>
<event>Create a new Endpoint</event>
<requested_user_inputs>
<value_type>hash</value_type>
<name>Step_information</name>
<required>false</required>
</requested_user_inputs>
<requested_user_inputs>
<value_type>string</value_type>
<name>Emai l s</name>
<required>true</required>
</requested_user_inputs>
<requested_user_inputs>
<value_type>string</value_type>
<name>Login</name>
<required>true</required>
</requested_user_inputs>
<requested_user_inputs>
<value_type>string</value_type>
<name>Name</name>
<required>true</required>
</requested_user_inputs>
<userlnput_id>2</userlnput_id>
<state id>2626</state_ id>
<created_at>Fri Dec 04 03:38:23 UTC 2015</created_at>
<updated_at>Fri Dec 04 03:38:23 UTC 2015</updated_at>
<role_id>1</role_id>
<status>Assigned</status>
<completedBy></completedBy>
<group>Administrator</group>
<user_id></user_id>

<id>1</id>
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<task>
<event>Create a new Endpoint</event>
<requested_user_inputs>
<value_type>hash</value_type>
<name>Step_information</name>
<required>false</required>
</requested_user_inputs>
<requested_user_inputs>
<value_type>string</value_type>
<name>Emai I s</name>
<required>true</required>
</requested_user_inputs>
<requested_user_inputs>
<value_type>string</value_type>
<name>Login</name>
<required>true</required>
</requested_user_inputs>
<requested_user_inputs>
<value_type>string</value_type>
<name>Name</name>
<required>true</required>
</requested_user_inputs>
<userlnput_id>2</userlnput_id>
<state id>2626</state_ id>
<created_at>Fri Dec 04 03:38:23 UTC 2015</created_at>
<updated_at>Fri Dec 04 03:38:23 UTC 2015</updated at>
<role_id></role_id>
<status>Assigned</status>
<completedBy></completedBy>
<user>admin</user>
<user_id>1</user_id>
<id>2</id>
</task>
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<user>admin</user>

</User_tasks>

Usage for a request with JSON response:
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http://localhost/aspera/orchestrator/api/list_tasks/<user>.xml?login=admin&password=admin

Sample returned JSON:{
"tasks":[

{

"event":"Create a new Endpoint",
"requested_user_inputs':[

{
"value_type':"hash",
"name":"'Step_information",
"required':false

3.

{
"value_type'":"'string”,
“"name' :"Emails’,
“"required':true

3.

{
"value_type':"'string",
"name™:""Login",
"required':true

}s

{
"value_type'":"'string",
"name' :""Name"',
"required':true

}

1

Lserlnput_id":Z,
"state 1d':2626,

""created at':""2015-12-04T03:38
"updated_at'':""2015-12-04T03:38:232",

“"role_id":1,
"status':"Assigned",
"completedBy" :null,

"group':"Administrator",

"user_id":null,
"idT:1

"event':"Create a new Endpoint",
"requested_user_inputs':[

{
"value_type':""hash",
"name":"'Step_information’,
"required':false

},

{

“value_type':"string",

"name'" :"Emails",
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"required':true

3}

{
"value_type'":"string"”,
"name":"'Login",
"required':true

}»

{
"value_type':"string",
"name' :""Name"',
“"required:true

¥

1.
"userlnput_id":2,

"state_1d'':2626,
"created_at'':"'2015-12-04T03:38:232",
"updated_at':""2015-12-04T03:38:232",
“role_id":null,

"status':""Assigned",

completedBy" :null,

user':"admin’,

"user_id":1,

tidv:o2

oadmin®'
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FETCH DETAILS OF A TASK
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Description:
This is a method for external applications to fetch the details of a task. You can identify by:

1. TaskID
2. Workorder ID

1. IDENTIFY BY TASK ID

http://localhost/aspera/orchestrator/api/task_details/<task_id>.<format>?login=admin&password
=admin

Example:

Xml:

http://localhost/aspera/orchestrator/api/task_details /1.xml?login=admin&password=admin
JSON:

http://localhost/aspera/orchestrator/api/task_details /1.json?login=admin&password=admin

Sample returned XML:
<?xml version="1.0" encoding="UTF-8"7>
<User_task>
<task_inputs />
<task>
<userlnput_id>2</userlnput_id>
<state_ id>2626</state_id>
<created_at>Fri Dec 04 03:38:23 UTC 2015</created _at>
<updated_at>Fri Dec 04 03:38:23 UTC 2015</updated at>
<role_id>1</role_id>
<status>Assigned</status>
<completedBy />
<user_id />
<id>1</id>
</task>
<user_inputs>
<type>hash</type>
<value />

<name>Step_information</name>
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<required>false</required>
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</user_inputs>

<user_inputs>
<type>string</type>
<value />
<name>Emai l s</name>
<required>true</required>

</user_inputs>

<user_inputs>
<type>string</type>
<value />
<name>Login</name>
<required>true</required>

</user_inputs>

<user_inputs>
<type>string</type>
<value />
<name>Name</name>
<required>true</required>

</user_inputs>

</User_task>
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Sample returned JSON:

{

}

"task_inputs:{

}

"task':{

"active assignment':{
"userlinput_id":2,
"state i1d":2626,
"created_at':''2015-12-04T03:38:232",
"updated_at':"'2015-12-04T03:38:23Z",
“role_id":1,
"status':"Assignhed",
"completedBy":null,
“user_id":null,
"idv:1

b

3,
""'user_inputs":[

{

"type':"hash",
“"value":null,

"name'' :""'Step_information",
"required':false

3

{ _
""type'':"'string",
“value":null,

"name" :"Emails",
"required':true

3

{ i
"type':"'string",
“value”:null,
"name":""Login",
"required':true

T,

{ ]
"type'':"'string",
“value":null,

“name' :""Name"",
"required':true
3

1
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2. IDENTIFY BY WORKORDER ID
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When identifying a Workorder in a Workflow with a single task:

http://localhost/aspera/orchestrator/api/task_details/WO<work
order_id>.<format>?login=admin&password=admin

When identifying a work order in a workflow with multiple tasks:

http://localhost/aspera/orchestrator/api/task_details/WO<work
order_id>.<format>?login=admin&password=admin&step_name=<step_name>

Example:
http://localhost/aspera/orchestrator/api/task_details/W0518.xml?login=admin&password=admin
&step_name= Request+approval

189



X

SUBMIT TASK
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Description:
This is a method for external applications to submit a task. You can submit as:

1. User
2. Admin on behalf of a user

1. USER

http://localhost/aspera/orchestrator/api/submit_task/<task_id>.<format>?login=admin&password
=pass&outputs[Filename]=<output_param>

Xml:

http://localhost/aspera/orchestrator/api/submit_task/1.xml?login=admin&password=pass&output
s[Filename]=tron.avi

JSON:

http://localhost/aspera/orchestrator/api/submit_task/1.json?login=admin&password=pass&outpu
ts[Filename]=tron.avi

Sample returned XML:
<?xml version="1.0" encoding="UTF-8"7>
<User_task>
<input_provider>admin</input_provider>
<task>
<userlnput_id>2</userlnput_id>
<state id>2626</state_id>
<created_at>Fri Dec 04 03:38:23 UTC 2015</created_at>
<updated_at>Fri Dec 04 06:01:55 UTC 2015</updated_at>
<role_id>1</role_id>
<status>Complete</status>
<completedBy>1</completedBy>
<user_id />
<id>1</id>
</task>
<user_inputs>Filenametron.avi</user_inputs>

</User_task>
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Sample returned JSON:
{

"input_provider:"admin",
"task':{
"active assignment':{
"userlinput_id":2,
"state 1d"':2626,
"'created at'':"'2015-12-04T03:38:23Z2",
"updated_at':""2015-12-04T06:01:55Z",
“role_id":1
“status:""Complete™,
"completedBy':1,
"user_id":null,
idv:ol
}
¥,
"user_inputs":{
“Filename":""tron.avi'",
}
}
2. ADMIN ON BEHALF OF A USER

Admin can submit a task on behalf of a user by passing the ‘input_provider’ parameter:

http://localhost/aspera/orchestrator/api/submit_task/<task_id>.<format>?login=admin&password
=admin &input_provider=<user>&outputs|[Filename]=<output_param>

Example:

http://localhost/aspera/orchestrator/api/submit_task/55.xml?login=admin&password=pass
&input_provider='lola'&outputs[Filename]=tron.avi

Sample returned:

{
"iInput_provider”:"lola",
"task":{
"active assignment':{
"userlnput_id":2,
"state_i1d":2626,
“"created_at':""2015-12-04T03:38:232",
"updated _at'':''2015-12-04T06:01:55Z2",
"role_id":1,
"status':"Complete",
"completedBy'":1,
"user_id":null,
tidh:
}
""user_inputs:{
“"Filename":"tron.avi"
}
}
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INLINE VALIDATION WITH ORCHESTRATOR
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INTRODUCTION

Inline validation is a concept within ASCP to invoke external REST end points during the life cycle of
a transfer session. There REST calls to end points can occur at:

a) SESSION_START

b) SESSION_STOP

c) SESSION_RUNNING, the moment the threshold is met (optional event).
Threshold value can be configured via the validation_threshold_kb tag.

More details about Inline File Validation using Aspera Transfer products can be obtained here:
https://developer.asperasoft.com/web/api/inline-validation/index

ASSUMPTIONS

This section assumes that

- Aspera Orchestrator v2.0 or newer has been installed with standard options

- Aspera Transfer product(s) (Faspex, Connect, Enterprise server etc.) have been installed
with standard options

- ASCP binary v 3.5

- Port 80 and 443 are open between the Aspera Transfer server and Orchestrator.

STEP 1: WORKFLOW

a) Design and publish a workflow in Orchestrator (or)
b) Import a workflow and publish it

Mandatory:

Make sure the workflow contains a runtime parameter with the name “File” (without double quotes)
and as a type “Hash”

The File parameter is populated by a Hash similar to the below (by Orchestrator) when ASCP triggers
an API call

{"size" => "1048576000", "end byte" => '1048576000", "file_csum type*
=> ""none', "session_id" => "ab658c6e-648f-4249-abe9-d5c3801ef534",
"target_rate kbps® => 10000, “cipher® => "aes-128",
*file_name_encoding® => "utfl6"”, "min_rate_kbps® => "0", "startstop” =>
“"running', “user_id" => "0", "client_ip" => "50.19.236.72", “host" =>
"66.211.109.190", "rate_policy" => "fair", "file" =>
""/LargeFiles/Washington U™, “user® => "aspera-nyc", "direction®™ =>
"recv', "start_byte" => "0"}
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The workflow can use the “file” key for processing. The “startstop” key can be used to route your
workflow.

STEP 2: ASPERA URL

Follow instructions in Admin guide to obtain the Aspera call URL of the workflow published in Step 1.
The URL should comprise of Hostname, route to Orchestrator controller and the workflow id. Make
sure to add the port to the URL if different from the default port (443)

STEP 3: ASPERA CONFIGURATION
Locate the aspera.conf file typically at /opt/aspera/etc/aspera.conf (on a Unix host)

Choose a transfer user that will be used for inline validation. In this example, the user “faspex” will be
used. Add the text highlighted in green to the file. Note that in between the validate_uri tags the URL
obtained in Step 2 must be inserted.

<user>
<session_timeout_sec>60</session_timeout_sec>
<name>faspex</name>
<transfer>

<validation_uri>
https://localhost/aspera/orchestrator/external_calls/validate/35?user=admin&pass
word=admin

</validation_uri>
<validation_threshold_kb>1000</validation_threshold_kb>
</transfer>
</user>

The text in blue can be inserted if the validation takes more than 30 seconds to avoid timeout. The
value between session_timeout_sec tags can be increased to an appropriate number based on the
environment.

STEP 4: ASCP FILE AND ASPERA CONNECT

Check the ASCP binary version by execution “ascp -A” command. If not 3.5 or above, please contact

Aspera Support for upgrade checks.

Aspera Connect browser plugin must be v.3.4 or higher for the error messages to correctly propagate

to the user.
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|STEP 5: MONGREL CONFIGURATION

For Production servers, it is recommended to separate Mongrel usage for ASCP calls and user usage
of Orchestrator. Follow instructions in admin guide to increase the number of mongrels. Restart of
Apache is required.
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ERROR CODES IN ORCHESTRATOR

Currently the error messages delivered by Aspera Orchestrator are text based, and rely on clients
parse the error message to decipher the issue. The HTTP error code associated with the response is

generally HTTP 200 Ok along with a response body.

Error message

HTTP Error Code

error code returned in the response

XML Format: 200
<?xml version="1.0"?>

<error time="<--Timestamp -->" action="<-- action -->" id="<-- id -->">

<--error_message -->

</error>

JSON Format: 200
{error:{“action”:"#{action}”,”time”:"#{Timestamp}”,”id”:"#{id}",”description”:#{error_message

338

When a bad request is sent i.e. with invalid data, clients will see this error code returned in the | 400
response

When authentication fails with the provided user/password or user/api_key or 401
user/basicauth or user/scrambled password, clients will see this error code returned in the

response

When authorization fails with the provided user/password or user/api_key or user/basicauth | 403
or user/scrambled password, clients will see this error code returned in the response

When a Orchestrator Mongrel (Ul rendering daemon) is terminated due to the longevity of the | 502
request, clients will see a Proxy error

When Orchestrator Mongrels (Ul rendering daemon) are not running, clients will see this 503

When the Apache services is stopped, users will see connection refused errors on their clients
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